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1.  INTRODUCTION  

Many yearsô assessment practice  of the PT Research  analytic center and the experience of 

the Positive Technologies company in penetration testing and information security au diting 

show that errors in web application protection still are  among  the most common information 

security shortcomings. Moreover, web application vulnerabilities  represent one of the most 

widespread ways for attackers to penetrate into enterprise information systems; there is a great 

number of factors that make web services an attractive target for attacks.  

When designing applications, developers usually aim their best efforts at functionality 

implementation ; t he problems of information security and code quality are given short shrift. As a 

result, the overwhelming majority of web applications contain vulnerability of various risk lev els.  

The HTTP simplicity allows one to develop effective methods of automatic web application analysis 

and vulnerability detection. It considerably simplifies the job of malicious users; they can discover 

a great number of vulnerable web sites and then choose the most promising ones amon g them to 

attack.  

Furthermore,  not only  can some vulnerability types  be automatically detected, but they can also 

be automatically exploited. It is the way the malicious code is injected into a multitude of web 

resources; this malicious code is then used t o create botnets of working stations of ordinary 

Internet users. The fact that web applications can be used as a platform for conducting attacks 

against usersô workstations makes these applications an attractive target for intruders. 

Thus , when malicious u sers are planning  an attack against the information infrastructure  of a 

company, they investigate its web applications in the first place. Underestimation of the risk 

presented by  vulnerabilities contained in web application s that are available from the Internet 

results in low security level of these applications.  

2.  METHODS  

This publication contains a statistics review of vulnerable web applications ; the data was obtained 

during  penetration testing, security auditing and other i nvestigations conducted by the Positive 

Technologies experts in 2009. The statistics is based on the data about 5560  web applications 

gathered in the course of 62 39  automatic scans and detailed analysis of 77 web applications . 

Depending on the task type, d ifferent methods of web application analysis (from automatic  black  

box scanning  with  MaxPatrol Compliance and Vulnerability Management System to manual white  

box examination including partial and comprehensive analysis of the source code ) were used. 

Only information about external web applications available from the Internet was included into the 

statistics.  

The discovered vulnerabilities were classified according to Web Application Security Consortium 

Web Security Threat Classification (WASC WSTCv2 [1]) , which was developed with the active 

assistance of  the Positive Technologies  experts . This system represents an attempt to classify all 

web application security threats.  The members of  Web Application Security Consortium created 

this project to develop and  popularize a standard  terminology for web application threat 

description . The compiled document allows application developers, security experts, software 

vendors, and auditors to use the common vocabulary to cooperate.  
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A structured list consisting of the following 9 classes according to WASC WSTCv1 [2] was also 

used in the statistics besides WASC WSTCv2 :  

Á Authentication  

Á Authorization  

Á Client -side Attacks  

Á Command Execution  

Á Information Disclosure  

Á Logical Flaws  

Á Misconfig uration  

Á Protocol Abuse  

Á Miscellaneous  

In the given statistics, only web application vulnerabilities were taken into account. Other 

widespread information security problem such as update management shortcomings w as not 

considered.   

The vulnerability risk lev el was estimated according to CVSSv2 (Common Vulnerability Scoring 

System version 2 [ 3, 4])  and was reduced to the classical ñtraffic lightò form by dividing it by 3.  
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3.  ABSTRACT  

Almost half the reviewed  systems contained vulnerabilities.  13434 errors of various risk 

levels  were detected in all reviewed  applications  and 1412 examples of malicious code were 

found on the pages of vulnerable systems.  1.7 %  of compromised sites  were spreading 

malicious software;  each of these sites contained vu lnerabilities that allow attackers to 

execute arbitrary commands directly on server, which proves that such vulnerabilities can be 

exploited to compromise the system.   

The main result of investigation is deplorable . The probability  to detect a critical error in 

a web application is about 35% by automatic scanning and 80% by comprehensive  

expert analysis . This fact  shows that modern web applications are vulnerable not only for 

experienced attackers, but also for  ordinary  attackers who have util ities for automatic 

cracking.  

The most widespread errors made by application developers are Cross -Site Scripting and 

SQL Injection ( 19% and 17% of all detected vulnerabilities, respectively) . 

Analysis of vulnerabilities that had been detected in 2008 and t hen were 

eliminated in 2009 showed that  the aggregate percentage  of debugged vulnerabilities 

accounts for about  20% . On the whole, regular analysis of web application security and 

organized process of vulnerability elimination make it possible to reduce the number of vulnerable 

sites three times  during one year . 

In terms of compliance management , the situation has improved to a very little degree . 

Almost  84% of web applications are not compliant with PCI DSS (Payment Card 

Industry Data Security Standard)  requirements  and 81% of web applications are 

not compliant with  criteria  of ASV  scanning  defined in the standard.  
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4.  PARTICIPANT  PORTRAIT  

The owner s of applications that were tested with black  box and white  box methods  belong to the 

following fields of acti vity (see Tab. 1 and Pic. 1). 

Tab. 1  Fields of owner activities  

Economic sector  Percentage  

Telecommunications 35% 

Financial sector 13% 

Oil and gas complex 40% 

Others 12% 

 

 

Pic. 1  Fields of owner activities  

This distribution shows that  the members of Telecommunications  sector and Oil and Gas Complex 

were interested in analysis of security of their web resources more than others in 2009 (35% and 

40%, respectively) . The companies from Financial and other sectors require d such services to a 

lesser degree  (13% and  12% , respectively ).  

The presented data is valid only for the companies which resources were investigated by the 

Positive Technologies experts in the course of penetration testing and auditing . 
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5.  VULNERABILITY STATIS TICS  

The statistics is based on the data about 5560  web applications , 2023  of which contained 

vulnerabilities . 13434 errors of various risk levels were detected in all applications and 1412 

examples of malicious code were found on the pages of vulnerable web applications . The 

distribution of vulnerabili ties detected during auditing and by automatic  scanning is shown in Tab. 

2. 

Tab. 2  Distribution of vulnerabilities according to the search method  

Search Method Hosts Vulnerable hosts Vulnerabilities Malicious code Infected sites 

Manual searching and analysis of the source code 77 77 442 4 1 

Automatic searching 5483 1946 12992 1408 33 

5.1.  Automatic scanning  

Distribution of vulnerabilities detected with  MaxPatrol Compliance and Vulnerability Management 

System among various types is given in Tab. 3 and Pic. 2. If there were detected no vulnerabilities 

in a web applica tion, then this application was not taken into account when calculating the 

percentage of vulnerable sites.  It should be mentioned that Improper Output Handling  and 

Improper Input Handling  vulnerabilities can be used to exploit most of detected vulnerabili ties; 

therefore, this vulnerabilities are excluded from further consideration . 

Additionally , the statistic al data  obtained by  automatic scanning donôt include such widespread 

vulnerability as Cross -Site Request Forgery  (CSRF) [ 5]. All reviewed applications  contained some  

variants of th is vulnerability . 

 

Tab. 3  Statistics of web application vulnerabilities (automatic scanning)  

Vulnerability Type 
 OWASP Top 

Ten 2010 
 CWE 

ID 
 CAPEC 

ID 
 

% vulnerabilities % vulnerable sites 

Cross-Site Scripting  A2  79  18,19,63  33,64% 23,48% 

Improper Input Handling     20    10,31% 6,94% 

Malware Detect        10,84% 1,70% 

Fingerprinting    205  224  10,02% 66,91% 

Server Misconfiguration  A6  16    9,25% 61,72% 

SQL Injection  A1  89  66  7,70% 10,69% 

Improper Output Handling     116    7,28% 12,74% 

Predictable Resource 
 A7  425  87  7,02% 46,87% 
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Location 

Insufficient Anti -automation 
 A7  799, 

804 
   

6,41% 42,81% 

Insufficient Transport Layer 
Protection 

 A10  311, 
523 

   
5,78% 38,54% 

HTTP Response Splitting    113  34  0,65% 1,54% 

SSI Injection  A1  97  101  0,61% 0,98% 

Information Leakage  A6  200  118  0,55% 1,75% 

Path Traversal  A4  22  126  0,25% 1,18% 

URL Redirector Abuse  A8  601    0,24% 0,87% 

Application Misconfiguration  A6  16    0,08% 0,51% 

Remote File Inclusion (RFI)    98  193,253  0,08% 0,41% 

OS Commanding  A1  78  88  0,07% 0,21% 

Content Spoofing    345  148  0,01% 0,05% 

Denial of Service  A7  400  119  0,01% 0,05% 

Directory Indexing    548  127  0,01% 0,05% 

Improper File System 
Permissions 

   280  17  
0,01% 0,05% 

Insufficient Authorization   A4, A7  284    0,01% 0,05% 
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Pic. 2  Statistics of web application vulnerabilities (automatic scanning)  

The prevalence degree of different vulnerability types is shown in Pic. 3. 

 

Pic. 3  The prevalence degree of different vulnerability types detected in web  sites (automatic scanning)  

The most widespread errors are those made by administrators during server maintenance (Server 

Misconfiguration  and  Fingerprinting ). These vulnerabilities  account for about 20 %  of all detected 

vulnerabilities and were found in 62 -67 %  of reviewed  sites . Thus, about 2/3  of sites contain 

server administration shortcomings . The main error of administrators is application of default 

server configurations,  which makes it easier for malicious people to conduct and develop an 

attack . One of the reasons for t he fact that server administrating problems represent the most 

widespread site vulnerabilities  is that today, content management systems are commonly used. 

The source code of these systems is usually more secure than the code of applications developed 
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for concrete sites . When an off - the -shelf web application is deployed, administrators should apply 

secure configurations to the servers ( and consider utilizing Web Application Firewall s) ;  currently, 

most administrators neglect these protective actions . 

Another widespread vulnerability is caused by Insufficient Anti -Automation . Almost half the 

reviewed  web applications didnôt have any protective mechanisms, such as  CAPTCHA (Completely 

Automated Public Turing test to tell Computers and Humans Apart ) , tools preventing automated 

email gathering, etc.  

Predictable Resource Location  is also a rather widespread vulnerability; errors  of this type  were 

found in 47% of analyzed sites . This vulnerability often consists in predictable names of file s and 

directories within the space of web server root directory  (e.g., the site administrating panel is 

located in the çadminè directory ).  

The fifth widespread site vulnerability is Insufficient Transport Layer Protection . This error is 

caused by transferr ing critical data (including personal data of users) via HTTP, which is an open 

protocol; therefore, the data can be intercepted. To solve this problem, it is recommended 

to use secure SSL 3.0 or  TLS 1.0 to transfer critical data between server s and clients.  

The sixth place was taken by Cross -Site Scripting , XSS (34% of all detected errors). This 

vulnerability was found in 23 %  of reviewed  applications . In contrast to vulnerabilities described 

above, XSS is caused by errors made during application  development . According to CWE/SANS 

[6], XSS is the most widespread error made by application developers.  

The seventh widespread vulnerability is SQL Injection  (about 8% of all detected vulnerabilities) . 

Errors of this type were found in 11% of analyzed applications . Exploitation of SQL Injection 

vulnerabilities often allows attackers to affect  all properties  of the data processed by the affected 

information system . According to CWE/SANS [6], this vulnerability is the second widespread error  

made by appli cation developers.  

5.1.1.  Analysis of vulnerabilities found in infected sites  

It is interesting to consider malware  detected in 34 reviewed  sites  (see Tab. 3) . Occurrence of 

malware  indicates that the web application contains infected code  (Trojan -Spy backdoor, Code.JS, 

Code.I , etc. ) , which makes it possible to install malware on the computers of the site visitors . 

Statistics of high risk vulnerabilities that were detected in the sites containing infected code show 

that the most likely way to spread malicious code is exploitation of the following vulnerabilities :  

Á SQL Injection  

Á SSI Injection  

Á OS Comm anding  

Á Path Traversal 1 

The exploitation of these vulnerabilities can be easily automated; prevalence of such errors in web 

applications allows malicious people to perform mass defacement and add infected code to the 

pages of vulnerable web hosts.  

Analysis of distribution of critical vulnrabilities in infected sites ( see Pic. 4) shows that SQL 

Injection vulnerabilities considerably prevail over others in infected sites . 

                                            

1 It  is necessary  to  remember  that  Path  Traversal  exploitation  often  allows attackers to execute commands directly 

on server. It  becomes  possible  if  a vulnerability is contained in the functions include (), require() , etc.  
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Pic. 4  Distribution of critical vulnerabilities in infected sites  

Let us consider the similar parameter  for the sites that contained no infected pages  (see Pic. 5) . 

 

Pic. 5  Distribution of critical vulnerabilities in web sites  

Thus, we can conclude that almost all sites containing vulnerabilities that allow attackers to 

execute commands on server were automatically infected with malicious code.  
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5.1.2.  Dynamics of vulnerability detection  

The data obtained by automatic  scans that have been conducted during the last four years [7,  8,  

and 9]  is represented in Tab. 4 and Pic. 6. 

Tab. 4  Dynamics of automatic  vulnerability detection during the last four years   

  2006  2007  2008  2009 

Hosts  111936  31891  10400  5483 

Risk level 

High  15,83%  23,05%  90,96%  13,19% 

Medium  84,17%  37,67%  41,77%  17,20% 

Low  0,00%  7,72%  12,83%  59,60% 

 

 

Pic. 6  Dynamics of vulnerability detection during the last four years (automatic scanning)  

The dynamics was built on the basis of four data sets :  

2006 ï users were given an opportunity to check the security level of their web applications for 

free.  This data set includes the results of analysis of very different applications ( including static 

applications and stub sites ).  

2007 ï exa mination  of web application security bec ame a paid service . In this connection, the 

number of scanned hosts reduced in 3.5 times. The statistics is still based on analysis of different 

and static sites, but their quantity significantly decreased.  






































