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1. INTRODUCTION 

 

The long-term experience of Positive 
Technologies in conducting penetration 
tests and audits of information securi-
ty, as well as the expertise of Positive 
Research Center, shows that flaws in 
the protection of web applications re-
main one of the most common weak-
nesses of information protection provi-
sions. Moreover, the vulnerabilities of 
web applications are one of the most 
common routes of penetration into 
corporate information systems, while 
there are many factors that make web 
services an attractive target for hack-
ers’ attacks. 
 
When developing applications, the 
main efforts of the developer are usu-
ally aimed at solving problems related 
to the implementation of system func-
tions. At the same time, not enough 
attention is paid to the safety and 
quality of the program code. As a re-
sult, the vast majority of web applica-
tions contain vulnerabilities of various 
severity levels. 
 
The simplicity of the HTTP protocol al-
lows the development of effective 
methods for automatic analysis of web 

applications and detection of vulnera-
bilities in them. This greatly simplifies 
the work of the attackers, allowing 
them to discover a large number of 
vulnerable web sites, and then to con-
duct attacks on the most interesting of 
them. 
 
In addition, certain types of vulnerabili-
ties not only allow automatic detection, 
but automatic exploitation as well. In 
this way, we have seen a mass intro-
duction of malicious code to web re-
sources, which is then used for creat-
ing botnets on the workstations of or-
dinary Internet users. The ability to 
use web-based applications as a plat-
form for the attack on users' desktops 
itself makes these applications an at-
tractive target for attackers. 
 
Thus, when preparing an attack on 
company’s the information infrastruc-
ture, attackers firstly examine its web-
based applications. The underestima-
tion of risks arising from vulnerabilities 
in web applications accessible from the 
Internet, is probably the main reason 
for the low level of protection of most 
of them. 
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2. METHODS 
 
 

This publication provides an overview 
of the statistics on web application 
vulnerabilities gathered in the course 
of penetration testing, security audits 
and other work carried out by Positive 
Technologies’ experts in 2010 and 
2011. Data on the detailed testing of 
123 sites were collected. The exam-
ined sites contained 1817 vulnerabili-
ties of various severity levels. Evalua-
tion of protection was carried out 
manually by the methods of black and 
white box with the support of auto-
mated tools. The black box method is 
to evaluate the information systems’ 
security without first obtaining any in-
formation about it from the owner. The 
white box method is to evaluate the 
security of information systems with all 
necessary data on it, including the 
source code of web applications. The 
document only includes the results for 
external web applications, accessible 
via the Internet. 
 
The vulnerabilities detected were clas-
sified according to the Web Application 
Security Consortium Threat Classifica-
tion (WASC WSTC v2 [1]), except for 
Improper Input Handling, Improper 

Output Handling and Denial of Service, 
as they are used in the exploitation of 
many other vulnerabilities. The project 
WASC TC is an attempt to classify all 
the web applications’ security risks. 
Members of the Web Application Secu-
rity Consortium have created this pro-
ject to develop and promote standard 
terminology in describing web applica-
tions’ security flaws. This document 
provides an opportunity for application 
developers, security experts, software 
vendors and auditors to use a common 
language for communication. Positive 
Technologies’ experts took an active 
part in the development of the Threat 
Classification. 
 
The statistics takes into accounts only 
the vulnerabilities of web applications. 
Other common information security 
issues (such as flaws in the software 
update management) are not consid-
ered. 
 
The severity level of the vulnerabilities 
was assessed according to CVSS v2 
(Common Vulnerability Scoring System 
version 2 [2, 3]) using a method that 
implies high, medium and low risk.  
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3. SUMMARY 

 

 
This section describes the most signifi-
cant conclusions from the statistical 
analysis of the vulnerabilities detected 
in the 123 web applications in the tests 
conducted in 2010 and 2011 by Posi-
tive Technologies. 
 

1. All the sites studied contained 
vulnerabilities, on 64% of 
sites the vulnerabilities 
were high-risk, 98% medium 
and 37% low-risk. 
 

2. As a result of two years’ testing, 
we create a list of the ten most 
frequently encountered vulnera-
bilities of web resources. First 
place in the list is Cross Site Re-
quest Forgery (CSRF), to which 
61% of the surveyed sites were 
exposed. The list includes 
three critical vulnerabilities 
– SQL Injection, OS Com-
manding, and Path Tra-
versal with results in 47%, 
28% and 28% of sites respec-
tively. 

 
3. The study of quarterly dynamics 

showed that the number of sites 
with vulnerabilities of high and 
low levels of risk decreased in 
2011 compared to 2010. In par-
ticular, this concerns one of the 
most common vulnerabilities, 
SQL Injection. Conversely, the 
proportion of sites subjected to 
the most frequently encoun-
tered attack, Cross-Site Request 
Forgery, increased in 2011. 
 

 

4. The study found that PHP, the 
most popular web application 
programming language (63% of 
tested resources) is the most 
vulnerable. We compare securi-
ty of sites on PHP, ASP.NET and 
Java by vulnerabilities caused by 
the software implementation. 
The study showed that 81% 
of sites in PHP contained 
critical security vulnerabili-
ties, and 91% medium-risk vul-
nerability. The least common 
critical vulnerabilities are on 
sites written in ASP.NET: only 
26% of them contain high-risk 
vulnerabilities that is significant-
ly lower than that of PHP (81%) 
and Java (59%). 
 

5. nginx web server is the most 
vulnerable according to admin-
istration errors, that significantly 
exceed Apache and Microsoft 
IIS results. 

 
6. The main trends identified in the 

analysis of the security of web 
resources belonging to different 
economy sectors show a rela-
tively low proportion of sites 
that contain critical vulnerabili-
ties in the financial sector. The 
leader in the number of vul-
nerable sites is the tele-
communications sector. 

 
7. Sites based on self-developed 

content management systems 
contain fewer critical vulnerabili-
ties compared with free and 
commercial CMSs. The commer-
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cial CMSs are more protected 
than the free ones (except sep-
arate vulnerabilities). Free CMS 
also proved to be the leader in 
terms of the number of sites in-
fected with malicious code. 

 
8. Web applications infected with 

malicious code are usually vul-
nerable to OS Commanding and 
Improper Filesystem Permis-
sions. 

 
9. A separate analysis of remote 

banking systems (RBS) found 
that on these sites all critical 
vulnerabilities have been elimi-

nated, including widely-spread 
SQL Injection. The proportion 
of high-risk vulnerabilities 
on RBS sites is much less 
than the average for all sys-
tems. 
 

10. Inspection of financial sector 

web applications’ compliance to 

Payment Card Industry Data Se-

curity Standard (PCI DSS) re-

quirements showed that only 

10% of the studied applica-

tions are complaint with the 

standard of PCI DSS.

 



 

 

Web application vulnerability statistics for 2010-2011  7 
 

4. PARTICIPENTS’ PROFILES 

 

 

The statistical studies are based on da-
ta obtained from a detailed security 
analysis of 123 web resources. The fol-
lowing groups of site owners have 
been allotted based on economic sec-
tors: information technology, public 
sector, financial sector, telecommuni-
cations, and industry. In addition there 
are several representatives of educa-
tion, construction, energy, but their 
insufficient quantity did not allow de-

duction of exact statistics, so these re-
sources have been combined into a 
group of "Others". The most commonly 
represented are the public sector, 
25%, and sites of telecommunications 
companies at 26%. However, they do 
not provide an overwhelming propor-
tion; other sectors also make up signif-
icant parts of the study sample (see 
table 1 and figure 1) 

 

Table 1. Distribution of participants by sector  

Sector Proportion, % 

Telecommunications 26 

Public sector 25 

Financial sector 17 

Information technology 13 

Industry 7 

Others 12 
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Figure 1. Distribution of participants by sector 
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5.  VULNERABILITY STATISTICS 

 

 

This chapter provides an analysis of 
the prevalence and levels of criticality 
of vulnerabilities of different types, 
classified according to the WASC WSTC 
v2. Section 5.1 presents the ten most 
common security vulnerabilities in 
2010 and 2011. Section 5.2 shows the 
dynamics of the presence of vulnerabil-
ities on web sites based on quarterly 
data for those years. Section 5.3 pre-
sents a comparative analysis of the 
presence of vulnerabilities on web sites 
written in different programming lan-
guages. Section 5.4 is an analysis of 
vulnerabilities on web sites that are 
running various web servers. Section 
5.5 is devoted to a comparison of vul-

nerabilities specific to different areas of 
the economy. In Section 5.6 the sus-
ceptibility of resources to attacks is 
compared between commercial and 
free content management systems. 
Section 5.7 provides an analysis of 
vulnerabilities found on web sites in-
fected with malicious code. In Section 
5.8, a separate study of vulnerabilities 
in remote banking systems is carried 
out. In Section 5.9 we provide an anal-
ysis of the compliance of those sites 
participating in testing from the finan-
cial sector with the PCI DSS require-
ments, related with security of web-
based applications. 

 

 

 

5.1. The 10 most common vulnerabilities 
 
According to the results of security 
analysis, all the investigated resources 
contained at least one vulnerability. 
The ten vulnerabilities identified in the 
greatest number of sites in the results 
of tests in 2010-2011 are presented in 
Figure 2. The leader in this list is 
Cross-Site Request Forgery, which was 
subject to 61% of all tested sites. This 
is followed by Brute Force and Infor-
mation Leakage - at 52% and 54% of 
the sites, as well as SQL Injection with 
the high severity level observed in 

47% of the resources. In the lower po-
sitions on the list are two high level 
vulnerabilities - OS Commanding and 
Path Traversal first and second, the 
proportion of vulnerable sites being 
28% for both of them. The top ten list 
also included the medium severity level 
vulnerabilities: Insufficient Anti-
automation (42%), Cross-Site Scripting 
(40%), Predictable Resource Location 
(36%) and Insufficient Transport Layer 
Protection (22%). 
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Table 2. The most common vulnerabilities 

Vulnerability Proportion of sites, % 

Cross-Site Request Forgery 61 

Information Leakage 54 

Brute Force 52 

SQL Injection 47 

Insufficient Anti-automation 42 

Cross-Site Scripting 40 

Predictable Resource Location 36 

OS Commanding 28 

Path Traversal 28 

Insufficient Transport Layer Protection 22 

 

 

Figure 2. The most common vulnerabilities (% of vulnerable sites) 
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Figure 3 presents data on the percent-
age of sites that revealed vulnerability 
to different severity levels. It can be 
seen that the percentage of sites with 

high level vulnerabilities in 2011 was 
lower, with medium level being a little 
higher. 

 

 
The most common high severity level vulnerabilities are SQL Injection and OS 
Commanding Path Traversal, which are found in almost every third application. 
 

 

 
Figure 3. Proportion of sites with vulnerabilities (three severity levels) 

 
 

 
 

 
 

 

 
 

 
 

 

 
 

 
 

 
 

 

 
 

 
 

 

 

 

5.2. QUARTERLY DYNAMICS  
 

This section shows the dynamics of the 
presence of vulnerabilities of different 
types and severity levels on the sites, a 
detailed analysis of security of which 
was conducted in 2010-2011. 
 
Table 3 contains quarterly data on the 
number of sites where vulnerability to 
high, medium and low severity level 
were discovered. These data are also 
shown in Figure 4. The proportion of 
sites with vulnerabilities of high severi-
ty level fluctuated in the region of 65-
80%, the decline of this indicator being 
marked in the second and fourth quar-

ters of 2011, with a 50% rise in the 
second quarter of 2010 to a value of 
85% of sites and in the fourth quarter 
2010 up to 91%. In total, applications 
tested in 2011 turned out to be more 
secure against attacks with a high se-
verity level. In almost all cases, each 
site contained at least one vulnerability 
of medium level. The exception was in 
the third and fourth quarters of 2010 
with 91% and 82% of sites with medi-
um level vulnerabilities, respectively. 
The proportion of sites where low se-
verity level vulnerabilities were detect-
ed in 2011 was less on average than in 
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2010. However, in late 2011 this indi- cator once again began to rise.
 

 
The reduction in the proportion of sites with critical vulnerabilities was due to the 
fact that many sites were re-tested in 2011 after correcting flaws detecting in the 
preceding security analysis. 
 

 
Table 3. Dynamics of the share of sites  

with vulnerabilities of various severity levels (%) 
 

Severity 
level 

2010  
I 

2010  
II 

2010 
III 

2010 
 IV 

2011  
I 

2011  
II 

2011 
III 

2011  
IV 

High 67 85 64 91 64 50 65 50 

Medium 100 100 91 82 100 100 100 100 

Low 67 46 45 27 29 17 35 39 

 
 

 
Figure 4. Dynamics of the proportion of sites’ vulnerabilities to various severity levels 

 
 

Table 4 and Figure 5 show the data on 
the proportion of sites where the most 
common vulnerabilities were found. 
The leader in the number of vulnerable 
sites is SQL Injection, the peak in the 
spread of which was observed in the 

second quarter of 2010, at 77%. 
Changes in the level of protection 
against SQL Injection attacks were 
positive: it is noticeable that on aver-
age in 2011 it was found on the test 
sites less often than in 2010. 
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Table 4. Dynamics of the proportion of sites with critical vulnerabilities (%) 
 

Vulnerability 2010 I 
2010 

II 
2010 
III 

2010 
IV 

2011 I 
2011 

II 
2011 
III 

2011 
IV 

SQL Injection 33 77 55 55 29 33 44 39 

Path Traversal 67 8 18 36 21 50 44 11 

OS Commanding 67 15 36 36 57 33 15 18 

Remote File 
Inclusion 

0 0 9 0 0 0 0 4 

 

 
Figure 5. Dynamics of proportion of sites with critical vulnerabilities 

 
Table 5 and Figure 6 show the dynam-
ics of the protection of test applications 
from Cross-Site Scripting (XSS) at-
tacks. The proportion of resources sub-
ject to Cross-Site Scripting hovered 

around 30-40% and the values were 
generally quite uniform, only in the se-
cond quarter of 2010 a peak is ob-
served in 69% of sites. 
 

 

Table 5. Dynamics of the proportion of sites vulnerable to XSS (%) 

Vulnerability 
2010  

I 
2010 

II 
2010 
III 

2010 
IV 

2011 
 I 

2011 
II 

2011 
III 

2011 
IV 

Cross-Site  
Scripting  

33 69 36 27 36 50 32 43 
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Figure 6. Dynamics of the proportion of sites vulnerable to XSS 

 

The dynamics of Cross-Site Request 
Forgery (CSRF) attacks, shown in Ta-
ble 6 and Figure 7, indicate an increase 
in the proportion of vulnerable sites in 
2011 (39% on average in 2010 and 

68% in 2011). This is associated with a 
significant increase in the efficiency of 
methods for detecting this vulnerability 
in 2011. 

 

Table 6. Dynamics of the proportion of sites vulnerable to CSRF (%) 
 

Vulnerability 2010 I 
2010 

II 
2010 
III 

2010 
IV 

2011  
I 

2011 
II 

2011 
III 

2011 
IV 

Cross-Site Request 
Forgery  

33 69 36 18 79 50 71 71 

 

 
Figure 7. Dynamics of the proportion of sites vulnerable to CSRF 
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5.3. COMPARISON OF SPECIFIC VULNERABILITIES, DEPENDING ON 
PROGRAMMING LANGUAGE 

 

The tested resources included those 
written in different programming lan-
guages, and each language was char-
acterized by a set of the most signifi-
cant vulnerabilities. Most developers 
prefer PHP, at 63% of all tested sites. 
Also significant were the proportions of 

ASP.NET at 19% and Java at 14%. 
Other languages were sparsely repre-
sented. The distribution of participants 
in the testing of underlying program-
ming language is presented visually in 
Figure 8. 

 

  
 

Figure 8. Distribution of resources by programming language 
 

Table 7 shows the five vulnerabilities 
with a maximum share of vulnerable 
sites, depending on the programming 
language. Among the vulnerabilities 
the most popular in PHP web sites 
were Cross Site Scripting, Cross-Site 
Request Forgery, Insufficient Anti-
automation, and two critical vulnerabil-
ities: SQL Injection and Path Traversal. 
Unlike the list of vulnerabilities for 

ASP.NET Application Misconfiguration 
replaced Path Traversal. The rating for 
Java included Insufficient Authoriza-
tion, Cross-Site Request Forgery, Ap-
plication Misconfiguration, Insufficient 
Authentication, and only one critical 
vulnerability: OS Commanding. You will 
immediately notice that the percentage 
of vulnerable sites for ASP.NET and 
Java were lower than those for PHP. 
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Table 7. The most common vulnerability depending on programming language 
 

PHP 
Proportions 
of sites, % 

ASP.NET 
Proportions 
of sites,, % 

Java 
Proportions 
of sites, % 

Cross-Site 
Request 
Forgery 

73 
Cross-Site 
Scripting 

39 
Insufficient 
Authorization 

41 

SQL Injection 61 
Cross-Site 
Request 
Forgery 

35 
Cross-Site 
Request Forgery 

35 

Cross-Site 
Scripting 

43 
Insufficient 
Anti-
automation 

35 
Application 
Misconfiguration 

29 

Insufficient 
Anti-
automation 

42 
SQL 
Injection 

22 
Insufficient 
Authentication 

29 

Path Traversal 42 
Application 
Misconfigur
ation 

17 
OS 
Commanding 

29 

 

Figure 9 presents data on the occur-
rence frequency of critical and other 
common vulnerabilities associated with 
errors in the application code. The 
numbers indicate the percentages of 
sites on which the relevant vulnerabili-
ties were identified. Among the sites 
using PHP language the proportion of 
resources with these vulnerabilities 
was higher, being especially character-
istic for SQL Injection (61% of sites 
compared to 22% on ASP.NET, and 
18% in Java), and Path Traversal 

(42% of sites compared 18% in Java 
and absence of the vulnerability in 
ASP.NET). OS Commanding and Path 
Traversal on web sites to ASP.NET 
were found in only 4% and 29% on 
Java. These platforms did not reveal 
any type Null Byte Injection vulnerabil-
ity, in contrast to the resources in PHP 
(12% of applications). The proportion 
of PHP sites vulnerable to Cross-Site 
Request Forgery, 73%, was more than 
twice the figure for ASP.NET and Java 
(35% of resources).
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Figure 9. Proportion of sites in different languages with vulnerabilities to high and 

medium severity levels 
 

 

In general, vulnerabilities with high severity level were more common 
on PHP sites: 81% of resources were subject to similar problems (see 
Figure 10).  
 

 

Second place went to Java with 

59%, and only 26% of sites on 

ASP.NET contained vulnerabilities 

with a high degree of risk. Differ-

ences in the amount of resources 

that contain the vulnerabilities of 

medium and low risk levels were 

small.

 

Figure 10. Proportion of sites in different languages with critical vulnerabilities 
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5.4. COMPARISON OF SPECIFIC VULNERABILITIES DEPENDING ON WEB 
SERVER 

 

On the sites tested, there were servers 
running Apache, Microsoft IIS, nginx, 
Jboss, Tomcat, IBM HTTP Server, Ora-
cle Application Server, and others. 
However, only the first three were rep-
resented in large enough quantities. 
The distribution of sites according to 

the web servers used for their work is 
given in Table 8 and graphically in Fig-
ure 11. It can be seen that the pre-
ferred server for the tested participants 
was Apache, its share being just over 
half at 57%. 

 

Table 8. Distribution of sites according to web servers used  

Server 
Proportion, 

% 

Apache 57 

IIS 17 

Nginx 10 

Others 16 

 

 
 
 

Figure 11. Distribution of sites by web server used 
 

Many of web application vulnerabilities 
in the WASC WSTC v2 classification 
were related to errors of administra-

tion. Table 9 shows the ranking of the-
se vulnerabilities, sorted by the per-
centage of vulnerable sites running 
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Apache, Microsoft IIS, nginx and other 
servers. In all cases, Information Leak-
age came out t leader. In addition, 
Predictable Resource Location, Im-

proper Filesystem Permissions and In-
sufficient Transport Layer Protection 
vulnerabilities were widespread. 

 

Table 9.1. Rating of vulnerabilities associated with errors of administration,  
for different servers  

 

Apache 
Proportion of 

sites, % 
IIS 

Proportion of 
sites, % 

Information Leakage 54 Information Leakage 43 

Predictable Resource 
Location 

39 Insufficient Transport 
Layer Protection 

29 

Improper Filesystem 
Permissions 

26 Improper Filesystem 
Permissions 

5 

Insufficient Transport 
Layer Protection 

9 Predictable Resource 
Location 

5 

Directory Indexing 4 Server Misconfiguration 5 

Insecure Indexing 3   

Server Misconfiguration 1   

 
 

Table 9.2. Rating of vulnerabilities associated with errors of administration, 
for different servers 

 

nginx 
Proportion of 

sites, % 
Others 

Proportion of 
sites, % 

Information Leakage 83 Information Leakage 48 

Insufficient Transport 
Layer Protection 

75 
Predictable Resource 
Location 

38 

Predictable Resource 
Location 

67 
Insufficient Transport 
Layer Protection 

29 

Improper Filesystem 
Permissions 

33 Directory Indexing 10 

Directory Indexing 25 
Improper Filesystem 
Permissions 

10 

Server Misconfiguration 25 Server Misconfiguration 5 

Insecure Indexing 8 
  

 

A more detailed comparison of the 
common vulnerabilities associated with 
the configuration and operation of web 

servers is shown in Figures 12 and 13. 
Lack of Server Misconfiguration was 
typical for 25% of sites running nginx. 
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Of a much smaller proportion were 
Apache and Microsoft IIS, 1% and 5% 
respectively, and 5% among other re-
sources. Improper Filesystem Permis-
sions vulnerability was detected in 
33% of the resources with nginx, 26% 
with Apache, 5% with Microsoft IIS, 
and 10% among others. Insufficient 

Transport Layer Protection was typical 
for 75% of systems with the server 
nginx, 29% Microsoft IIS, Apache with 
9%, and 35% among others. Infor-
mation Leakage was detected on 83% 
of the resources where servers ran 
nginx, 54% for Apache, 43% for Mi-
crosoft IIS and 48% other sites. 

 

 
Figure 12. Proportion of vulnerable sites on various web servers 

 

Predictable Resource Location vulnera-
bility was present on 67% of sites run-
ning nginx, 39% of Apache, and only 
5% of Microsoft IIS (see Figure 13). 
Directory Indexing was found in 25% 
of resources using nginx, 4%, using 

Apache, and none with Microsoft IIS. 
Insecure Indexing was also not detect-
ed among these sites, while among 
those with Apache there turned out to 
be 3%, and 8% in those using nginx. 
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Figure 13. Proportion of vulnerable sites on different web servers (continued) 

 
 
 

 

nginx outperformed all other web servers regarding the proportion of 
vulnerable sites for all types of vulnerabilities associated with admin-
istration errors.  
 

 

Microsoft IIS web server had the min-
imum rates of vulnerability, even 
though the resources using it more 
frequently contained Insufficient 

Transport Layer Protection and Server 
Misconfiguration weaknesses com-
pared with sites on Apache web server. 

 
 

5.5. COMPARISON OF SPECIFIC VULNERABILITIES, ACCORDING TO 
ECONOMIC SECTOR 

 

The set of participants in the studies 
conducted allowed us to evaluate the 
difference in the security of applica-
tions running in different areas. The 
division of participants into economic 
sectors is shown in Figure 1 in Section 
4. 
 
Depending on the type of owner’s ac-
tivity and system purpose in matters of 
information security, one priority may 
be to support the confidentiality of in-
formation or availability of the re-

source, or indeed both of these. In dif-
ferent areas of the economy the possi-
ble damage as a result of attacks that 
are made also varies. As a result, the 
sets of vulnerabilities are significant for 
different economic areas, and their 
removal is the primary purpose of 
measures taken to ensure information 
security. 
 
From the data presented in Figure 14 
we can conclude that 
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The greatest attention to the protection of resources from critical vul-
nerabilities was from the owners of sites in the financial and industrial 
sectors  
 

 

where the proportion of applica-
tions with such vulnerabilities were 
respectively 43% and 50%. Almost 
100% of sites contained vulnerabili-
ties of medium severity level, but in 
the industrial sector this figure fell 
to 88%, while in the field of tele-
communications it was 96%. The 
proportion of sites with low severity 
level vulnerabilities varied consid-

erably, the leader being the finan-
cial sector with 71%. This was fol-
lowed by the information technolo-
gy sector with 56% of sites, indus-
try with 38%, public sector with 
23%; the minimum is observed in 
the telecommunications industry, 
where only 13% of the tested sys-
tems had vulnerabilities with low 
severity level. 

 
 

 

The maximum number of sites with vulnerabilities of high severity level 
was observed in the telecommunications sector, with 88%. 
 

 

 
Figure 14. Proportion of sites with high-risk vulnerabilities, belonging to different sec-

tors of the economy 
 

A large number of vulnerabilities in the 
telecommunications sector are due to 
the large variety of types of systems, 
which are often purchased as part of 

growth of companies in mergers and 
acquisitions. Figure 15 shows the pres-
ence of critical vulnerabilities in the 
web sites of various sectors of the 
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economy. Again, the trend of financial 
and industrial sectors was to a relative-

ly lower frequency of the presence of 
such vulnerabilities. 

 

 
Figure 15. Proportion of vulnerable sites from various sectors of the economy 

 
Figure 16 shows the difference in 
the distribution of vulnerabilities 
according to the severity levels in 
various sectors of the economy. 
The maximum critical vulnerabilities 
were found in the spheres of indus-
try and information technology. 
Earlier it was noted that in these 
industries critical vulnerabilities 
were present in a relatively small 

number of sites. Their significant 
proportion among all vulnerabilities 
is due to the high concentration of 
sites that contain critical vulnerabil-
ities. The critical vulnerabilities of 
the financial sector formed a much 
smaller proportion at only 2%. 
There were also a relatively small 
number of them on the websites of 
the public sector - 9%. 
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Figure 16. Distribution of vulnerabilities by severity levels on sites of various econo-

my sectors 
 
 

5.6. CMS AND SPECIFIC VULNERABILITIES 
 

In most of the tested web resources 
commercial or free content manage-
ment systems were used. The split by 
type of CMS is shown in Table 10 and 
visually illustrated in Figure 17. As can 
be seen from the data more than half 

(58%) of owners of the participating 
sites preferred commercial systems, 
free CMS were chosen by 25%, and 
17% developed the application them-
selves.

  
Table 10. Distribution of sites by CMS types  

 

Type Proportion, % 

Commercial 58 

Free 25 

Custom 17 
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Figure 17. Distribution of sites according to CMS type 
 
An analysis was made of differences in 
specific vulnerabilities of resources that 
used different types of CMS. Table 11 
lists the most common vulnerabilities. 
For those using commercial systems 
the most common vulnerabilities were 
Brute Force, Information Leakage, 
Cross-Site Request Forgery, Insuffi-
cient Anti-automation and SQL Injec-

tion. On sites with free CMS - Cross-
Site Request Forgery, OS Command-
ing, Brute Force, Information Leakage 
and Cross-Site Scripting. In the case of 
custom CMS - Cross-Site Request For-
gery, Cross-Site Scripting, SQL Injec-
tion, Information Leakage and Predict-
able Resource Location. 

 

Table 11. The most common vulnerabilities according to CMS type  
 

Commercial 
Proportion 

of sites, % 
Free 

Proportion 

of sites, % 
Custom 

Proportion 

of sites, % 

Brute Force 62 
Cross-Site 
Request 
Forgery 

55 
Cross-Site Re-
quest Forgery 

65 

Information 
Leakage 

62 
OS 
Commanding 

48 
Cross-Site 
Scripting 

65 

Cross-Site 
Request Forgery 

59 Brute Force 45 SQL Injection 60 

Insufficient Anti-
automation 

55 
Information 
Leakage 

45 
Information 
Leakage 

50 

SQL Injection 47 
Cross-Site 
Scripting 

38 
Predictable 
Resource 
Location 

50 
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Figure 18 presents data on the propor-
tions of sites with SQL Injection and 
OS Commanding, as well as those in 
which malicious code was detected. 
SQL Injection vulnerability was found 
in 60% of the resources that used a 

custom CMS, 47% of the resources 
with commercial CMS and 34% with 
free systems. OS Commanding was on 
48% of sites with free systems, 40% 
of the custom CMS resources and 20% 
for commercial systems. 

 
 

Malicious codes were found to have infected 24% of sites with free content man-
agement systems, 8% of commercial and 5% of custom design. 
 
Differences in exposure to malicious code are due to the relative simplicity of 
the creation of malicious software for systems with open source software and 
the widespread use of automated systems for carrying out attacks  
 

 
Meanwhile, the vulnerability of com-
mercial systems, despite the presence 
of a large number of security vulnera-

bilities, is less susceptible to "acci-
dentally" cracking under mass attack 
using automated tools 

 
Figure 18. Proportion of sites containing critical vulnerabilities  

with different types of CMS 
 

Figure 19 shows the degree of expo-
sure of the tested sample resources to 
attacks on the client considering the 
type of content management system. 
Cross-Site Scripting and Cross-Site Re-
quest Forgery were predominant on 
sites that use custom CMS. The largest 
differences were observed in the prev-

alence of Cross-Site Scripting, which 
were subject to 65% of sites with cus-
tom CMS, 38% of free and 33% of 
commercial systems. Differences in 
susceptibility to attack of Cross-Site 
Request Forgery were not great: a lit-
tle ahead is of the share of vulnerable 
resources with custom CMS. 
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Figure 19. Proportion of sites with different CMS types  

that include common vulnerabilities 

 
Figure 20 shows a comparison of Path 
Traversal, Remote File Inclusion and 
Null Byte Injection vulnerabilities on 
the resources of different types of con-
tent management systems. Path Tra-
versal was significantly more common 
on sites with custom CMSs (45%) than 
on sites with commercial (29%) and 
free systems (28%). Remote File In-
clusion vulnerability was present only 
on resources using custom CMS, which 

also showed a significantly greater 
proportion (30%) exposed to Null Byte 
Injection attack, while the free and 
commercial systems showed only 10% 
and 2% respectively. 
 
Nearly all of the vulnerabilities of web 
sites with commercial content man-
agement systems showed the highest 
level of security. 

 

 

The less protected sites turned out to be those with custom content manage-
ment systems, except for susceptibility to infection by malicious code. 
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Figure 20. Proportion of sites that contained critical vulnerabilities  

with different types of CMS 
 

When analysing the distribution of the 
detected vulnerabilities according to 
the severity levels, it was found that 
web sites that used free content man-
agement systems or custom systems 
had up to 25% of the total of critical 

vulnerabilities, significantly higher than 
the share of critical vulnerabilities on 
sites with commercial CMS, which was 
7%. The distribution of vulnerabilities 
is shown in Figure 21. 

 
Figure 21. Distribution of vulnerabilities according to severity level on sites  

with various types of CMS 
 
 

5.7. ANALYSIS OF THE PROTECTION OF SITES WITH MALICIOUS CODE 
 

The study separately examined re-
sources which revealed the presence 

of malicious code. Their proportion was 
10%, as shown in Figure 22. 
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Figure 22. Percentage of sites with malicious code 
 

Table 12 shows the distribution of re-
sources in which malicious code was 
detected, according to the program-

ming language used and the type of 
CMS. Half of the infected sites were 
free CMS. 

 
 

Almost all sites infected with malicious code (92%) were wri tten in PHP 
and run on an Apache web server.  
 

 
Table 12. Distribution of resources with malicious code, according to programming 

language and CMS type 
 

 Commercial CMS Free CMS Custom CMS 

PHP 34% 50% 8% 

ASP.NET — — — 

Java 8% — — 

 

Table 13 lists the most common vul-
nerabilities for sites with malicious 
code. The list includes OS Command-
ing (92% of vulnerable sites), Cross-
Site Request Forgery (75%), SQL In-
jection (58%), Improper Filesystem 
Permissions (50%) and Cross-Site 

Scripting (42%). The list of sites with-
out malicious code is significantly dif-
ferent: Cross-Site Request Forgery 
(59%), Brute Force (56%), Infor-
mation Leakage (53%), SQL Injection 
(44%) and Insufficient Anti-automation 
(43%).

 
Table 13. The most common vulnerabilities for sites with malicious code  
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With malicious code 
Proportion of 

sites, % 

Without malicious 

code 

Proportion of 

sites, % 

OS Commanding 92 Cross-Site Request  
Forgery 

59 

Cross-Site Request Forgery 75 Brute Force 56 

SQL Injection 58 Information Leakage 53 

Improper Filesystem 
Permissions 

50 SQL Injection 
44 

Cross-Site Scripting 42 Insufficient Anti-
automation 

43 

 
Figure 23 shows a comparison of the 
vulnerabilities on sites with and with-
out malicious code. A third of all re-
sources that contained this vulnerabil-
ity had been infected. Differences in 
the proportions of sites with Improper 
Filesystem Permissions vulnerability 
are noticeable: 50% of those infected 

and 17% among the rest. SQL Injec-
tion was found on sites with malicious 
code in 58% of cases, and on 44% of 
sites without. So it can be seen that 
OS Commanding and Improper Filesys-
tem Permissions vulnerabilities facili-
tates infection of the resource. 

 
 
 

 
 

 Figure 23. Distribution of vulnerabilities according to the presence of malicious code 
 

 

92% of sites infected with malicious code appeared to be vulnerable to OS Com-
manding attack. 
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5.8. ANALYSIS OF THE PROTECTION OF REMOTE BANKING SERVICES 
 
Being most sensitive to the problems 
of information security, sites of remote 
banking systems were made a sepa-
rate object of study. Table 14 lists the 

detected vulnerabilities with the pro-
portion on RBS sites. The most com-
mon vulnerability was Insufficient Au-
thorization

 

Table 14.Proportion of vulnerabilities on RBS sites  

Vulnerability 
Proportion of 

vulnerabilities, % 

Insufficient Authorization 31 

Cross-Site Scripting 18 

Fingerprinting 9 

Predictable Resource Location 8 

Cross-Site Request Forgery 6 

Information Leakage 6 

Insufficient Authentication 5 

Insufficient Anti-automation 4 

Brute Force 3 

Credential/Session Prediction 3 

Abuse of Functionality 2 

Content Spoofing 2 

Insufficient Transport Layer Protection 2 

Directory Indexing 1 

Insufficient Session Expiration 1 

Path Traversal 1 

 
 

Critical vulnerabilities were only 1% of all those found on RBS sites, what was much 
less than average (13%).  

 
 
As can be seen in Figure 24, vulnera-
bilities with a low degree of criticality 
were also a small minority at 9%. Most 

of the vulnerabilities identified (90%) 
led to a medium level of risk. 
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Figure 24. Percentage of vulnerabilities of different severity levels on RBS sites 

 
 
 
 
5.9. ANALYSIS OF DATA IN THE CONTEXT OF PCI DSS COMPLIANCE 
 
This section provides an analysis of 
compliance of the tested systems in 
the financial sector to PCI DSS v2 re-
quirements [3]. It includes not only 
data on RBS systems, but also infor-

mation on other web applications fall-
ing within the scope of the standard. 
Table 15 lists the requirements of the 
standard associated with the elimina-
tion of web applications vulnerabilities.

 
Table 15. PCI DSS v. 2 requirements 

 

Requirement  Procedure  

6.5.1 Injection flaws, par-
ticularly SQL injection. Al-
so consider OS Command 
Injection, LDAP and XPath 
injection flaws as well as 
other injection flaws.  
 

 Validate input to verify user data cannot modify mean-
ing of commands and queries, utilize parameterized 
queries, etc.  
 

6.5.2 Buffer overflow  
 

 Validate buffer boundaries and truncate input strings.  
 

6.5.3 Insecure 
cryptographic storage  
 

 Prevent cryptographic flaws  
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6.5.4 Prevent 
cryptographic flaws  
 

 Properly encrypt all authenticated and sensitive com-
munications  

6.5.5 Improper error 
handling  
 

 Do not leak information via error messages  

6.5.7 Cross-site scripting 
(XSS)  
 

 Validate all parameters before inclusion, utilize context-
sensitive escaping, etc. 

6.5.8 Improper Access 
Control (such as insecure 
direct object references, 
failure to restrict URL ac-
cess, and directory tra-
versal)  
 

 Properly authenticate users and sanitize input. Do not 
expose internal object references to users.  
 

6.5.9 Cross-site request 
forgery (CSRF ) 

 Do not reply on authorization credentials and tokens au-
tomatically submitted by browsers.  

 
 
 

 
Only 10% of applications were completely complaint with PCI DSS re-
quirements in web resources protection  
 

 

 
Figure 25. Percentage of sites that are compliant with PCI DSS requirements 

 
Figure 26 shows the proportion of sites 
with vulnerabilities, that are not com-

pliant with the PCI DSS requirements 
in web resources protection, which are 
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listed separately for each requirement 
in Table 12. About 24% of sites are 
vulnerable to various types of injection. 
According to the general data the most 
common was SQL Injection. The leader 

in the number of inappropriate re-
sources was requirement 6.5.5 at 76% 
of sites where information leaks were 
due to incorrect error handling. 

 

 
Common vulnerabilities Cross-Site Scripting and Cross-Site Request Forgery at-
tacks comprised 52% and 43% of the tested sites respectively. 
 

 
 

 
Figure 26. Proportion of sites that did not compliant to the PCI DSS requirements 

 
The overall proportion of the financial 
sector sites that did not compliant with 

the requirements of 6.5.1-6.5.5 and 
6.5.7-6.5.9 was 90%. 
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6. ABOUT POSITIVE TECHNOLOGIES 

 
 
Positive Technologies has been at the 
cutting edge of Information Security 
for more than a decade. A specialist 
developer of IT Security products, Pos-
itive Technologies is an international 
company that specialises in the detec-
tion and management of vulnerabilities 
that could leave our clients open to at-
tacks. Positive Technologies’ offices 
and representatives are located in 

Moscow, London, Rome, Seoul and 
Tunis. 
 
Our experts are members of, and con-
tributors to, international associations 
and projects such as the Web Applica-
tion Security Consortium, (ISC)², ISA-
CA, Certified Ethical Hacker, Center for 
Internet Security. 

 
Solutions 
 
A decade of research and experience 
in IT Security has resulted in MaxPa-
trol, our all-in-one Vulnerability and 
Compliance Management System. An 
automated solution, MaxPatrol helps 
users to provide corporate network se-
curity and understand their current IT 
infrastructure security level. MaxPatrol 
checks systems compliance with indus-

trial and international standards, such 
as ISO 27001/27002, SOX 404, PCI 
DSS. MaxPatrol combines various ac-
tive security assessment mechanisms, 
including system checks, penetration 
testing, and compliance control com-
bined with the support of operating 
systems, DBMS and web applications 
analysis. 

 
Services 
 
Positive Technologies is an expert in 
holistic security auditing, application 
and web system security assessment, 
penetration testing and deployment of 

security monitoring processes. Also, 
PCI DSS Approved Scanning Vendor 
status allows us to check systems 
compliance for this standard. 

 
Research 
 
Our innovation division, Positive Re-
search, is one of the largest and most 
dynamic security research facilities in 
Europe. This award-winning centre 
carries out research, design and ana-
lytical work, threat and vulnerability 
analysis and error elimination. Our ex-
perts work alongside industry bodies, 
regulators and universities to advance 

knowledge in the field of information 
security and to assist in the develop-
ment of industry standards. Naturally, 
this knowledge is also applied to im-
proving the company’s products and 
services.  

 
Positive Research identifies over 100 
0-day vulnerabilities per year in lead-
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ing products such as operating sys-
tems, network equipment and applica-
tions. It has helped manufacturers in-
cluding Microsoft, Cisco, Google, SAP, 

Oracle, Apple, and VmWare to elimi-
nate vulnerabilities and defects that 
threatened the safety of their sys-
tems.  

 
Clients 
 
Positive Technologies has over 1,000 
corporate clients, among them gov-
ernmental institutes, financial insti-

tutes, telecom and retail companies, 
industrial enterprises. 

 
Contribution into IT progress 
 
Positive Hack Days – A unique 
annual event in practical IT secu-
rity. Only the best and brightest 
minds in global computing qualify 
to attend this pioneering security 
forum founded by Positive Tech-
nologies. The event brings elite 
hackers and industry representa-

tives together to co-operate in 
addressing the hottest topics in 
the IT world. Industry sponsors 
include Cisco and Kaspersky Lab. 
www.PHDays.com. 
 

See details here: www.ptsecurity.com

 

 

http://www.phdays.com/
http://www.ptsecurity.com/
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7. LINKS 
 
 

1. WASC Threat Classification v. 2.0: http://projects.webappsec.org/Threat-
Classification. 
2. Common Vulnerability Scoring System: http://www.first.org/cvss. 
3. PCI Data Security Standard: 
https://www.pcisecuritystandards.org/security_standards/index.php. 
4. OWASP Top Ten Project: 
https://www.owasp.org/index.php/OWASP_Top_Ten_Project. 
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8. APPENDIX 
 
 

Appendix A. Methods of severity level assessment 
 

Table A.1. Methods of severity level assessment 
 

Threat Classification  Basic CVSS score 

Abuse of Functionality    4 (AV:N/AC:H/Au:N/C:P/I:P/A:N) 

Brute Force Attack   6.8 (AV:N/AC:M/Au:N/C:P/I:P/A:P) 

Buffer Overflow   10 (AV:N/AC:L/Au:N/C:C/I:C/A:C) 

Content Spoofing    5 (AV:N/AC:L/Au:N/C:N/I:P/A:N) 

Credential/Session Prediction    6.8 (AV:N/AC:M/Au:N/C:P/I:P/A:P) 

Cross-Site Scripting    6.4 (AV:N/AC:L/Au:N/C:P/I:P/A:N) 

Cross-Site Request Forgery    5 (AV:N/AC:L/Au:N/C:N/I:P/A:N) 

Denial of Service    7.8 (AV:N/AC:L/Au:N/C:N/I:N/A:C) 

Format String Attack    10 (AV:N/AC:L/Au:N/C:C/I:C/A:C) 

HTTP Request Splitting     6.4 (AV:N/AC:L/Au:N/C:P/I:P/A:N) 

HTTP Response Splitting     6.4 (AV:N/AC:L/Au:N/C:P/I:P/A:N) 

HTTP Request Smuggling     6.4 (AV:N/AC:L/Au:N/C:P/I:P/A:N) 

HTTP Response Smuggling     6.4 (AV:N/AC:L/Au:N/C:P/I:P/A:N) 

Integer Overflow   10 (AV:N/AC:L/Au:N/C:C/I:C/A:C) 

LDAP Injection    10 (AV:N/AC:L/Au:N/C:C/I:C/A:C) 

Mail Command Injection    5 (AV:N/AC:L/Au:N/C:N/I:P/A:N) 

Null Byte Injection   5 (AV:N/AC:L/Au:N/C:N/I:P/A:N) 

OS Commanding    10 (AV:N/AC:L/Au:N/C:C/I:C/A:C) 

Path Traversal  7.8 (AV:N/AC:L/Au:N/C:C/I:N/A:N) 

Predictable Resource Location    5 (AV:N/AC:L/Au:N/C:P/I:N/A:N) 

Remote File Inclusion   10 (AV:N/AC:L/Au:N/C:C/I:C/A:C) 

Routing Detour     5 (AV:N/AC:L/Au:N/C:P/I:N/A:N) 

SOAP Array Abuse     7.8 (AV:N/AC:L/Au:N/C:N/I:N/A:C) 

SSI Injection    10 (AV:N/AC:L/Au:N/C:C/I:C/A:C) 

Session Fixation    6.8 (AV:N/AC:M/Au:N/C:P/I:P/A:P) 

SQL Injection    10 (AV:N/AC:L/Au:N/C:C/I:C/A:C) 

URL Redirectors    2.6 (AV:N/AC:H/Au:N/C:N/I:P/A:N) 

XPath Injection    10 (AV:N/AC:L/Au:N/C:C/I:C/A:C) 



 

 

Web application vulnerability statistics for 2010-2011  39 
 

XML Attribute Blowup    5 (AV:N/AC:L/Au:N/C:P/I:N/A:N) 

XML External Entity    5 (AV:N/AC:L/Au:N/C:P/I:N/A:N) 

XML Entity Expansion    5 (AV:N/AC:L/Au:N/C:P/I:N/A:N) 

XML Injection    7.5 (AV:N/AC:L/Au:N/C:P/I:P/A:P) 

XQuery Injection    10 (AV:N/AC:L/Au:N/C:C/I:C/A:C) 

Application Misconfiguration    5.1 (AV:N/AC:H/Au:N/C:P/I:P/A:P) 

Directory Indexing    5 (AV:N/AC:L/Au:N/C:P/I:N/A:N) 

Fingerprinting    0 (AV:N/AC:L/Au:N/C:N/I:N/A:N) 

Improper Parsing     10 (AV:N/AC:L/Au:N/C:C/I:C/A:C) 

Improper Permissions    10 (AV:N/AC:L/Au:N/C:C/I:C/A:C) 

Information leakage    5 (AV:N/AC:L/Au:N/C:P/I:N/A:N) 

Insecure Indexing     5 (AV:N/AC:L/Au:N/C:P/I:N/A:N) 

Insufficient Anti-automation    4 (AV:N/AC:H/Au:N/C:P/I:P/A:N) 

Insufficient Authentication    6.8 (AV:N/AC:M/Au:N/C:P/I:P/A:P) 

Insufficient Authorization    6.8 (AV:N/AC:M/Au:N/C:P/I:P/A:P) 

Insufficient Data Protection   5 (AV:N/AC:L/Au:N/C:P/I:N/A:N) 

Insufficient Password Recovery  5.1 (AV:N/AC:H/Au:N/C:P/I:P/A:P) 

Insufficient Process Validation    4 (AV:N/AC:H/Au:N/C:P/I:P/A:N) 

Insufficient Session Expiration    6.8 (AV:N/AC:M/Au:N/C:P/I:P/A:P) 

Insufficient Transport Layer Protection   4 (AV:N/AC:H/Au:N/C:P/I:P/A:N) 

Server Misconfiguration    5.1 (AV:N/AC:H/Au:N/C:P/I:P/A:P) 

Improper File System Permissions  4.4 (AV:L/AC:M/Au:N/C:P/I:P/A:P) 
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Appendix В. Prevalence of vulnerabilities 
 

Table B.1. Distribution of vulnerabilities by types and proportion of vulnerable sites 
 

Type of vulnerability % of vulnerabilities % of sites 

Abuse of Functionality 0,33 4,88 

Application Misconfiguration 2 17,07 

Brute Force 35,48 52,03 

Buffer Overflow 0 0 

Content Spoofing 0,39 4,88 

Credential/Session Prediction 1,22 8,13 

Cross-Site Request Forgery 4,77 60,98 

Cross-Site Scripting 14,30 39,84 

Directory Indexing 0,44 6,50 

Fingerprinting 3,27 34,15 

Format String 0 0 

HTTP Request Smuggling 0 0 

HTTP Request Splitting 0,28 0,81 

HTTP Response Smuggling 0,06 0,81 

HTTP Response Splitting 0,11 1,63 

Improper Filesystem Permissions 1,61 20,33 

Information Leakage 7,15 53,66 

Insecure Indexing 0,17 2,44 

Insufficient Anti-automation 3,27 42,28 

Insufficient Authentication 1,77 16,26 

Insufficient Authorization 2,61 11,38 

Insufficient Process Validation 0 0 

Insufficient Session Expiration 0,28 4,07 

Insufficient Transport Layer 
Protection 

1,55 21,95 

Integer Overflows 0 0 

LDAP Injection 0 0 

Mail Command Injection 0,06 0,81 

Null Byte Injection 0,55 7,32 
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OS Commanding 2,44 27,64 

Path Traversal 2,44 27,64 

Predictable Resource Location 4,66 35,77 

Remote File Inclusion 0,17 1,63 

Routing Detour 0 0 

Server Misconfiguration 0,33 4,88 

Session Fixation 0,67 9,76 

SOAP Array Abuse 0 0 

SQL Injection 6,82 45,53 

SSI Injection 0 0 

URL Redirector Abuse 0,5 6,5 

XML Attribute Blowup 0 0 

XML Entity Expansion 0 0 

XML External Entities 0,11 0,81 

XML Injection 0 0 

XPath Injection 0,06 0,81 

XQuery Injection 0 0 

Insufficient Password Recovery 0,17 2,44 

Malware Detect 0,83 9,76 
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