
CASE STUDY - POSTEL

COMPANY PROFILE
Industry: Business Services including 
document management, direct 
marketing and e-procurement
Size: 1,300 employees across 
four factories and offices in 
Rome, Genoa and Milan, Italy
Customers: 8,000+ organizations 
including banks, utilities, 
telcos, insurance providers 
and government agencies
Corporate Structure: A 
subsidiary of Italy’s state postal 
service, Poste Italiane

THE CHALLENGE
Establish an automated process to monitor 1,300 hosts for compliance 
with ISO 27000 as required by Postel’s parent company

As a leading provider of online business services to over 8,000 Italian organizations, 
Postel’s reputation depends on the security, performance and reliability of its 
infrastructure. But as recently as 2013, the company still relied on a mixture of different 
vulnerability management tools, including open source software that was rarely 
updated, for new risks. Further, this fragmented approach did not provide Postel with any 
way to measure compliance with high-level security standards such as ISO and PCI DSS.

The catalyst for change was an announcement by Postel’s parent company, Poste 
Italiane, that all businesses in the group would be required to gain ISO 27000 certification 
for their IT Perimeters. “It was clear that we needed a solution for compliance 
management,” says Maurizio Sabbioni who has responsibility for Postel’s Security, ICT, 
ERP, Compliance and Customer Service. “But we realized this was also an opportunity 
to improve our security levels with better vulnerability detection and management. We 
began looking for a single solution that would meet both needs so that we could make 
our entire IT department more efficient and more effective.”

Postel did not want a solution that would store its security data off-site or in the cloud, 
but it did expect a high level of flexibility. “We wanted to schedule scans on our terms,” 
says Mr Sabbioni. “At some times we only need monthly scans, but when we are 
preparing for an audit we may need to assess certain systems every day to see what 
progress we are making. And we wanted a solution that could report on the specific data 
that was relevant to our business.” 

THE SOLUTION
MaxPatrol vulnerability and compliance management

Installed at the core of Postel’s main data center in Rome, MaxPatrol provides 
visibility of vulnerability and compliance levels for all systems within the company’s 
perimeter including servers, Cisco network devices, a variety of databases and a 
Checkpoint firewall. It also conducts regular inventories of the entire network totalling 
approximately 1,300 hosts. Additional MaxPatrol software hosted at the company’s 
office in Genoa performs black box analysis and penetration testing on Postel’s 
external perimeter for a truly comprehensive picture of their global security posture. 
The company’s web portal and web servers are checked for vulnerability to Cross-Site 
Scripting and SQL injection. MaxPatrol also audits password complexity and searches 
for open services that are detectable from outside the corporate network.  

continued 

ITALY’S POSTEL MEETS ITS ISO COMPLIANCE 
OBLIGATIONS WITH MAXPATROL

Highlights

 ª Enabled automated 
monitoring of compliance 
with ISO 27000 and PCI DSS

 ª Enhanced security levels 
with more frequent 
assessments of all systems

 ª Controlled staffing costs by 
automating compliance and 
vulnerability management

 ª Maintained integrity of 
security data through on-

site storage of scan results



About Positive Technologies
Positive Technologies is a leading provider of vulnerability assessment, compliance management 
and threat analysis solutions to more than 1,000 global enterprise clients. Our solutions work 
seamlessly across your entire business: securing applications in development; assessing your 
network and application vulnerabilities; assuring compliance with regulatory requirements; 
and blocking real-time attacks. Our commitment to clients and research has earned Positive 
Technologies a reputation as one of the foremost authorities on SCADA, Banking, Telecom, Web 
Application and ERP security, and distinction as the #1 fastest growing Security and Vulnerability 
Management firm in 2012, as shown in an IDC report*. To learn more about Positive Technologies 
please visit www.ptsecurity.com.

*Source: IDC Worldwide Security and Vulnerability Management 2013-2017 Forecast and 2012 Vendor Shares, doc #242465, 
August 2013. Based on year-over-year revenue growth in 2012 for vendors with revenues of $20M+.

© 2014 Positive Technologies. Positive Technologies and the Positive Technologies logo are 
trademarks or registered trademarks of Positive Technologies. All other trademarks mentioned 
herein are the property of their respective owners.

MaxPatrol carries out automated monthly scans but during busy periods, such as 
security audit season, the IT Security team initiates additional scans on demand, 
obtaining daily updates on compliance for particular systems, nodes or devices. 
Data produced by MaxPatrol regarding Postel’s IT Security posture remains securely 
within the company’s data centers at all times.

THE BENEFITS
Fulfill Compliance Obligations, Improve Security Levels, Control Costs

MaxPatrol has enabled Postel’s IT Security team to establish an effective, automated 
compliance management process. “We can now accurately monitor the conformity 
of our systems with the IT Security requirements of the ISO 27000 standard,” says Mr 
Sabbioni. “MaxPatrol knows exactly which technical checks to carry out to make sure 
our systems are in compliance with the guidelines. And because it’s an automated 
solution, we didn’t need to employ extra IT Security staff to support our new 
process.” Postel is also looking ahead: “MaxPatrol is already helping us to prepare for 
PCI DSS certification which is our next challenge,” adds Mr Sabbioni. 

Replacing the existing mix of vulnerability management tools with a single, 
automated solution has enabled Postel to improve its security posture as more 
frequent assessments lead to earlier detection of system flaws including poor 
configurations, weak passwords and missing updates. “It’s good to be able to 
schedule scans whenever we want,” says Mr Sabbioni. “When we are preparing for 
an audit, we need regular updates on our progress towards fixing vulnerabilities and 
MaxPatrol lets us check individual nodes or sections of our network as often as we 
need to.” 

MaxPatrol’s granular reports enable Mr Sabbioni to provide appropriate information 
to all levels of Postel management, from IT engineers to the CTO: “The reports 
provide a huge amount of data on our systems which means we can focus on the 
statistics that are most relevant to our business and see how our safety levels have 
changed over time.” 

“Throughout our dealings with Positive Technologies we have been impressed by 
the expertise of their engineers,” adds Mr Sabbioni. “From attending Positive Hack 
Days and meeting the Positive Technologies researchers we have realized that the 
experts behind MaxPatrol have extensive real-world knowledge of IT Security. This 
makes us confident that we are in safe hands.”

“We can now 
accurately 
monitor the 
conformity of 
our systems with 
the IT Security 
requirements of 
the ISO 27000 
standard...

Maurizio Sabbioni 
Security, ICT, ERP, Compliance and 
Customer Service
Postel
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