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20 aveapa 2016 6 17:16 25 aHeapa 2016 B 16:23
XaKepbl B3N1aMblBalOT BUJEOHAHU, TEPPOPU3NPYIOT AeTEN 1 UTto He TaK ¢ 6e3onacHocTbio B UIHTepHeTe Bewen: Kak
BbIKNa/iblBalOT B CeTb UX poTorpacpum =~ Shodan cTan «NOUCKOBUKOM CMALLUX AETEN»

¥MHbIA noM, MoTokosoe BMaeo, WHbopMaunoHHas BesonacHocTs, MaaweTsl, BuoeoTexHWKE PR — T W Positive Technologies

Ecnu Baw ManeHbKMA peﬁéHDK FOBOPKT, 4TO CNBILLWT MOHCTPOB B CBOEH KOMHaTe, U npy 2ToM B NETCKOW CTOMT
pa,ﬂ,MOfBM,ﬂ,EOHHHH — Ny4we I'IOCHYLLIaﬁTe ero. B centabpe 2015 MccneaoBaTeny NPOBEPHIM MHOMXECTBO
YCTPOWACTB 408 Tore, YTobbl cnednTb 3a AeTbMM, W MPULLAKW K BbIBOAY: NMOYTHM BCE OHM MMET YS3BMMOCTH.

2015-12-16 23:57:02

Mapa 13 CaH-®paHUMCKO He MOrna NoHATe, NovYeMy 1x Tpéxnemnﬁ CblH HE MOMET YCHYTb. OH paccKasblBan, yYTo

«TenedoH» C HAM PasrosapuBaeT. MOHUMaHME NPULLNO TONbKO TOrAa, KOrfa ero MaMa nosjHo BeYepoM 3HAMEHWTBIA NOMCKOBLIA cepevc Shodan He Tak AaBHO 3anycTUN pasaen, No3BONSIOWMIA NoNb30BaTENAM
ycnsiwana us I':OHHélTblI KaK PaAWOHAHA roBopkna «MpocHNCh, ManeHbKUA ManbymK, Nanoyka uweT Te0s». I npocMaTpuBaTh M300paXKeHns C yA3BMMbIX NOAKNIOYEHHBIX K MHTEPHETY Beb-KaMep. 3a KopoTkoe BpemMs paboTe
Koraa MaMa BowNa B KOMHAATY, KaMEpa NOBEPHYNACE B &€ CTOPORY M TON0C 10081 «LMOTPUTE, KTO-TO B K3Jp YKe Monan NiaHTalkK KOHOMMKM, 3agH1e 4Bophl OaHKOB, JEeTCKUe CankbHK, KyXHH, TOCTHHBIE,

3awén». Opyras ceMba M3 MuHeccoTel obHapyxuna doTorpadmm ceoerc peb&Hka B ceTM. 3TM hoTo caenaHbl ©
NOMOWBH AeTCKOro MOHMTOPA.

BaccefiHbl, WKONbl M KOANEAKM, NaGopaTopii, MarasnHbl,

https://geektimes.ru/post/269474/ https://habrahabr.ru/company/pt/blog/275853/
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Jdetn n poautenu B CeTu: uctopus s3noma cepeucos VTech

¥Teuka NaHHBIX NONb30BATENed pa3nMYHbBIX CEPEWMCOB M3-3a B3NoMa MocneqHuy — OaneKko He PenkocTh, K
COMANEHWUKD . CTOMT TONBKO BCMOMHMTE HAWyMEBLUWA B3N0M cepeBuca n3mMed Ashley Medison, Korga B CeTb
YTEKTW JaHHbIE MWUITMOHOE NONb30BaTeneld. OrpoMHOe KONMMYECTBO NOMb30BATENER oKasanuce npocto GoTamm,
HO 3TO HUYETD He MEHAST — KawAblA M3 HAC yAIBMM,

https://habrahabr.ru/company/ua-hosting/blog/273423/
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K Ham Ha TecTnpoBaHue rnorasjio HECKOJIbKO KOMIJTIEKTOB «YMHbIX» JOMOB KPYIHbIX
TEJIEKOMOB

e Xab

e Habop 6ecnpoBoaHbIX AATYMKOB, NCMOMb3YOLNX MOMNYNAPHYIO
TEeXHOMoruwo

o Kamepa
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UTo 3abbIn paspaboTymnk?

# iptables -L
reject tcp -- anywhere anywhere tcp dpt:ssh /* Close-SSH */
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UTo 3abbIn paspaboTymnk?

# iptables -L
reject tcp -- anywhere anywhere tcp dpt:ssh /* Close-SSH */

Ifconfig
fe80::295:69ff.-feaa:e4f6/64 Scope:Link

IP6TABLES

http://www.webtorials.com/discussions/IPv6-Artwork.jpg
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UTo 3abbIn paspaboTymnk?

/system/bin/iptables -A INPUT -i ethO -p tcp --destination-port 80 -j DROP
/system/bin/iptables -A INPUT -1 ethO -p tcp --destination-port 8080 -j DROP



BepHemca K geny: «yMHbIU» OOM

UTo 3abbIn paspaboTymnk?

/system/bin/iptables -A INPUT -i ethO -p tcp --destination-port 80 -j DROP
/system/bin/iptables -A INPUT -1 ethO -p tcp --destination-port 8080 -j DROP

netcfqg
ccmni? DOWN 0.0.0.0/0
ccmnil DOWN 0.0.0.0/0
ccmnil up 10.210.252.225/8
sit0 DOWN 0.0.0.0/0
ifbl DOWM 0.0.0.0/0
ifb0 DOWN 0.0.0.0/0
ethi UF 1952.168.100.141/24
apl uUp 152.168.43.1/24
1o UFr 127.0.0.1/8
wlan0 DOWN 0.0.0.0/0
tunl0 DOWN 0.0.0.0/0
ipétnld DOWN 0.0.0.0/0
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UTo 3abbIn paspaboTymnk?

STATE SERVICE REASON
open http syn-ack ttl 64

open empowerid syn-ack ttl 64
open http-proxy syn-ack ttl 64

NOCTYN K UHTEP®EWCY YMPABNEHUA POYTEPOM.

Beegute "Mma nons3oeatena”™ u “Mapons”. HacTpoMku
no-ymonyanuio: admin/admin.
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Ho4yHOWM KOLWIMap HACTOSLLEND
napaHouka:

«YMHbIE» KaMepbl

http://gooosha.ru/wp-content/uploads/2013/02/webcam-choice-2.jpg
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3]'IOyMbILIJJ'IeHHI/IK MOXET NOoJTy4YnTb AOCTYMN K BUAEO- U ayANONOTOKY KaMepbl

B HEKOTOpbIX cny4Yasx 3noyMbILUNTEHHUK MOXKET 3acTaBUTb KaMepy roBOPUTb
YTO YroAHO

Knutanckue nponsBogmnTenn He CTECHSAIOTCA OCTaBNATb 03KA0OPbLI B Kamepe

e Ecnun He 3HaTb OT YEero MMEeHHO 3Ta NPOLLUNBKA, MOXET CNOXUTbCS
BrieyaTneHme, YTo OHa OT CaMOXOHOW Na3epHOn Typenu ¢ aBTOMaTUYECKUM
HaBegeHneM (KONM4YecTBO N3NULLHEro dyHKLMOHarna 3alKkanmBaerT)

N3-3a OrPOMHOIO KoJfin4yeCcTBa HEKA4YECTBEHHOIO KOAA B KaMepax 06Hapy>|<eHo
MHOXECTBO yFI3Bl/IMOCTel7I HyJ1eBOro AgHA
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Vulnerability Note VU#547255
httDS://WWW.kb.Cert.OrQ/VU|S/id/547255 Dahua IiciTeras Son.iia -weF: icn.-tﬂer.'::fﬂace is vulnerable to stack buffer overflow

18 Jul 2017

& Print B Tweet K Send Share

Overview

Dahua IP camera products using firmware versions prier to v2.406.2000.14.R. 201707132 include a varsion of the
Sonia web interface that may be vulnerable to a stack buffer overflow.

Description

CWE-121: Stack-based Buffer Overflow - CVE-2017-3223

Dahua IP camera products include an application known as Sonia (/usr/bin/sonia) that provides the web interface
and other services for controlling the IP camera remotely.

Versions of Sonia included in firmware versions prier to DH_IPC-Consumer-Zi-
Themis_Eng_P_V2.408.0000.11.R.20170621 do not validate input data length for the 'password” field of the web
interface. A remote, unauthenticated attacker may submit a crafted POST request to the IP camera's Sonia web
interface that may lead to out-of-bounds memory operatiens and loss of availability or remote code execution.

The issue was originally identified by the researcher in firmware version DH_IPC-HX1X2X-
Themis_EngSpnFrn_N_V2.400.0000.30.R.20160803.

Impact

A remote, unauthenticated attacker may submit a crafted POST request to the IP camera's Sonia web interface that
may lead to cut-of-bounds memory operations and loss of availability or remote code execution.

Solution
Apply update

Dahua has released firmware version DH_IPC-ACK-Themis_Eng_P_V2.488.8000.14.R.20178713.bin to address this
issue. All affected users should update their firmware as soon as possible. If you have any questions, you may contact
cybersecurity@dahuatech.com.

Vendor Information (Learn More)

Vendor Status Date Notified Date Updated

Dahua Security Affected 31 May 2017 17 Jul 2017


https://www.kb.cert.org/vuls/id/547255
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BTLE: aBTOpn3auua? He 3Hato. 30 %4 & 1656

Devices DISCONNECT

ADVERTISER

CONNECTED

BONDED CLIENT SERVER
Generic Access

UUID: 0x1800

PRIMARY SERVICE

Device Name ¥y 4
UuUID: 0x2A00

Properties: READ, WRITE

Value: & sy i

Appearance I
UUID: 0x2A01

Properties: READ

Value: [0] Unknown

Peripheral Privacy Flag y 1
UUID: 0x2A02

Properties: READ, WRITE

ValueiPrivacy is disabled in this devicel

Peripheral Preferred Connection
Parameters
UUID: 0x2A04
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R @ 46 4 @ 17:03

BLTE: ntobon MOXeT NoaKNYNTbLCS
N YKpacTb BalUM AaHHbIE

Devices DISCONNECT ¢

DED ADVERTISER

CONNECTED .
BONDED CLIENT SERVER H
Unknown Service

UUID: 0000cc03-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic ¥

UuID:
0000eb00-0000-1000-8000-00805f9b34fb

Properties: NOTIFY

Value: (0x) 01-02-06-10-01-10-0F-39-
B6-01-00-00-00-00-00-00-00-00-00-00
Descriptors:

Client Characteristic Configuration ¥
UUID: 0x2902

Value:|Notifications enabled l

Unknown Characteristic ¥
uuID:
0000eb01-0000-1000-8000-00805f9b34fb

Properties: NOTIFY

Value: (0x) 01-02-06-11-2D-AC- e
B5-58-00-00-00-04-04-14-12-10-00-F7-05
Descriptors:
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BLTE: ntobon MOXET NoaKNYNTbCA U YKpacTb Balluy JaHHbIE

3@ 46 4 = 17:03 3 © 46 4 m 17:03

Devices DISCONNECT Devices DISCONNECT ¢

ADVERTISER ADVERTISER

CONNECTED CLIENT SERVER CONNECTED

BONDED e BONDED CLIENT SERVER :

.e

Unknown Service
JUID: 0000¢c03-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Service
UUID: 0000cc03-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic ¥
UUID:

0000eb00-0000-1000-8000-00805f9b34fb
Properties: NOTIFY

Value: (0x) 01-02-06-10-01-10-0F-39-
B6-01-00-00-00-00-00-00-00-00-00-00

Unknown Characteristic W
UUID:

0000eb00-0000-1000-8000-00805f9b34fb
Properties: NOTIFY

Value: (0x) 01-02-06-10-01-10-0F-39-
B6-01-00-00-00-00-00-00-00-00-00-00

Descriptors: Descriptors:

Client Characteristic Configuration + Client Characteristic Configuration 3

UUID: 0x2902 UUID: 02902 o

Value{Notifications enabled Value| Notifications and indications disabledl

Unknown Characteristic > Unknown Characteristic ¥

uuID: : -
uuID:

0000eb01-0000-1000-8000-00805f9b34fb
Properties: NOTIFY

Value: (0x) 01-02-06-11-2D-AC-
B5-58-00-00-00-04-04-14-12-10-00-F7-05
Descriptors:

0000eb01-0000-1000-8000-00805f9b34fb
Properties: NOTIFY

Value: (0x) 01-02-06-11-2D-AC-
B5-58-00-00-00-04-04-14-12-10-00-F7-05
Descriptors:




BepHemca K geny: «yMHbIN» O0M

BecnpoBoaHble gatymkn? Bece He Tak Mnoxo, HO ToXe ecTb NpobnemMsl

« J-Wave Frame HeaderSinglecast(7) [Oxffe20811 1->8]

Home Id: @xffe2f8ll

Source Node Id: 0OxB1

B... Routed: False

.. ACK Req: True

LB Low Power: False

LB Speed Modified: False

vo.. BBB1 = Frame Type: 5Singlecast (1)

B0, ... Beam Control: @

v 0111 = Sequence Number: 7

MPDU Length in Bytes: 20

Destination Node Id: @xB8

Checksum: ©x1458
« Data (9 bytes

Data:) 3305030200032d041F

[Len :

33 - Command Class = COMMAND_CLASS _SWITCH_COLOR
05 - Command = SWITCH_COLOR_SET

03 - Color Component Count =3

02 - Component |ID = RED

00 - RedWalue =0

03 - Component |ID = GREEN

2d - Green Value = 45

04 - Component ID = BLUE

FF - Blue Value = 255




BepHemca K geny: «yMHbIN» O0M

B oTnnymne ot Menknux HeEM3BECTHbIX Pumpm, a Takke AlIExpress u eBay,
TENeKkoMbl NoAXoasaT K npobrneme cepbe3HO N CUCTEMHO. Bce HanaeHHble
OLLUNOKKN N YySI3BUMOCTU NepeaaHbl NPOU3BOAUTENAM, YacTb YXXe UCNpaBrieHbl,

N ocTanbHble, Hageemcs, OyayT ucnpaBreHbl.



Tak cnpaBATcs N TeNnekoMbl ¢ 6be3onacHoOCTbio 10T?

Y KPYMNHbIX Tenekom-KoMnaHun, Oorroe BpeEMA 3aHNMaALWNUXCA Pa3sin4HbIMU
I T-TeXHONOrMAMN, €CTb 3HauuTenbHO 0Oonblle MNoHMMaHus B obnacTu

MHPOPMaLIMOHHOM ©e30MacHOCTM, YeM Y KOMMaHWN, paHee MNPOU3BOAMBLLNX

BbIKITHOHaTEIlN.

OHM Ha npaBunbHOM nyTW, HO |0T pencTBuUTENbHO OpocaeT MM BbI3OB

N 3aCTaBIsIET HACTYNaTb Ha cTapble rpabnw.
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