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lcnonb30oBaHue obnakoB

95% of Respondents Are Using Cloud

Public Cloud

59O/ Private Cloud
Only

Only

Public = 89% Private = 72%

Source: RightScale 2017 State of the Cloud Report
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Private Cloud

Non Cloud

% Workloads in Cloud

Source: RightScale 2017 State of the Cloud Report

Public Cloud




Acnonb3oBaHMe obrnakoB POSITIVE TECHNOLOBIES

Public Cloud Adoption

% of Respondents Running Applications

AWS 57% 17% 10%

Azure 12%

Google Cloud 15% 17%

IBM 8% 9% 8%

B Running apps

Oracle Cloud SZEWEZ 8% , :
B Experimenting

DigitalOcean &SR-S B Plan to use

Source: RightScale 2017 State of the Cloud Report




KntoueBble Bonpochl

Cloud Challenges 2017 vs. 2016

Lack of resources/expertise 22 300
Security 299
Managing cloud spend 52%’%
Compliance 26%
Governance/control gg;ﬁ

Managing multiple cloud services 26%
Complexity of building a private cloud 1 24% m2017
Performance L1 m2016

15%

Source: RightScale 2017 State of the Cloud Report



PT Application Firewall B Azure Marketplace

PT Application Firewall — mowHoe pelueHne anga 3awuTtbl BeO- alE
NPUIoXeHnn ndon cneundmrkn n Nntobon CTENEHU CITOXHOCTN,

KomMbOuHnpys nepenoBble TEXHONOMMN, peLleHne HENPEPbLIBHO U o 3
NPOaKTUBHO 3alUMLLaEeT Balun npurnoxeHmsa B Microsoft Azure ot
OornbLlUNMHCTBA aTak:

___________________________________

OWASP Top 10 i % E&H
DDoS-ataku ypoBHS NpUNoOXeHUN mp.ic”mewa.. App service

ATaku HyrneBoro gHs

0

ABTOMaTVI3I/IpOBaHHbIe aTaku

+ + + + o+

Cneundomnyeckme atakm Ha npunoxeHus B obnake (EDoS, akoHOMUYECKUI 5 C Sy |
OTKa3 B O6Cﬂy>K|/|BaH|/I|/|) Yeem o MICIOSOft AZUIE = = - o o o e e e e e e o

KomnaHusi Positive Technologies 8 mpemut pa3 noopsid cmarna eau3uoHepoM Ma2uveckoao KkeadpaHma Gartner ro
6e3ornacHocmu 8eb-rpurnoxeHud.

[loopobHee yumaume 8 omyeme Gartner Magic Quadrant for Web Application Firewalls 2017



https://www.ptsecurity.com/ru-ru/premium/magic-quadrant-2017/?utm_source=site&utm_medium=slider&utm_content=quadrant2017

TpyOHOCTWN NepeBoaa: HECKOMbKO CETEBLIX MHTEPMENCOB

- Henb3a pa3sepHyTb Yepe3 Azure Portal VM ¢

HEeCKONIbKMMW ceTeBbIMU MHTepdencamu
- [na HekoTopbIx VM size 3To BoOOWE HE AOCTYMNHO
- Tonbko Azure PowerShell nnm Azure CLI

- Henb3sa nobaBUTb K yKe pa3BépHyTon VM

NOMNONHUTENIbHbIN CETEBOMN MHTEPDENC

- [lobaBneHne AoNoAHUTENbHOrO |P-agpeca ToNbKO Mo

3anpocy (AN KaxKaoM NoannUCcKM oTAe/IbHO)

- Bonus: npeaponpegenntb cueHapum ana Custom Script

Extension Toxxe Heb3A



TpyaHocTu nepesoaa: solution template

« CKyOHaa OOKYMEeHTauuA
- Bmecto aupektns if ... then mexaHnsm templatelink
- Het npoctoro cnocoba otnagkm createUIdefinition. json

- Bmecto Hero URL Bunaa:

https://portal.azure.com/#blade/Microsoft Azure_Compute/Create
MultiVmWizardBlade/internal bladeCallId/anything/internal blad

eCallerParams/{"initialData":{}, "providerConfig":{"createUiDef

inition":"URL_ENCODED_LINK TO_createUiDefinition.json"}}"

- Henpo3pauHbi npouecc nybamkaumm solution template B production

N TOJIbKO MO crneunaibHOMY NpnrnaleHnro



TpyoHocTn nepesoga: OpenStack

- [nntenbHoe Bpema pa3BEpTbiBaHMA obpas3a VM t
| openstack.

OTpa6OTI-(a NONUTUK I\/\aCLLITa6l/1pOBaHMH N BOCCTaHOB/1EHUNA

boratcteo peanm3a|_LMf/’1, MaCCd pa3fll/1‘-ll/ll\;1

CKyAHasa AOKYMeHTaumMa no HacTpowKe cloud-init




TpyaHOCTM nepesoaa; cuctemMa NMLUEH3NPOBaHUS

PT AF 1 PTAF 2
REST API client REST API client
Sentinel L Sentinel Erxo
runtime o runtime e
- [pwnBA3Ka AMLEH3UM K annapaTHOMY obecrne4vyeHmnto /\\
« KOHTPONb 3aHATOCTU KAtOUEN
« Cu HXPOHWM3aUMNA TERYLLETO COCTOAHUA J'II/ILI,eH3l/H\/Jl 7 | Linux server
=)= iptables
) ipvs
. I'Io;mepm(a AOCTYMHOCTH COI'IVTCTBWOLLI,GVI MHCI)paCprI-(Typr
License License
server 1 server 2
REST API server REST APl server
ACC ACC

Ul LM backend Ul LM backend
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