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- Be3onacHocTb BeO-NpUNOXeHUN cerogHsi: cTaTUCTUKA
aTtak, X NocrneacTBuUst U MOTUBbI 3ITOYMbILLNEHHNKOB

* [lpumepbl (0rok 1). korga BeD-nNpuUnoXeHune ABMNAETCH
Lernbio aTaku

* [lpumepbl (Orok 2). Korga BeD-nNpurnoXeHune SABMAETCH
cpeacTBOM aTaku

e PekomeHOaumm: kKak 3alWMUMTUTbLCA OT aTak Ha BeO-
NMPUNOXKEHUS



II\HImI\“ Be3onacHocTb BeG-NPUNOXEHUI ceroaHs




OcHoBHag cTaTuUcTMKa

Jonsa kubepartak Ha BeO-
pecypchl Bo || kBapTane
2017 ropa

dons BeG-npunoxeHuun,
B KOTOPbIX BbISABNEHbI
yA3BUMOCTHU

[ons BeKTopoB NMPOHNKHOBEHUSA

B FIOKasfibHYH0 CeTb, OCHOBaHHas

Ha 3KcnJslyaTaumm yasBuMocTen
BeO-NpuUnoXxeHuun

ATakKn Ha BeO-MpuMNOXeHUs1 OTKPbIBAlOT nepen 3NOoyMblWSIEHHMKAMM
MHOXEeCTBO BO3MOXHOCTEN — OT MOJIyYEeHUSA YyBCTBUTENIbHOW UH(opmMaunm

A0 NPOHUKHOBEHUA BO BHYTPEHHIOO C€Tb KOMMNaHUMN.




YA3BUMOCTU Be6-np|/|no>|<eH|/||7| Ma3amMun BHELLHEIO HapyLwnTen4d

Hanbonee pacnpocTtpaHeHHble YA3BMMOCTU BeO-
NPUNOXEeHUN Ha CeTeBOM nepumeTpe (Aorns cuctem)

BHenpeHne SQL-kona 55%
BbinonHeHne komang OC 45%
BHenpeHune KoHCTpykuun XML 45%

3arpyska npons3BonbHbIX dannos 36%

UreHne nponssonbHbix davinos GG 2 7%

— >—>L | m— 2y

BHeLwHWI y \ ’
HapylMTenb NMounck yassumocTten ATaka Ha Be6- BO?;?;:(MH::Tbegam(B::;ruﬂ
y Ha o0LWeAOoCTYMNHbIX NPUNoXeHue pecyp

Be6G-pecypcax BHYTPEHHeN ceTu



CrtaTtucTtuka atak Ha Beb-npunoxeHua (PT Application Firewall)

B MexcanTtoBoe BbINOMIHEHME CLEHapUeEB
= BHegpeHne SQL-kopa
Bbixoq 3a npeaernbl Ha3Ha4YeHHOro Katanora
YTeuka nHgopmaumnm
W YnaneHHoe BbinoriHeHne koaa u komang OC
= BHegpeHne KOHCTpyKumn XML
® [logaenka 3anpoca co CTOPOHbI cepBepa
® OTKas B 0b6cnyxmBaHum
B OwmnbKa HaCTPOMKN KOHTpONA AoCTyna Ans METOAOB NPOTOKosa

HTTP
BHeapeHue WwabnoHa Ha CTOpoHe cepBepa

® [Ipyrve aTtaku



OcCHOBHbIe NOCNeacTBMS aTak Ha Be6-r|p|/|no>|<eH|/|;|

e OUWINHT

PacnpocTtpaHeHune BpeaoHocHoro 10

« Kpaxa nHdopmauun n3 6asbl gaHHbIX

« [ledbenc n pasmeLleHmne KoMnpomMmeTmpytoLien nHdopmaumm
« OTKa3s B 00CnyXnsaHmu

* [lonHbIN KOHTPONbL HA4 cepBEPOM

ATakn Ha pecypcCbl BHYTPEHHEN CETU KOMMaHUK

B utore atakm Ha BeD-NpUNOXEHUS MOryT NPUBECTU K

CyLLEeCTBEHHbIM penyTauuOHHbIM U (PHAHCOBLIM NOTEPSM.



MoTuMBLI aTak Ha BEO-NpUNoXKeHUs

 PHaHCoOBAas BbIroaa
» KnbepLinmoHax
* XaKTUBU3M
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> Korga npunoxeHue — uenb aTaku?




[ledbenc: B noroHe 3a criaBon + NOfMIMTUYECKNE MOTUBDI

Beb-cant CeFO,EI,HFl a14a MHOInX OpFaHI/I3aLI,VIl/I SBNSETCSH BUSUTHOM KapTquou

[!JHACKED BY OURMINE[!]

JUV ANF

A€” YOUR SERCURITY IS LOW A€

BU KAN lAH MAINAN ' Hi, it's OurMine ( Security Group ), don't worry we are just testing your.... blablablab, Oh wait, this is not a security test! Wikileaks,

remember when you challenged us to hack you?

KI D S 1 U NK Anonymous, remember when you tried to dox us with fake information for attacking wikileaks? hitps://twitter.com/Your AnonNews/status/679472812013301762

Crew:
There we go! One group beat you all! #WikileaksHack let's get it trending on twitter!

Llenb: Beb-canTbl rocygapCTBEHHbIX CTPYKTYP LUenb: Beb-cant Wikileaks

Mananaun Korga: 31 aBsrycta 2017 r.

Korpa: asryct 2017r. NocneacTBusa: aedenc canTta B TEHEHNE HECKOMNbKMUX YacoB?

. 4 _ " 1 .
Mocnepcteus: fedenc 27 Beb-canTos KTo: xakepckas rpynnupoBka OurMine

KTo: xakepckas rpynnuposka u3 MHaoHesuu YTo npounsowno: cregoB B3rioMa B BeD-canTe He 0OHapYy»XeHO,

YTo npounsowno: araka ns-za owmnbku B Oyknete 28-x npeanosioXnTenbHoO npoeeaeHa ataka DNS

Nrp KOro-BocTtouHon Asnmn Poisoning
1. http://techwireasia.com/2017/08/indonesia-hackers-deface-malaysian-websites-sea-games-flag-blunder/#qD4222d8LF1HtZKw.97
2. https://www.theguardian.com/technoloqy/2017/auqg/31/wikileaks-hacked-ourmine-group-julian-assange-dns-attack



http://techwireasia.com/2017/08/indonesia-hackers-deface-malaysian-websites-sea-games-flag-blunder/#qD4222d8LF1HtZKw.97
https://www.theguardian.com/technology/2017/aug/31/wikileaks-hacked-ourmine-group-julian-assange-dns-attack

ﬂereﬁC «for fun» POSITIVE TECHNOLOGIES

Llenb: Beb-cantbl ¢ CMS WordPress

Gooale  bywansxays m 4 Q
4 Korga: Hauano 2017 r.

SSRE Y NocnepctBusa: pgedeinc 6onee 1,5 mnH Beb-cantos?
Pinotex Russia

2 Capansen ssrrmace KTo: HeckomnbKo 0ecATKOB XakepCKux rpynnmpoBOK
e i, YT1o npomnsowno: akcnnyartaumsa yassumoctu B CMS WordPress

Defaced Pages by Campaign

ession/ v MepesecTu 3Ty CTpaHuLy
ther you make a great first impression? This

Go gle Search Console

put-man.

by w4I3XzY3|- Productivityist Hacked By MuhmadEmad
https./iproductivityist. com/input nent-plan/ ~ MepesecTy 31y cTpaHmLy Hacked By SA3D HaCk3D

N ek SRR A N by walBXzY3 Recommended Wordpress update

mastery? Then y nead

Hacked By Imam : e — — A
Hacked By BALA SNIPER available for === o .
©) /by vaiszara s Pores X [ = QX Hacked By TheWayEnd _—
& > O | mvepemtiosimein | = Z2 & - Hacked By GeNErAL g
guzc”wlﬁgafw" RODUCTS Enter keyw em # Search . . ”é’ HaCkEd By RxR HaCkEr To: Webmaster ofs== -
FAQs | LiveChat | Specials ko] Hacked By HolaKo
Home = Products Furniture @ Government Catalogs About Blog @ Contact @ Blue Cow Service % Hacked By XwoLfTn Google haS detected that yOUr Site iS Currently running WordpreSS
@ Hacked By Dr.SiLnT HilL .
8 ha:fegBy :;allraglGr;ssr:ni 4.7.0 or 4.7.1, an older version of Wordpress. Outdated or unpatched
= F s
by wal3XzY3 Online Catalog  fa3::] 8 Hacked by Shade software can be vulnerable to hacking and malware exploits that harm
! Login, Search & More . »-n .
’ Hacked By chinafans potential visitors to your site. Therefore, we suggest you update the
danuary 12, 2017 Hacked By Black Sniper software on your site as soon as possible.
g Furniture Showroom By NeT.Defacer
v wal3X2Y3 Soo our extensive selection 7 X
by wBRX2Y, 2 HackeD By Skidie KhaN Following are one or more example URLs where we found pages that
gpoto iR A — By Hawleri_hacker have outdated software. The list is not exhaustive.
s (R | kel e Hacked by Sxiz
eywords Dogs at Work, Miltennials in the Workplace, Technology
e S ; Sign up or Submit Your Own e/ 0| 50k | 100k | 150k | 200k | 250k | 300k | 350k

Total Pages Defaced

LR, e roe st ity

3. https://www.wordfence.com/blog/2017/02/rest-api-exploit-feeding-frenzy-deface-wordpress-sites/



https://www.wordfence.com/blog/2017/02/rest-api-exploit-feeding-frenzy-deface-wordpress-sites/

DoS: Anonymous npotne Yexuun

Llenb: Beb-canTbl FOCCTPYKTYP Yexuu
Korga: mau 2016 .
lNocnencTBus: oOTKas B 00CNyXuBaHUK
KTo: Xxakepckasi rpynnmpoBka Anonymous

YTo npomsowno: akuus npotecta NpoTuB yTBepKaeHns CeHaTtom Yexmm 3akoHa o BriokMpoBke
NHTEPHET-CTPaHWULL C a3apTHbIMU UrpamMmm




DDoS-ataku Ha puHaHCcoBble opraHu3auum

11 auBapa 2017 r. bputaHcknm baHk Lloyds noaseprca DDoS-aTtake. B TedeHune 2
OHEN KnneHTbl OaHka Habnoganu nepebon B pabote cuctembl OBO. [Ons
npeKkpaLlleHns aTakm xakepbl TpeboBanu Bbikyn B paamepe 100 BTCA.

Mine

Font: Small - Normal - Large

| e Forwarded message ----------

02. From: (hacked email account)

03. Date: Wed, 11 Jan 2017 09:42:51 +0000

4. Subject: The lloyds group online services and customers are in danger

o To: T YT
07. To whom it may concern,

. We have identified sever security issues related to
10. onlinebusiness.lloydsbank.co.uk and online.lloydsbank.co.uk.

i2. As an effect, both these services will be put offline starting from
3. the 1ith of Jan 2017 @ 00:01 GMT until the are fixed.

D ikhti_afgar

@AskLloydsBank bullsh*t. Bank is facing cyber
attacks. Check our tweets for evidence.

15. - The consultancy fee of 75,000 GBP must be paid via Bitcoin to the
16. following address:

= 1onicwz

20. That is Approx 100 BTC.

to @ikhti_afgar @AskLloydsBank " » - 2 < " - R
Jh SR ’ . Once paid, the services will be back online, you will get a list of

23. flaws related to both services, along with our disappearance.

Worldwide Trends

25. Feel free to test our capabilities and patience,
26. Good luck.

The Last Jed

#liderBegiktag  #IMarchWithLinda BimbaBosé Bemie Ecclestone  Episode Vill

1004w=, 2% Sean Spicer

4. https://xakep.ru/2017/01/24/lloyds-banking-group-ddos/



https://xakep.ru/2017/01/24/lloyds-banking-group-ddos/

[lonHbI NpoBan KpuntoBantTHoro ctaptana CoinDash

Llenb: Beb-canT KpMNTOBaAMOTHOIO
ctaptana CoinDash @ CoinDash.io T

@coindashio

Korpa: wumwonb 2017 r. _
Website has been hacked.

NMocnepctBus: kpaxa 43 488 ETH® 16:13 - 17 mon. 2017 1
Q186 131008 Q688 o
YTo npousowno: noamMeHa agpeca ogouuUnarnbHOro
Ethereum-kowenbka Bo Bpems ICO
mplus @
o8 S C L2 Mo USRS S -; @channel It's time. Good luck! www.coindash.io only trusted source!
@ - o D) o ‘ ﬁ
a jf4nathan
B P ned #announcements. Also, @coindash_admin joined, @geoff
mplus @ 700 A
COINDASH === = I @channel WEBSITE HACKED
Into The Future Of Trading = — : & 89 1 ¥ 3 ™: @ & & c
What's CoinDash? " - ;-_-_-_] 3 P Q ) & o %9 - 3 1"5, Y. _‘ - W

don't believe the website,

Integration Public Beta Update Advisor & Investor Career

Xiaolai Li - We're Hiring!

5. https://xakep.ru/2017/07/18/coindash-hacked/



https://xakep.ru/2017/07/18/coindash-hacked/

McDonald's: Beceno n BKycHO POSITIVE TECHNOLOGIES

o @ O 3 PNHE ookl 9:50 AM [ad] @ B NGHE  d93% [l 10:21 AM [ad] i
McDonald's Lunch/Dinner Big Mac

m Mobile Ordering Sign in | Favorites | Recents

Llenb: Beb-canT AOCTaBKU

& >::; b
J”"‘ ? ‘ W M < . "r.‘ ; -
# L —— o . A
e = vy = I © . eabl McDelivery B UHgnn

. McCWRAP i fr Gooea i et Korpa: deBpanb-mapt 2017 T.
< 8 mAm

Unwrap a feast Burger Only

of freshness
Beverages McCafe Snacks and Sides I-I ocn eACTB Mﬂ : yTeL'I Ka I_Iﬂ H 2 y 2 Mn H
Medium Meal 6
@ edium Coke KNMMEHTOB

Dollar Menu &
Sweet Treats More Large Mea |

) YTO npousowrno: akcnnyartauma owmnbkmn B API

For A Limited Time!

- 2BigMacs for $3
* Calories are not updated when menu

items are customized
My Order

{"data" : {"DOA":"","DOB":"","EmailID"; "ask_’@yahoo.com" , 'FacebookID":"","GooglePlusID":"","ImageUrl":"","IsFBV
fied":false, "LastAddressUsed":{"AddressTypeName":"","BuildingName" :"","CityName":"","FlatNo":"10@","ID":1777576,"Land
5603167", "Longitude": " |, "MapAddress" : " |l artments, NG 411007,
toreName":"","StreetName":""}, "PhoneNo" : "85Sl " . "ProfileID":179139, "ProfileName" : "As| I ", "Title": "As|
"s":1}{"data" : {"DOA" :"","DOB" :"" ,"EmailID": "k|_5@gmail .com","FacebookID":"","GooglePlusID":"","ImageUrl":"","Is
erified":false,"PhoneNo":"98 " , "ProfileID":179140, "ProfileName" : "R}’ "Title": "R "}, "m": "Record found","
DOB":""."EmailID" : "md | @gmail.com", "FacebookID":""."GooglePlusID":""."ImageUrl":"", "IsFBVerified":false,"IsGPVe
"7l 5", "ProfileID":179141, "ProfileName" : "ML_ ", Title": ”ML_"} ,'m":"Record found","s":1}AC

6. http://securityaffairs.co/wordpress/57290/data-breach/mcdonalds-mcdeliver-flaw.html


http://securityaffairs.co/wordpress/57290/data-breach/mcdonalds-mcdeliver-flaw.html

Blopo KpeanTHbIX ncTtopun no3abortutca o sawimx MNAH

Llenb: BebG-canT ceBepoamMepuKaHCKOro nogpasgeneHma komnaHmm Equifax
Korpa: wuionb 2017 r., HO MOXET ObITb N paHbLLE

NocnepctBua: yrtedka lNOH 143 MnH YyenoBek

Yto npomsowno: akcnnyataumsa kputndeckon yassumoctu (10 6annos no wkane CVSS v.3)
CVE-2017-5638 Bo thpenmBopke Apache Struts’;

@ @  https;//www equifaxsecurity2017.com/frequently-asked- questions/ El 120 €  Q foucc

To enroll in complimentary identity theft protection and credit file monitoring, click here.

We identified a cybersecurity incident potentially impacting approximately 143 million U.S. consumers.
Cybersecu”ty Incident & Important Consumer Information Criminals exploited a U.5. website application vulnerability to gain access to certain files. We discovered the

Consumer Notice FAQs Potential Impact Enroll TrustedID Premier Contact Us . . . . i oy .
unauthorized access and acted immediately to stop the intrusion. We promptly engaged a leading,

«Home

independent cybersecurity firm that has been conducting a comprehensive forensic review to determine
G | FAQ: FAQs for C FAQs for | r . . . . w . ' . .
e T st the scope of the intrusion, including the specific data impacted. We also reported the criminal access to law

+ Whathappened? enforcement and continue to work with authorities.

+ When did the company learn of this incident? - What was the vulnerability,
=+ Over what period of time did the unauthorized access occur?
Equifax has been intensely investigating the scope of the intrusion with the assistance of a leading, independent cybersecurity firm to determine

+ Who and how many people are affected? what information was accessed and who has been impacted. We know that criminals exploited a U.S. website application vulnerability. The

Ivulne'abi ity was Apache Struts CVE-201 ?—5638.l“-.-‘e continue to work with law enforcement as part of our criminal investigation, and have shared

indicators of compromise with law enforcement.

7. https://xakep.ru/2017/09/14/equifax-dejstvitelno-vzlomali-cherez-bag-v-apache-struts-no-uyazvimost-okazalas-staroj/



https://xakep.ru/2017/09/14/equifax-dejstvitelno-vzlomali-cherez-bag-v-apache-struts-no-uyazvimost-okazalas-staroj/
https://nvd.nist.gov/vuln/detail/CVE-2017-5638

Llenb: Be6-canT MHOpPMaLNOHHO-aHaNUTUYECKoro LeHTpa obpaboTku
pesynbraToB rocygapcTBeHHbIX ak3ameHoB (EM0 n M'MA)

Koraa: B Hayane neta 2016 .

Yt1o npousowno: WAF dukcmpoBan 6onee 20 TbicAY aTaK B AeHb NPU CPeOHEM YUCIe aTak
Ha BeO-npunoxeHnsa gpyrnx opraHmnsaunm ot 300 go 800 B AeHb.

2017

ElND

BbIBOP BYAQYLLUEIO!

o



[_JL{QS Koraa npunoxeHne — cpeaCTBO aTaku?




Ona npoBepkn paboTOCNOCOOHOCTM HOBLIX OKCMMOWTOB XaKepbl MOryT
MCnonb30BaTb NPOU3BOSbLHbIE BED-PECYPCHI.

q [MpoekTnpoBaHune ><

3KCNA0UMOE e
Paspabortka A

q TectTupoBaHue

JTtoboin Beb-pecypc MOXET CTaTb TECTOBOMW NioLwaaKoun ans 3royMblLLIEHHMKOB.

ﬂ
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[TopTan gosuslugi.ru — cpeacTtso MacCoOBOW aTaku

Llenb: nonb3oBatenu Beb-camta gosuslugi.ru
Korga: wwonb 2017 .
NMocneacTBuA: npoBeneHMe aTak Ha Nnonb3oBartenen Bed-npunoxeHms®

YTo npounsowno: npeanonoXmnTenbHO N3-3a ya3BMMOCTU XSS Ha canTe Obinl BHeAPEH BPEAOHOCHbLIN Ko,
KOTOPbI OKa3arncya pekramMmHbIiM rnporpaMmmHbliM obecneveHmnem (adware)

rocycnyru

Momolys ¥ nogaepxxa Onnara Q o+ JTMuHbI KabuHer
-

MonynsipHoe Ha noprane Bxog 8 locycnyru

MNonyunte 3arpaknacnopTt

b, pesynsrarte EMN

MpoBepUTL LWTP A i

3anuuwmMTecs K BQa

8. https://news.drweb.ru/show/?i=11373&c=5&Ing=ru&p=0



https://news.drweb.ru/show/?i=11373&c=5&lng=ru&p=0

Watering Hole: oxota Ha rmaBbyxa

Llenb: nonb3oBaTtenu Be6G-canToB ANs _
oyxrantepoB, HR-mMeHekepoB v POpl/ICTOB s

Gt e
-~ s . g .f
TN EE A L

Korma: nepsbiit kBaptan 2017 . gt " ”Z ' it
sl ’ \ \¢ f:l,"‘-. e
MocrneacTBUA: XWULLEHUE AEHEXHbIX CPeACTB CO CHETOB "3 . % (/Z’( \\\\\\\\\\\\ \\\\\» . /"‘
~ ~ i ¥ \‘.; ""'j.‘r'!m

Pa3NUYHbIX KOMMAHWNM, TOYHBIN pa3Mep s e N s

yuiepba He yctaHoBneH?

YTo npousowno: 3apaxeHue nonb3oBaTenen Bedb-cantoB
TposiHOM Buhtrap

KA PK
MPAKTHYECKHA
MY PHAN ANA BYXTANTERA

JaBOyX

~ @e&*

¥

s/]

F) KapbepMCT py

JlerkoMbICNIeHHOe  OTHOLUeHWe K  ©0e3onacHoCTM  BeO-NPUNOXKeHUs
CMoCcoOCTBYET pacnpoCTpaHEeHUI0 BPeAOHOCHOIo NporpamMMHOro obecnevyeHuns u
MOXeT MPUBECTU K XULLEHUIO AEHEeXHbIX CPpeACTB Y Nonb3oBaTenen.

9. https://www.qgroup-ib.ru/blog/buhtrap



https://www.group-ib.ru/blog/buhtrap

HeBorbHbIN COy4HaCTHUK MnpecTynieHnd

Uto obuwero moxetr ObiTb Mexay rpynnupoBkonm Cobalt n cantom canoHa
cBagebHom n BevyepHen moabl?

“%  C X o
CaAoH csaseBHOM W BeuepHed MoAbl (R)
Taasnas O nac KoareKuuu Hawu kauenmxu Omasvievl Konmaxmol
Carou céadebHoil u eeuepHeil Modbi
Inouck...
‘6aoe Bev ¥ Ak )
JIVULIHE (eadebuvie naamvs Beueprue naamvs AxKceccyapot
MOJEJIA!
£
CeadeoHbie nnamss ﬂ
om Oxcanst Myxu
Beuepnue nnamus om / A Ep \
Oxkcanvt Myxu &
Akceccyapst 3

Ilonesnas
urpopmayus

B
Js
O

PR PP P PP PP PP PP PP PP PPPPPPPPPPPPPee o

FPacnpodarea ceadebuvix naamves!

I'Ipvu'|0>|<eH|/|e MOXET CTaTb NPOMEXYTOYHbIM 3BEHOM B LlerieBon aTake.



Cobalt: cxema aTaku

qul

I- -\
llEzoz;

NMoKynka gaHHbIX
00 ysA3BUMbIX
Beb-pecypcax

—— 1 —

MpynnupoBka @ \ /
Cobalt MoaroToBKa BpeAOHOCHbIX ﬂsarggf;;z%?a::e ca B LleneHanpaBneHHas
channoB ans 3arpysku Ha zaquTBe n ome;)( ngHOI'O aTtaka Ha
CY ) yA3BUMbIN Be6-pecypc 3Be5a aTalle cduHaHcoBYI0
opraHu3aumio

CamocToaTenbHbIN
MOUCK YSI3BUMOCTEN



Kak 3alymMTnTb NpUnoXxXeHme OoT atak?




2. [lpoBoguTb peryndapHbii aHanna 3aluWEHHOCTU BED-NPUIIOKEHUN, BKIOYas
aHanus UcxogHoro koaa.

1. Wcnonb3oBaTb MeEXCETeBOW 39KpaH YPOBHA npunoxeHun (web application
] .
HAE: firewall).

3. BHegpuTb npoueccbl obecnevyeHnst Oe30MacHOCTM Ha NPOTSKEHUM BCEro
LMKNa XXU3HU BEG-NPUNOXKEHUS.

4. CBoeBpeMeHHO 06HOBMNATL uUcrnonb3yemoe [10.

5. Wcnonb3oBaTb  CTPOryld  MaponbHyl  MOMUTUKY,  OCODEHHO  AnA
NPUBUNENMPOBAHHbLIX YYETHbIX 3arncen.

B nepsBon nonoBuHe 2017 r. «HepocrtatoyHasa 3awuta OT aTak Ha BeO-NMPUNOXEHUN»

paccmatpuBanacb OWASP kak ogHa n3 Haubornee KpUTUYECKU OMacCHbIX YA3BUMOCTEN U
Oblina BKroYeHa B nNpoeKkT cnucka OWASP TOP-10 (2017).




UutanTte Hawm nccnepgoBaHun: ptsecurity.com/ru-ru/research/analytics/

1. YassumocTu Beb-npunoxerHun (2017): ptsecurity.com/upload/corporate/ru-ru/analytics/\Web-
vulners-2017-rus.pdf

2. CraTtuctuka aTtak Ha Beb-npunoxeHus: Il ksaptan 2017: blog.ptsecurity.ru/2017/09/web-apps-
attacks-2017.html#more

3. Y43BMMOCTM KOPropaTuBHbLIX MHOOPMaLUUNOHHBLIX cuctem (2017):
ptsecurity.com/upload/corporate/ru-ru/analytics/Corp-Vulnerabilities-2017-rus.pdf

4. AktyanbHble kKnbdepyrpossbl: Il kBaptan 2017: ptsecurity.com/upload/corporate/ru-
ru/analytics/Cybersecurity-2017-rus.pdf

5. Cobalt strikes back: HoBble aTakm Ha puHaHcoBbIe opraHm3auun (2017):
ptsecurity.com/upload/corporate/ru-ru/analytics/Cobalt-2017-rus.pdf



https://www.ptsecurity.com/upload/corporate/ru-ru/analytics/Web-vulners-2017-rus.pdf
http://blog.ptsecurity.ru/2017/09/web-apps-attacks-2017.html#more
https://www.ptsecurity.com/upload/corporate/ru-ru/analytics/Corp-Vulnerabilities-2017-rus.pdf
https://www.ptsecurity.com/upload/corporate/ru-ru/analytics/Cybersecurity-2017-rus.pdf
https://www.ptsecurity.com/upload/corporate/ru-ru/analytics/Cobalt-2017-rus.pdf
https://www.ptsecurity.com/ru-ru/research/analytics/
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