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NMoapoOHee O cnukKepax
Positive Technologies

Bopuc Cumuc

3aMecTUTeNb reHepanbHOro gupeKTopa

OKOHUYUN DUBNKO-TEXHUYECKUM (DaKyNbTeT MOCKOBCKOIO MHCTUTYTa 3N1IEKTPOHHOM TEXHUKN,
Lo npuxopa B Positive Technologies 6onee 10 net paboTan B MHTerpatope «/HbhocucTempl

[xkeT», roe npowen nNyTb OT UHXeHepa OO PYKOoBOAWTeNa ueHTpa VIHd)OpMau,MOHHO\;I

6e30MnacHOCTU.

C 2008 ropna otBevaeT B Positive Technologies 3a pa3suTue 6uU3Heca, paboTy C napTHe-
paMn 1N KNOYEBbLIMW 3aKasynMkaMn. 3a 3TO BPEMS YUCIO KIMEHTOB KOMMNAaHMM 3HaYNTENbHO
BO3OC/I0: CEMOAHS 3TO HECKOJbKO ThICAY KPYMHEMLWMX POCCUNCKUX N 3apyOerkHbIX PUHAH-
COBbIX, TEIEKOMMYHUKALUMOHHbBIX V1 PUTENNOBBIX KOMMAaHWM, NPOMbILIEHHbBIX NPeanpuaTni
1 FOCYAAPCTBEHHbIX CTPYKTYP. BOpMc — npu3sHaHHbIM akcnepT IT-pblHKa: 4acTo BbiCTynaeT
C AoknagaMm Ha NpodUAbHbIX MEPONMPUATUAX, CO3[aN Crnelmann3npoBaHHble KYpChl MO CU-

cTeMaM ynpasreHus B, yyacTeyeT B pa3paboTke OTpacseBbiXx CTaHAapPTOB.

Anekceun HoBukos
[nNpeKTop aKCMepTHOro LeHTpa 6e30nacHoOCTH

MmeeT npodunnbHoe obpasoBaHme No cneunanbHOCTU «KoMnboTepHas 6€30NacHOCTb», Be-

NeT aBTOPCKUM KYPC MO pacciefoBaHMIo N pearmpoBaHnio Ha KUGepHUMOEeHTbl B MITTY UM,

BaymaHa.

K cerogHaWHeMy OHIO MMEeT ONblT PYKOBOACTBA KOMaHAOM, HalleNeHHOW Ha 0OHapyeHne
M npenynpexaeHne kmbepatak, paboTsl B HaumoHanbHoM CERT, pa3BuTtmna rocynapcTBeH-
HOWM CUCTEMbl OOHAPYXKEHUA N NpedynpeXxaAeHNa KOMMNbIOTePHbIX aTak M NMKBUAAUNK MX NO-

CNeACTBUN 1N MEeXOYHapOAHOro B3aMMOAENCTBMSA B COOTBETCTBYOLEN cdepe.

K komaHpe Positive Technologies npucoeanHmnnca 8 2016 rofny v BO3rfaBu 3KCMNePTHbIN
LeHTp 6e3onacHocTu (PT Expert Security Center). B 30HYy ero oTBeTCTBEHHOCTM BXOOAT
aKCNepTHble CePBUCHI KOMMaHWK, CBA3aHHble C pearupoBaHMeM Ha MHUWMOEHTbl U paccne-
[NOBaHVEM KOMMbIOTEPHbBIX MPECTYNNEeHWN, OLEHKON 3alUMLEHHOCTM BHELLWHero nepmumMeTpa,
a Takxe obecnedyeHune padoTbl LeHTpa NocCOMKA. Moa ero pykoBoACTBOM pacciiefoBaHbl
HECKONbKO AeCATKOB MHUMOEHTOB, CBA3aHHbIX C aKTMBHOCTbBIO Pa3inyHbix Knbeprpynnmpo-
BOK. B yacTHOCTHK, Ha cueTy kKoMaHabl PT Expert Security Center BbisBneHune 1 nukeuaauus

NOCNeACTBUM AeATENbHOCTN TaKUX FPYNNUPOBOK, Kak:
= Cobalt, Silence B opraHmsaymax KpeanTHO-MUHaHCOBOro CeKTopa;

*  SongXY, TaskMasters, ZeroT n PlugX B paae NpoMbILUNEHHbIX NpeanpusaTMii

1 B roCcy0apCTBEHHOM CekTope.
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OMuTpun apeHcKumn
PykoBoguTenb NpakTUKU NPOMbILIAEHHON KMHepbe30onacHOCTH

OKOHUYMN HEBUHHOMBICCKMN XMMUYECKUIA KONNEAX NO CrneumanbHOCTW «aBToMaTK3auns
NPOMBbILLNEHHBIX NpeanpuaTuny, B 2012 roqy — MOCKOBCKYO PUHAHCOBO-NPOMbILLUIEHHYO

aKkagoeMunto no cneumanbHOCTN «kMeHeOXMEHT».

Lo npwuxopna B Positive Technologies 6onee 8 net padoTtan B koMmnaHun KPOK, roe npowen
NyTb OT NOIEBOIO MHXeHepa 40 PYKOBOAUTENA HAaNpaBieHUA TEXHONOrMYeCcKMx ceTem n Ccu-
cTeM CcBs3W. B TedeHure 2,5 neT Tak»ke pykoBOAM oTAeNOM 6€30MacHOCTY NPOMbILINEHHbIX

CUCTEM B KOMMNaHuu «IHdopM3almTar.

C 2017 rona paboTaet B Positive Technologies B 4ONXHOCTY PYKOBOAMTENA NPAKTUKN NPO-

MbILLINEHHON KnbGep6e30nacHOCTU. B 30HY OTBETCTBEHHOCTU BXOAUT: yNpasneHue rpynnomn

cneuranmcToB Mo CUCTeMaM 3alluTbl MPOMbILWNEHHbIX CceTen nepenaym gaHHbix 1 ACY TI1,
NpoABVIKeHVe NPOAYKTOB 1 pelleHuin Positive Technologies. HenocpeacTBeHHO pykoBoaUT
peanusauven N NOALEPXKKOM NPOEKTOB NUNOTUPOBaHUA U BHEAPEHUA NPOAYKTOB 1 pelle-

HWUIM KOMNaHNK.

MaBen HoBukos
pyKOBOﬂV\Teﬂb rpoynnbl MCCﬂeJ],OBaHVH}‘ ©e30nacHoOCTU TeNeKOMMYHWMKaUNOHHBIX CNCTEM

- =
o OkoHumn Akagemuio ®CO no cneymanbHocTh «MHbOpPMaLMoOHHaa 6e30NacHOCTb TETeKOM-
‘»—4;’5&“ MYHUKaAUMOHHbIX cucTem». C 2009 no 2014 roabl Npoxoanna cny»6y B YnpaBneHun cneum-
% _J}f""},-’fvr anbHoW cBA3n U nHbopMaumum OCO B LleHTpanbHOM heaepanbHOM OKpyre B KadecTse
cneuvanmMcTa no 3awmTe nHdopMaumn.
C 2014 rona — cneunanucT oTaena 6€30nacHOCTY TENEKOMMYHUKaLUWMOHHbBbIX cucTeM Positive
Technologies. Ceyac pyKoBOAUT rpynnov nccnenoBaHuyi 6€30nacHOCTY TeNeKOMMYHMKa-
UMOHHbBIX CCTeM. 3aHMMaeTCcs UccnefoBaHuamMm B o6nacTty 6€30nacHOCTU COTOBbIX ceTel
GSM, 3G n LTE, GTP, SS7 VolP, loT, nposoanT ayauT.
Hukonan AHuceHs
f ‘ PykoBoanTens rpynnbl MCCNeaoBaHMmm 6e30nacHOCT MOBUIbHbIX MPUAIONEH UM
as=
A OKOHYMN TOMCKWUIN TOCYyNapCTBEHHbIM YHMBEPCUTET NO cneymanbHOCTU «KoMnbloTepHas
- ’ 6e3onacHocTb». [lo npuxopa B Positive Technologies 6bin hpuiaHcepoMm, genan neHte-
/é Ay CTbl M @aHanM3 3alWNLLEHHOCTN BEDO-NPUNIOKEHMI, @ TakXKe B TedyeHne 5 neT akTUBHO y4a-

CTBOBaJ/1 B COPEBHOBAHMAX MO 3alUmTe MHPopMaLumm Capture The Flag B cocTaBe KOMaHabl
Try — SiBears.

C 2015 rona paboTaeT B Positive Technologies, 3aHMMaeTca aHaaAM3oM 3aLLUMULLIEHHOCTU MO-
OGUNbHbIX U BEO-NMPUNOXKEHUI (B TOM Yncre BaHKOBCKMX). YUacTBYyeT B MOAroTOBKE KOHMbe-

peHuunmn Positive Hack Days.
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KocTtukos Makcum

PykoBoauTenb rpynnbl UCCNefoBaHMm 6€30NacHOCTY BaHKOBCKUX CUCTEM

B 2018 rony 3akKOHUM POCCUMCKMNA TEXHONOMMYECKUM yHrneepcuter — MUP3A no cneynans-
HoCTU «KoMnbtoTepHasa 6e3onacHocTby». [1o npuxoaa B Positive Technologies pa6oTan B KOM-
naHnm «lMepcnekTUBHbBbIN MOHUTOPUHI Y, FAe Ccneunanm3npoBancs Ha TeCTUPOBaHMK Ha NPo-

HUKHOBEHWA M aHa3e 3allieHHOCTHM Be6-HDMﬂOMeHMm.

K komaHpae Positive Technologies npucoennHunca 8 2018 roay, roe 3aHrMaeTcs ayauToMm
BeG-npunoxxeHn n cnctem 60O, aHanM3oM 3almMuLeHHOCTN 6aHKOMaTOB. KpoMe Toro, cneum-
anu3npyeTcs Ha ncciefoBaHun 6e30nacHOCTU Android-NPUnoXKeHnit, 3aHMMan BTopoe Me-
CcTO B Nporpamme Google Play Security Reward Program Ha Hackerone. BbicTynan Ha kKoHdbe-
peHumsax PHDays 1 VolgaCTF.

AnekcaHpap Nonos
Benyuwmm cneumannct otaena nccnenosaHuy 6esonacHocty OC 1 annapaTHbIX pelleHmni

OKoHYMnN Poccuinckun yHUBepcuTeT TpaHcnopTta (MUUT) no  cneumnanbHOCTU

«KoMnbioTepHaa 6e3onacHOCTb». Bo BpeMs obyuyeHus B yHMBepCUTeTe pellns CBA3aTb

C CBOW NMpomdeccuoHanbHbil NyTb ¢ GNU/Linux. Hayan ¢ cCMcTeMHoro agMmHNCTPUpOBaHug

Linux, 3aTeM cTan pa3paboTuymkoM aapa.

C 2015 roga paboTtaeT B KoMnaHum Positive Technologies, roe 3aHMMaeTca MOUCKOM ydA3-
BUMOCTeN B aape Linux, MeTtogamMum 1Ux akcnayaTauum n cpenctsamMmu 3almTol. Ha gaHHbIN
MOMeHT 6onee 20 naTtyen AnekcaHapa NpuUHATbl B BaHUAbHOe aapo (Linux kernel mainline),
B TOM umncne ncnpasneHune yassmumocTtn CVE-2017-2636, KOTOPYIO OH OOHapPYyXWN 1 ycTpa-
HWN BecHom 2017 ropa.

Mapk Epmonos
Benywmm cneunannct otaena nccnenosanum 6esonacHocTy OC 1 annapaTHbIX pelernn

OkoHumn CeBepo-KaBKasCKUN roOCYaapCTBEHHbIN TEXHUYECKM YHUBEPCUTET MO creumanbHo-

CTU «ABTOMATMU3NPOBAHHbIE CUCTEMbBI OOPabOTKM MHPOPMaLUMK 1 ynpasneHuar. 1o npuxona

B Positive Technologies 6 net pa6oTtan B KOMNaHnu «HTennekTyanbHble CUCTEMbl 6€30MacHO-

CTU», FAe 3aHMMasCcs Pas3paboTKOW NPOrpPaMMHO-anmnapaTHOM NAaTPOPMbl BUAEOHAONIOAEHNS.

C 2014 ropa paboTaeT B Positive Technologies cTaplyM pa3paboTuynkom B OTAeNe BUPTYanu-
3auUumn, 3aHrMaeTcsa paspaboTkon Windows-apansepoB 419 noaaep» ki bare-metal runepsu-
30pa. MiccnenyeT passivyHble MPOrpPaMMHbIe N «KeNe3Hble» TEXHOMOMMN, Tak UK UHaye CBA-
3aHHble ¢ MHPOoPMaUMoHHON 6e3onacHocTbio. Cdepa NpodeccnoHanbHbIX MHTepecos Mapka
BKtouaeT reverse engineering (Windows kernel, UEFI), rpacdunyeckure texHonorum (GPU low-
level programming, DirectX, WDDM), a Tak»xe annapaTtHble TexHonorum Intel (VMX, chipsets,
CPU microarchitecture-level optimization).
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AnekcaHpgpa Myp3uHa
Benywmm cneumnannct (AaTta-cameHTUCT) rpynnbl NEPCNEKTUBHbBIX TEXHONOMMN oTAena

MccnenoBaHuUm No 3almTe NPUIOXKEeH N

B Positive Technologies ¢ ceHTabpa 2017 ropga. B 3agaun BXoAaT nccnegoBaHve 1 paspadoT-
Ka pelleHn, OCHOBaHHbIX Ha MeTodax MallMHHOro obydenud, ana npoaykta PT Application
Firewall. [1o 2TOro HeCkonbKo feT padoTana java-paspaboTuMKoM B KPYMNHOM poccunckom NT-
KOMMNaHWW. 3HAeT He TONbKO TO, KaK 3alUTNUTb YTO-TO C MOMOLLbIO NCKYCCTBEHHOIO MHTENNEeK-

Ta, HO 1 Kak ero ooMaHyTb. ABTOP HECKOIbKMX cTatben no ,D‘aHHOIZ TeMaTtuke.

B 2016 roay okoHuymMna 6akanaBpurat TOMCKOro rocynapcTBeHHOro yHMBepcmuTeTa no cneun-
anbHOCTW «NpUKNagHas MatemMatnka 1 nHopmaTnka», B 2018 — MarucTpatypy TOMCKOro ro-

CygapcCTBeHHOro yHmBepcuTeTa no cneunanbHOCTM «MporpaMMHasa MHXeHepnan».

B HacToslee BpeMsa paboTaeT Ha KaHAMOATCKOM arMccepTaumen Ha Temy «Pa3paboTtka 1 1c-
cneposaHmne 6e30MacHOCTY Mofenen MallMHHOMO OByUYeHnsd». BedeTt npakTnyeckme 3aHaTus
Mo NPOrPaMMMPOBAHMIO Y PYCCKNX U MHOCTPAHHbIX NMepBOKYPCHNKOB B Bbicluen T Lkonbl
TOMCKOro rocyfapCTBeHHOro yHuBepcuTeTa, opraHmsyeT Llkony HOHoro BesonacHuka

LN9 LWKONbHWKOB M ApYyrve obpa3oBaTtesibHble NporpamMmbl.

Positive Technologies yxe 18 net co3gaeT MHHOBaALMWOHHbIE PelleHna B cd MHpopMaLnoHHON 6e30nacHoOCTH
] Y

2PBUChl KOMMNaHWK NO3BONSAIOT BbISBNATH, BEPUDOULMPOBATL U HENTPaNn3oBaTb peasbHble BU3H v

TPYKType NpeAnpuatun. Hawm TeXHON0rn nocTpoeHbl Ha MHOroeTHeEM

LLKMX cneunanucToB No kKnbepbes3onacHOCTH

O KoMnaHum

MpoayKTbl 1

CKW, KOTOPblIE MOTYT BO3HMKATb B ‘T'MHQDO\”
ptsecurity.com UCCNeaoBaTeIbCKOM OMbITE N IKCNEPTU3E Be
tsecurity.com
ebook.com/
PositiveTechnologies
facebook.com/PHDays CnepnuTe 3a Hamn B colceTax (Facebook, BKoHTakTe, Twitter), a Tak>ke B pasnene «kHoBocTn» Ha canTe ptsecurity.com

nacHoOCTb HaM goBepatT 6onee 2000 komMnaHmim B 30 cTpaHax Mupa. B yncne Hawmx KNMEeHTOB
TuHra «3kcnept-400»

CerogHa ceoto 6
B Poccnn — 80% y4acCTHMKOB
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