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PT Application Inspector:
cepuna BebuHapos

Y O

CeropgHsa

https://www.youtube.com/watch?v=MSotiaSowmM

00

A 4

DevSecOps: npouecc yctpaHeHuUs
yassumocTten B npunoxeHusax. PT Application
Inspector B penusHom yukne paspabotku MO

=  [JemoHcTtpauums Al Security Gates n 6rnoknpoBkm
MepX-PeEKBECTOB (TEXHUYECKasi YacTb)

. TunoBon namnnamH c6opkun, B KOTOPbIN BHEOPEHO
ckaHnpoBaHue PT Al (TexHnyeckasi 4yacTb)

https://youtu.be/Qg-SmDpMSQ4



https://www.youtube.com/watch?v=MSotiaSowmM
https://youtu.be/Qg-SmDpMSQ4

NnaH BebuHapa

A 4

>

BeeageHue Al Security Gates u GnokupoBaHue MepaX-peKkBecToB
= Ot DevOps k DevSecOps = HacTtpouka Al Security Gates 1 6bnokmposka Mepax-peKBeCToOB
= PT Application Inspector: ocHoBHblE ana cbopok B GitLab Cl n TeamCity

BO3MOXXHOCTW U CNOCOBLI MHTErpaumm » Bort Al ansg paboTbl ¢ MepaX-peksectamu

c Cl-cucremamm =  ABTOMaTuyeckasi brnokMpoBka Mepox-peKBECTOB

> > >
JeMoHcTpauma MHTerpauum JemMoHcTpauunsa paboTbl Q&A
C yA3BMMOCTAMMU

=  Twunosown nannnamH cOopKu, » Y70 genatoT paspaboTymku

B KOTOprI7I BHEOPEHO CKaHNpoBaHUe C pe3ynbrataMmmn CKaHNpoBaHUA



BeegeHue
PT Application Inspector Ana KomaHAbI

@™\ Anekcen Xykos
¥ OkcnepT oTaena cucTeM 3aLUmMTbl NPUIOXEHWIA

ptsecurity.com



PT Al xak yactb DevSecOps
OT NPOCTOro K CIOXXHOMY

NMPOCTOTA E yaoobCTBO PABOTbI = API U
UCIMNMOJIb3OBAHUA ﬂgggg C PE3YJIbTATAMUA __ PACLUMPAEMOCTDb
= [1narmubl gna Cl/ CD = Otyetbl B HTML / PDF = Pabota ¢ JSON-
= CLI-uHTepdenc » PesynbraTbl CKaHNPOBaHUS pesynsraramm
» KpoccnnatopMeHHOCTb B XML/ JSON » Peanusauusa
= QOuNbTPLI NHOMBUAYaANbHOW NOMMKU
0b6paboTkm pe3ynsraTos
aHanusa

HeorpaHu4deHHbIN NpocTop And TBopyecTtBa komaHabl Dev(Sec)Ops



DevSecOps

PT Al B paspaboTke 1O: bnnokupoBKa penusa

Tumyp MNnbmMynnuH
3amecTuTenb pykoBOAUTENS OTAena TEXHONOIMMin U NpoLeccoB paspaboTku

ptsecurity.com



Mpoueccol DevSecOps B PT

/nsta//ing/

Testing
(functional)



Apxu

— —

—

DevOps.GitLab-Cl
Build \
]

Docker.Build. AISA

DevOps.Artifactory

Docker.Registry

Y

1

TeKTypa m MmeTogmkKa

MeTtoguka
* [logroToBka cepBepHON YacTu
* YcTaHOBKa M HacTpounka cepsepa
* YCcTaHOBKa M HAacTPOKMKa areHTOB CKaHMPOBaHUSA
* [loaroToBka KNUEHTCKOM YacTu
e ] *  Cl-uukn gna knneHTta AISA (noctaBka docker-o6pasom)

Al.Agent Al.Server

Docker.Linux.AlISA.Latest/TAG

JlereHpa

DevOps.BuildAgent — cGOpOYHEIN areHT

Docker.Linux.AISA.Latest/TAG — Bce gokep-
obpasbl knneHTa AISA, goCTynHbIE No Tery

Al.Agent — areHT ckaHupoBaHusa PT Al
Al.Server — PT Application Inspector cepsep
DevOps.GitLab — xpaHunuuie koga
DevOps.GitLab-Cl — Cl-cucrema
DevOps.Artifactory — xpaHunuiie aptedaktos
Docker.Registry — xpaHunuuie gokep-obpasos

scan engine - API
» TlogroToBka NpoekTa CKaHMPOBaHUSA
* Ha cTopoHe cepBepa
DevOps.BuildAgent\ * Hepes knueHT AISA
+ Pab6ota c Cl-cuctemamm
Docker.Linux.AI/sA’\/ » LabnoHbl ckaHnpoBaHus B GitLab Cl
r4 S * MeTtapaHHepbl B TeamCity
Al.Shell Agent » Pab6ota c CLI AISA
— I
] DevOps.GitLab

BuildAgent.Console

Project)

workingm source codeEl

Docker.Linux.AISA — aptedaxTt cbopkn knneHTa AISA (paboumn gokep-o6pas C KNMEHTOM)

Al.Shell Agent — knueHT AISA, 3anyLleHHbIV BHYTPU JOKep-KOHTeHepa, paboTatowwmii ¢ API Al-cepeepa
BuildAgent.Console — cuctemHas KOHCOMNb COOPOYHOro areHTa

workingDirectory — pabounii katanor Ha c6OpoOYHOM cepBepe C NCXOOHBIM KOAOM, KOTOPbLIA BYAET ckaHMpoBaTbCA



C6opouHbIN Npouecc
c ncnonb3oBaHuem PT Application Inspector

DevOps.GitLab
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i 2. Pulling project source code
into build agent working directory

L
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DevOps.GitLab

[ DevOps.BuildAgent

! € 1. Build agent requesting source code i
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DevOps.BuildAgent

3. Running build-on-server script
and starting all build job

I BuildAgent.Console

1 4, Running lightweight AISA-client
'Lwith project configuration in parallel mode

AlShell Agent
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to the Al Server

' 10. Checking "Security Gates"

then scan and build are successful finished.
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| 11.1f "Code Quality Status" is 0
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! 12, Publishing build artifacts on Artifactory, it possible with some quality tags

13. Special bot publishing "Scan report\:' and "Security Gates" check result i

as "Code Quality Status" into GitLab ClI pipeline and merge request on GitLab, |

_Sending notification about build and scanning result to the development team, 1+
I

BuildAgent.Console

Al.Shell Agent

5. Transporting source code to scan

9. Receiving "Scan Report" via AISA

\ and return "Code Quality Status”

| Al.Server

| 6. Running scan e

| B.Saving "Scan Report"
<

ine to analyze code

on Al Server Database

I AlAgent

l DevOps.Artifactory.Repo
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7. 5canning...
{Without affecting
main build)

| AlLAgent

l DevOps.Artifactory.Repo




Al Security Gates

[lpaBuna v rpynnnupoBKU

Mpumep: aisa-codequality.settings.yamil NMpumep rpyNNMPoOEKK E aisa-codequality.settings.yaml

1 threats mapping: 1 threats mapping:

2 info: Potential 2 info:

3 minor: Low 3 - Potential

4 major: Medium 4 - Low

5 critical: High 5 - Medium

6 blocker: [] 6 minor: []

7 security gates: 7 major: []

3 info: B 3 critical: []

9 minor: @ a blocker: High
16 major: 2

11 critical: 1 Al Security Gates — 370 HaGop NpaBwn AN NPOeKTa CKaHUPOBaHWUS,
12 blocker: @ KOTOpbl€ YKa3biBalOT C|-CVICTeMe, KaK rpynnmpoBaTtb HaVIﬂeHHble

YyS3BMMOCTM M KaK Ha HUX pearMpoBaTb: 6nokMpoBaTb COOPKY unu
MepaX-pekBecT, Mnbo paboTtaTb B pexnme MHpOOpMUpPOBaHUS.



SonarQube codequality

Overview 03 Commits 9 Pipelines 86  Changes §

E -~

# FiRunnerRunTeamcityConfiguration3t.py

builder_sonar (& buil: mmented on commit 441k

# FiRunnerRunCommandsFarallelay [y

SonarQube analysis reported 3 issues

. ®‘(-|ica

2 major

builder_sonar Ebuilde

A, Remove

nar - 1 year ago

sonar- 1 year ago
A\ Remove this commanted out cod=. il

builder_sonar Ebuilder,

commented out coi issues can't be reportad as fine

i3

W

= builder_sonar @builder_sonar comment

builder_sonar Ebuilder_sonar commented on commit

SonarQube analysis reported 4 issues

SenarQube analysis reparted 2 issues
v Q1
o A 2w oA 3

h the comments in

builder_sonar & builder_sonar commentad on commit 82¢5

ch the comments in this conversation to review them.

versation to review them. SeonarQube analysis reported 3 issues

1 extra issue

3 extra issues + Q1
. 2 major
were not modified in the commit. Because thesz issues can't be reportad as line Mote: T) in the commit izsu=s can't be reportzd as line A
commen

issues can't be reportad as fine

omm to reduce its Cogn

= commented out code. [l

A
£ A

main” has 14 parama

e n “main” has 14 paramet
S
2T
Cleahd
Errad
builder_sonar @builder_sonar commel n commit 954, Qpe
SonarQube analysis reported 2 issues
builder_sonar @builder_sonar commentad on commi M P
- R builder_sonar Ebuilder_sonar commented on commit 34
SonarQube analysis reported 3 issues
were not medifisd in the commit. ssuss can't be reportad as line SonarQube analysis reported 3 issues

. 1 critical
. g?mzjc' . ®‘('lic.a
.+ 2

issues can't be reported as fine
issuss can't ba reportad as fin

s comm d out code.

n “main® has 14 param

builder_sonar @builder_sonar commentad on commi H Ty
H o

- N ~

SenarQuibe analysis reported 2 issues RETs

© A 2w

builder_sonar Ebuilder_sonar commes on commit 7boBEISE

ssues can't be repartad as fine

= builder_sonar @ builder_sonar commented on commit 28f58cdd 1

SonarQube analysis reported 3 issues

. ® 1 critica
+  2maier + (D) 1 oitica
.+ 2

SenarQube analysis reported 3 issues

— re found ssuss can't be reparted as fing
ff:f; are summarized here: Mote: ing issues were found on lines that were not modi n the commit 2 issues can't b reportad a5 line
= ;

are summ; d here:

1. (S) Refactor this function to reduc fts Cogn

code. !

n “main” has 14 paramatars, which

Femo

Y

mmes




Al Security Gates: npoBepkn

17 Application Inspector Enterprise
- " @aie_gitlab_bot - 11 hours ago

Maintainer

O NONm

Application Inspector detect 380 vulnerabilities for 18b4c963d:

Found vulnerabilities:
A 0Blocker
¥ 0High
¢+ 55 Medium
¢ 18 Low
307 Potential

» More results...

. See full AT HTML report in TeamCity build.

Edited by Application Inspector Enterprise just now

<

Resolve thread

L
Ll
L]

1

©@ @D

(17 Application Inspector Enterprise
- @aie_gitlab_bot * 11 hours ago

Maintainer

Application Inspector detect 378 vulnerabilities for 18b4c963d:

v ® Merge Request has been locked by current Al Security Gates

Threats Mapping:
info: Potential
minor: Low
major: Medium
critical: High
blocker: []

Security Gates:
info: 0@
minor: @
major: 2
critical: 1
blocker: @

Found vulnerabilities:
A 0 Blocker
¥ 0High
+ 53 Medium
+ 18 Low
307 Potential
» More results...

L See full ALHTML report in GitLab job.

Edited by Application Inspector Enterprise 1 minute ago

a Resolve thread

.
.
.

)



MHuTterpauma c TeamCity

E projects / 85 Dragulin / & g / &5 Application Inspect / O Test CodeQuality Run | ..| | Actions= | Edit Configuration Settings |+
©#10 (17 Feb 21 12:20) 1~
Overview Changes Buildlog Parameters  Artifacts = AIE Scan Report «® #9 | Alhistory | #11@ =

Positive Technologies Application Inspector 17 February 2021
Scan Result

Project dragulin_tests_application_inspector

Woebsite address httpy//localhost

Programming language JavaScript

Version 3.6.2.1212

Scan duration 0:00:08

Algorithm Search starting from entry points, Search starting of public and protected methods

Excluded files Tz, *.bmp, *.dib, *.dll, *.doc, ".docx, *.exe, *.gif, ".ico, " fif *jpe, *jpeb, *jpeqg, *.jpg, ".odt, “pdb, *.pdf, *.png,
“.rar, "swf, ".tif, ".tiff, ~.zip

Excluded modules Vulnerability search in source code, Black-box search

a The report includes results that match your preconfigured filters

Specific attributes Except suppressed
Confirmation status Confirmed, Automatically approved, No status

In the report it is not designated

Specific attributes Suppressed

Confirmation status Rejected

Source code checks Vulnerabilities filtered (Total) 112 (116)
Total files 935 Confirmed 0
Checked 955 Rejected 0

Files with vulnerabilities 4 Not processed 112(116)

Suppressed o)
Security policy
Breakdown of vulnerabilities

By severity

Medium 15



Open source

LLlaGnoHbl aBTOMaTusaummn ansa padotsl ¢ PT Al YTO NOYUTATD

AocCTynHbl Ha GitHub: e JIMYHbIN ONbIT: KaK BbIMSAMT Hawwa cuctema Continuous Integration

 ABTOMatusaumsa npoLeccoB pa3pabdboTku: kak Mbl B Positive
Technologies BHeapanu noen DevOps

qgithub.com/devopshqg/dohg-ai-best-practices

* MoaenupoBaHue NponM3BOACTBEHHbLIX NpoLeccoB B MT-komnaHnu

« PekomeHayemasi METOAMKA BHEOPEHUS
e YnpaBreHue XxaocoM: HaBOAMM MOPSAA0K C MOMOLLbIO

TEXHOITOrMYECKON KapThbil

e  CKpuNTbl MHCTANNSALUUN U peKoMeHaaumm no

HacTpownke cepBepHomn Yactn PT Application
Inspector + DevSecOps: kak Mbl BHeapsanun PT Application Inspector B HaLL

NPOAYKTOBbLIM KOHBENEP

» Dockerfile gnsa c6opkm AISA-knneHTa
(Windows u Linux) * [enumca HapaboTkamu B oneHcopce DevOpsHQ n Ha muTanax

Op!DevOps! (2016, 2017)

» LlabnoHsbl wWaroe 3anycka ckaHMpoBaHUS
yepes PT Application Inspector:

* job gna GitLab ClI,
« MeTapaHHepbl ang TeamCity

* [labnoHbl TUNoBbix nannnamHoB ana GitLab Cl ¢
BO3MOXXHOCTbIO BNOKMPOBAHUSA MEPOaX-PEKBECTOB.


https://github.com/devopshq/dohq-ai-best-practices
https://habr.com/ru/company/pt/blog/313616/
https://habr.com/ru/company/pt/blog/343884/
https://forworktests.blogspot.com/2018/12/blog-post.html
https://habr.com/ru/company/pt/blog/480754/
https://habr.com/ru/company/pt/blog/534458/
https://github.com/devopshq
https://www.youtube.com/playlist?list=PLEl1NAXHTFNxcKRN09VQThNbQ33neUyfn
https://www.youtube.com/playlist?list=PLEl1NAXHTFNyUW3toSkHLL4Jl1cw4vWkc

Al Security Gates

briokupoBKa mepaX-peKkBecToB

Amutpun ParynuH
Cl-uHxeHep otaena TEXHONOMMN N NPOLLECCOB pa3paboTku

iy
O

ptsecurity.com



Al Security Gates:
TPU pexxmma padoTbl

Pexumbl: WUHdpopmupoBaHus BNoKMpoBKU Ctporun

Bo3moxHocTu: (Information mode) (Block mode) (Strictest mode)
OXnpaHne OKOHYaHNS CKaHNMPOBaHUS Het Het [a
CoxpaHeHne HTML-oTyeTa B pipeline [a [a Ha
[y6nvpoBaHne TEKCTOBOIO OTYEeTa B

merge request thread fa fa fa
[MpoBepka npasun Security Gates n

yctaHoBka Code Quality Status fa fa fa
[onyckaeTca brioknpoBka merge request Het [a [a
[onyckaeTca brioknpoBka pipeline Het Het Ha
[onyckaeTtcsa 6riokMpoBKa Liara Her Het e

ny6nukaunmn aptedakta cbopku B registry



Al Security Gates:
Information mode

Al Information Mode

Al scan start stage Tests stage Building stage Upload stage External
@ Al Scan Report }( _____
(®  start Al Scan H ® Unit tests H ® Build H (® Upload to registry }_ .
©) Code Quality Status: ’4 i
Passed / Failed

‘ Pipeline: allways ‘
Pass if Build Success

Start downstream
pipeline ‘

Not blocked

Merge Request: ‘ !

8 3 Send emails /
4{ ®  Al-Scanning }—» ®  Security Gates }—»{ ®Chat Bots messages ’ - Don't wait for a scan

- Don't wait for a child pipeline
- Merge Request not blocked
’ - Security Gates not checked

L If failed —> @ Send info on problem - Build doesn't fail

to monitoring system




Al Security Gates:
Lock mode

Al Lock Mode

External

Al scan start stage

)

Start Al Scan

Al Scan Report |
e (running) J<

Tests stage Building stage Upload stage

® AlScan Report }

H @ Unit tests }—){ @ Build H @ Upload to registry }7
Code Quality Status: F_ -

@ Passed / Failed

‘ Pipeline: allways
Pass if Build Success

Start downstream
pipeline [ Merge Request: Blocked ]

_________________________________________________________________________________________

. . Send emails / .
*)( ®  Al-Scanning }—> ®  security Gates H @Chat Bots messages w - Don't wait for a scan

- Don't wait for a child pipeline
- Merge Request not blocked
e W - Security Gates not checked

@ Send info on problem - Build doesn't fail

— If failed ) to monitoring system




Al Security Gates:
Strictest mode

Al Strictest Mode External
( ® Al Scan Report: }4 _____
(running)
Al scan start stage Tests stage Building stage Upload stage
® AlScan Report }(—---.
@ Start Al Scan H @ Unit tests }—){ @ Build }----{Upload to registry } @ CodeF(’I; L:;Iétg S }(J
A A ( () Code Quality Status: o
y ! | L Failed !
anua '
Start downstream only Trigger [ Pipeline: Failed ] !
pipeline if failed [ Merge Request: Blocked ] '
; . | - Send emails / ' - Don't wait for a scan
_>{ ®  Al-Scanning H )  Security Gates | > © P —— ’ : - Wait for a child pipeline
; - Merge Request blocked
! - Security Gates checked
i failed (@) Send info on problem » () Approve build/ . - Build fails
ale to monitoring system - Run upload




NMpumep paborTbl C BeTKamMmm

Tag
0.1

master

Information mode ——» f > -
) A
hotfixes \
release
Lock mode = Dbranches ‘_).__}.q_}. O

Strictest mode —p develop E SO>O>C E : _ >6 / §5

feature \5\;“; \é—}.—}.

Information mode =——» branches

!:I:ime — )




NemoHCcTpauusa
Al Security Gates n mepaox-pekBecThbl

Amutpun ParynuH
Cl-uHxeHep otaena TEXHONOMMN N NPOLLECCOB pa3paboTku
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ptsecurity.com



NemoHCcTpauusa
Pabota c yassumoctamu. PT Al B Cl

: A AHTOH BonogueHko
: PyKoBOAMTENb rpynnbl 06ecneyeHys kayecTsa

ptsecurity.com



JaKknwoueHme

/§ Anekceit XKykoB
-

¥ OkcnepT oTaena cucTteMm 3allmThl NPUNOXKEHNI

ptsecurity.com



Kak npoBectn nunor
PT Application Inspector

=_

Do B o BEon TR W

|m | o - -
3anonHute NMoanucaHne NDA, PasBepTtbiBaHue PT Al: MUNOTHLIN NPOEKT OTueT
3asiBKy Ha CTpaHuue 3arnonHeHve aHKeThbl yCcTaHOBKa, HacTpoWika, Mpuv NoaAep)KKe SKCNepToB O HanAeHHbIX
PT Application Inspector O NPUNOXKEHUSAX NOAKMIOYEHNE NPUOXKEHWIA Positive Technologies YA3BAMOCTSIX
H nT ]
VIJ'II/Ia()BC;)aKVITeer BebuHap: BebuHap: MNpe3eHTauus
C NepcoHarnbHbIM MEHEIPKEPOM paboTa ¢ NpoayKTOM paboTa C ysi3BUMOCTSMMU pes3ynsraTtoB

Positive Technologies
NN NapTHepa KoMnaHum

ptsecurity.com/ru-ru/products/ai/



https://www.ptsecurity.com/ru-ru/products/ai/
https://www.ptsecurity.com/ru-ru/partners/auth-partners/
https://www.ptsecurity.com/ru-ru/products/ai/

—OSITIVE
~T TECHNOLOGIES

NoppobHee

ptsecurity.com/ru-ru/products/ail
github.com/devopshqg/dohg-ai-best-practices

AJNEKCEWN XYKOB
TUMYP T'MNIbMYITIUH

@ BiAooS
OMUTPUI PATYIVH W) @BigAppSec

AHTOH BOJIOAYEHKO

ptsecurity.com


mailto:alzhukov@ptsecurity.com
mailto:tgilmullin@ptsecurity.com
mailto:dragulin@ptsecurity.com
mailto:avolodchenko@ptsecurity.com

	Слайд номер 1
	PT Application Inspector:�серия вебинаров
	План вебинара
	Введение�PT Application Inspector для команды
	PT AI как часть DevSecOps�От простого к сложному
	DevSecOps�PT AI в разработке ПО: блокировка релиза
	Процессы DevSecOps в PT
		
	Сборочный процесс�с использованием PT Application Inspector
	AI Security Gates�Правила и группировки
	SonarQube codequality
	AI Security Gates: проверки
	Интеграция с TeamCity
	Open source
	AI Security Gates�Блокировка мердж-реквестов
	AI Security Gates:�три режима работы
	AI Security Gates:�Information mode
	AI Security Gates:�Lock mode
	AI Security Gates:�Strictest mode
	Пример работы с ветками
	Демонстрация�AI Security Gates и мердж-реквесты
	Демонстрация�Работа с уязвимостями. PT AI в CI
	Заключение
	Как провести пилот�PT Application Inspector
	Подробнее

