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PT Sandbox Pt

Sandbox

MNecoyHnua Ans 3alnThbl OT LieNeBbIX
N MacCOBbIX aTak, B KOTOPbIX i—

MCMONb3YTCS HEN3BECTHOE —— S —
BpeaoHocHoe MO 1 yrposbl HyNneBoro AHs
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dannos n Tpaduka (Bknovas WM POBAHHLIN)

« [NopaepxunBaeTt rmbKyo HAaCTPOMKY BUPTYanbHbIX
cpen v 3awmileHa oT TeXHUK obxoaa necodHuLy
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Proof of concept
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OCern  orakvuF
N

Project



Proof of concept

DRAKVUF. Linux-nnarvHe.i;

syscalls — TpaccmnpoBka CUCTEMHbIX BbI3OBOB
filetracer — onepauuun ¢ dannoBon cUCTEMOU



Proof of concept

{"Plugin":"filetracer","TimeStamp":"1664202814.437036","PID":273,"PPID":1,"TID":273, "UserName":"UID", "UserId":0, "ProcessNam
e":"/1lib/systemd/systemd-journald",6 "Method":"vfs_read", "EventUID":"@x1450", "Permissions":"444" "FileName":"/1/sessionid", "M
ode" :"MODE_S_IFREG","count":"1024","pos":"-89110902735120"}
{"Plugin":"filetracer","TimeStamp":"1664202814.439160","PID":273,"PPID":1,"TID":273,"UserName":"UID", "UserId":®, "ProcessNam
e":"/lib/systemd/systemd-journald",6 "Method":"vfs_read", "EventUID":"0Ox1U456","Permissions":"d44y" "FileName":"/1/sessionid", "M
ode":"MODE_S_IFREG","count":"1024" K "pos":"-89110902735120"}
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{"Plug] ) y rocessNam
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";"MOD!aStra@astra:~$ lsb release -a .
{IPEUQ'HD L5B modules are available. pelieizte

/Uib/SYpictributor 10: RstralinuxCE e B
F{’g{t’l; Descriptiaon: Rstra Linux CE 2.12.4d (Orel) I
/lib/syEEIEESE: 2.12.44 R
.procs'EDdenamE: orel

{uplug:aatra@astra:~$ uname -4 Locessnam
eu:u/u!LiﬂUK astra 5. 1H.H-1H38 . d8-generic #Hastrad SMP ked Hug 25 18:32:HY UTC 2HZ21 =BG6_6d GHUALinusx - "MODE_S

IFCHR" EIS'tI"EI@EIStFEI!N$ I o

[Mpumep paboTtbl nnarunHa filetracer
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Procmon. Teopusa

« Kak a4po nopoxaaeT npoLecce
« [pne xpaHutcsa nHgopmaums o npoueccax




Kak sagpo nopoxpaaer npouecc Pt

Running process

system ("whoami")

ObpalleHue K

CuCTeMHbIN BbI30OB (vfork, clone)
[TooMeHa gaHHbIX C MOMOLLLIO
BbinonHeHne komaHabl




Kak sagpo nopo)xxpaer npouecc P

C Bepcuu agpa 5.10 Ha 3ameny fork (vfork) npuwen clone (kernel _clone)

#ifdef __ARCH_WANT_SYS_FORK SYSCALL_DEFINES(clone, unsigned long, clone_flags, unsigned long, newsp,
SYSCALL_DEFINE®(fork)

int __user *, parent_tidptr,

int __user *, child tidptr,
unsigned long, tls)

tifdef CONFIG_MMU

struct kernel_clone_args args = {

.exit_signal = SIGCHLD,
_ struct kernel_clone_args args = |

return ERGTIRINETTS (Sue ) ; flags (lower_32_bits(clone_flags) & ~CSIGNAL),

o et it A e mode ¥/ . pidfd parent_tidptr,

return -EINVAL: .child_tid child_tidptr,
- .parent_tid parent_tidptr,
.exit_signal (lower_32_bits(clone_flags) % CSIGNAL),
.stack newsp,
#ifdef _ ARCH_WANT_SYS_VFORK ) -ES =,
SYSCALL_DEFINE®(vfork) 53

struct kernel_clone_args args = { return kernel_clone(&args);
flags ~ CLONE_VFORK | CLONE_VM, 1
.exit_signal = SIGCHLD,

return kernel_clone(&%args);




oe xpaHurca uHdopMmaumnsa
O npoueccax

ApepHas cTpykTypa , ONMMCblBatoLLas npouecc B Linux

/ include / linux / sched.h

644 struct task_struct {
#ifdef CONFIG_THREAD INFO_IN_TASK

struct thread_info thread_info;
#endif

volatile long state;

randomized_struct_fields_start

void
refcount_t

unsigned int
unsigned int

pt



oe xpaHurca uHdopMmaumnsa
O npoueccax

AQpo XxpaHUT KOpoTKkoe NMs panna pasmepom (C yueTom HyneBoro 6aunTa)

comm| TASK_COMM_LEN] ;

struct nameidata *nameidata;




Procmon. PoC

[lepBas Bepcua nnarvHa:

[Tone HEe COOEepPXUT
abConTHOro NyTM UCNonHsgemMoro danna

HeT nHdopmaumm o KomaHgHOWN CTPOKE
OTCyTCTBYIOT NEPEMEHHbIE OKPYXXEHUSA

Plugin

TimeStam
FID: 145
PPID: 13
TID: 145
UserName
UserId

Processh
Method

EventUID

“procmon_alpha”
p: "1648735724.297458"

1
4
1
“uID"

le8e

ame: "superlongnamefo”

veat

"do exec

LR} :E!}: E L L}

common.isra.a"



AGCONIOTHLIN NYTh
mcnonHaemoro cdauna

UTteHne abCcontoTHOro NyTU He peanu3oBaHo B Koae

char* linux_get process_name(drakvuf t drakvuf, addr_t process base, bool fullpath)
{
UNUSED(fullpath);
ACCESS_CONTEXT(ctx,
.translate_mechanism = VMI_TM _PROCESS PID,
.pid = 9,
.addr = process_base + drakvuf->offsets[TASK STRUCT_ COMM]
)

return vmi_read str(drakvuf->vmi, &ctx);



AGCONIOTHLIN NYTh
mcnonHaemoro cdauna




AGCONIOTHLIN NYTh
mcnonHaemoro cdauna

task struct->mm_struct->exe_file->f path

#define PATH_MAX 4096
char* p = NULL, *pathname;
struct mm_struct* mm = current->mm;
if (mm)
{
down_read(&mm->mmap_sem) ;
if (mm->exe_file)

{
pathname = kmalloc(PATH_MAX, GFP_ATOMIC);
if (pathname)
p = d_path(&mm->exe file->f path, pathname, PATH MAX);
}

up_read(&mm->mmap_sem);



A6GCOnNOTHLIM NYTb pt
mcnonHaemoro cdauna

char *d_path(const struct path *path, char *buf, int buflen)
{

char *res = buf + buflen;

struct path root;

int error;

° q)yHKU'M;l COCTONT N3 HEeCKOJ1bKNX , We have various synthetic filesystems that never get mounted. On

* these filesystems dentries are never used for lookup purposes, and

60”'3'.” MX ¢)yHKL“/”7| * thus don't need to be hashed. They also don't need a name until a

* user wants to identify the object in /proc/pid/fd/. The Little hack
* below allows us to generate a name for these objects on demand:

« [lyTb YynTaercs B obpaTtHOM nopsiake

* Some pseudo inodes are mountable. When they are mounted

° ECTb MHO)KeCTBO yCHOBMﬁ, KOTOpble Hy)KHO f path->dentry == path->mnt->mnt_root. In that case don't call d_dname

and instead have d_path return the mounted path.

yL‘l MTblBaTb if‘ (path->dentry->d_op && path->dentry->d_op->d_dname &&
(1IS_ROOT(path->dentry) || path->dentry != path->mnt->mnt_root))

° CﬂO)KHO peanm3yeTCﬂ return path->dentry->d_op->d_dname(path->dentry, buf, buflen);

rcu read lock(): Complex functions

get_fs_root_rcu(current->fs, &root);
error = path_with_deleted(path, &root, &res, &buflen);
rcu_read_unloc ;

if (error < @)
res = ERR_PTR(error);
return res;

}
EXPORT_SYMBOL (d_path) ;




A6GCOnNOTHLIM NYTb pt
mcnonHaemoro cdauna

static int prepend_path(const struct path *path,

— OCHOBHas oyHKUA, oo Eoufrar vt “outien
co3gatoulasi CTPOKYy ¢ abContOTHBIM NyTEM

struct dentry *dentry;
struct vfsmount *vfsmnt;
struct mount *mnt;

Henb3sa obpaTuTbCs K MOt CTPYKTYpPbI irc error =05
un51g:e s?q, m_seq = 9;
HanpsiMyto, HY>XHO MPOYUTaTb N NOCUYNTATb char “bptrs

cMeleHne Kaxgoro non4d FETNESSARTGER () ;

restart_mnt:
read_seqbegin_or_lock(&mount_lock, &m_seq);
seq = O;
rcu_read_lock();
restart:
bptr = *buffer;
blen = *buflen;
error = 0;
dentry = path->dentry;
vfsmnt = path->mnt;
mnt = real_mount(vfsmnt);
read_seqgbegin_or_lock(&rename_lock, &seq);
while (dentry != root->dentry || vfsmnt != root->mnt) {
struct dentry * parent;

if (dentry == vfsmnt->mnt_root || IS_ROOT(dentry)) {
struct mount *parent = READ_ONCE(mnt->mnt_parent);
struct mnt_namespace *mnt_ns;




AGCONIOTHLIN NYTH
mcnonHaemoro cdauna

Korga xoten Hanucatb npoctoun nnarnH ansg DRAKVUF




AGCONIOTHLIN NYTh
mcnonHaemoro cdauna
YacTtb yHKUNM B DRAKVUF

static void prepend_path(drakvuf_t drakvuf, addr_t path, addr_t root, GString* b)
{
ACCESS_CONTEXT (ctx,
.translate_mechanism = VMI_TM_PROCESS_DTB,
.dtb = drakvuf->kpgd,
.addr = path + drakvuf->offsets[PATH DENTRY]):
addr_t dentry;

if (VMI_FAILURE == vmi_read_addr(drakvuf->vmi, &ctx, &dentry))

s
C

PRINT_DEBUG("Can't get path->dentry from struct path\n");
return;

ctx.addr = path + drakvuf->offsets[PATH_MNT];
addr_t vfsmnt;
if (VMI_FAILURE == vmi_read_addr(drakvuf->vmi, &ctx, &vfsmnt))
{
PRINT_DEBUG("Can't get path->mnt from struct path\n");
return;

addr_t root_dentry;
ctx.addr = root + drakvuf->offsets[PATH_DENTRY];
if (VMI_FAILURE == vmi_read_addr(drakvuf->vmi, &ctx, &root_dentry))

r

1
PRINT_DEBUG("Can't get root->dentry from root\n");

return;



AGCONIOTHLIM NYTb
mcnonHaemoro cdauna

[TonHbIN NYTb 4O UCNONMHAeMOoro dpavna B none

Plugin: "procmon"

TimeStamp: "1664226785.979647"

PID: 1620

PPID: 1

TID: 1620

UserName: "UID"

UserId: ©

ProcessName: "/usr/lib/NetworkManager/nm-dispatcher”

Method: "do _execveat common”




B nouckax poamtens

OcobeHHOoCTH

PID — pogutenb
NewPid — nopoxagaembin npouecc

OcobeHHOCTN nepexBara

PID y>xe onpeneneH
Haxoaonmcsa B goyepHeMm npotlecce

whoami

FID: 1 FPID: O

FID: £ FFID: .

dralvuf intercept
do_execwveat cComMon

FID: 1 PID: 2 PPID: : whoami
NewPFid: 2

Cxema co3gaHusa npouecca



B nouckax poaurens

Kak nony4utb nHgopmauumio o npouecce no PID

bool drakvuf_get process_by pid(drakvuf_t drakvuf, vmi_pid t pid, addr_t* process, addr_t* dtb)

{
pass_context t pctx =
{
.pid = &pid,
.process = process,
.dtb = dtb
}s

// Get process by pid
drakvuf_enumerate_processes(drakvuf, process_visitor, (void*)(&pctx));

if (!*process || !*dtb)
return false;
return true;



B nouckax poaurens

drakvuf->osi.
drakvuf->osi.
drakvuf->osi.
drakvuf->osi.
drakvuf->osi.
drakvuf->osi.
drakvuf->o0si.
drakvuf->osi.
drakvuf->osi.
drakvuf->o0si.
drakvuf->osi.

Windows

is wowb4 = win_is wow64;

get_function_argument = win_get function_argument;
get_function_return_address = win_get_ function_return_
enumerate_processes = win_enumerate_ processes;
enumerate_processes_with_module = win_enumerate_proce:
enumerate_drivers = win_enumerate_drivers;
enumerate_process_modules = win_enumerate_process_modt
is_crashreporter = win_is_crashreporter;

find_mmvad = win_find_mmvad;

traverse_mmvad = win_traverse_mmvad;

is mmvad_commited = win_is_mmvad_commited;

drakvuf->o0si.
drakvuf->o0si.
drakvuf->osi.

drakvuf->osi

drakvuf->osi.

drakvuf->o0si

drakvuf->osi.
drakvuf->osi.
drakvuf->osi.

drakvuf->o0si

drakvuf->osi.

drakvuf->osi

drakvuf->osi

.get_current_process_name =
drakvuf->osi.

.get_current_thread_id =

.get_process_data =

.export_lib_address =
drakvuf->osi.
.get_function_return_address =
drakvuf->osi.

Linux

get_current_thread = linux_get current_thread;
get_current_process = linux_get_current_process;
get_process_name = linux_get_process_name;

linux_get current_process_name;

get _process_userid = linux_get process_userid;
get_current_process_userid = linux_get_ current_process_userid;
linux_get_current_thread_id;
get_process_pid = linux_get process_pid;

get_process_tid = linux_get process_tid;

get _process_ppid = linux_get process_ppid;

linux_get process_data;

exportsym _to_va = linux_eprocess_sym2va;

get_1lib_address;

get_function_argument = linux_get function_argument;

linux_get function_return_address;

check_return_context = linux_check_return_context;

NuTepdenc doyHkumn OC B DRAKVUF



B nouckax poaurens
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B nouckax poauTtens Pt

— HYJ1IeBOU npoLecc

struct task_struct init_task

— ||nked ||St (MO)KHO #ifdef CONFIG_ARCH_TASK_STRUCT_ON_STACK

__init_task_data

#endif

MoJy4nTb JOCTYMN KO BCEM MpoLieccam T ——
B cucteme) '

L
#ifdef CONFIG_THREAD_INFO_IN_TASK
.thread_info INIT_THREAD_INFO(init_task),
.stack_refcount REFCOUNT_INIT(1),
#endif
.state
.stack
.usage
.flags
.prio
.static_prio
.normal_prio
.policy
.cpus_ptr
.cpus_mask
.nr_cpus_allowed
.mm
.active_mm

9,

init_stack,
REFCOUNT_INIT(2),
PF_KTHREAD,
MAX_PRIO - 20,
MAX_PRIO - 20,
MAX_PRIO - 20,
SCHED_NORMAL,
&init_task.cpus_mask,
CPU_MASK_ALL,
NR_CPUS,

NULL,

&init_mm,

struct sched_info sched_info;

Pointer to another task
struct list_head tasks;




B nouckax poauTtens Pt

#define INIT_TASK_COMM "swapper"

.ptraced LIST_HEAD_INIT(init_task.ptraced),
HyJ'IeBOVI npouecc NnMmeet Mda swapper .ptrace_entry LIST_HEAD_INIT(init_task.ptrace_entry),

.real_parent &init_task,
.parent &init_task,
.children LIST_HEAD_INIT(init_task.children),
.sibling LIST_HEAD_INIT(init_task.sibling),
.group_leader = &init_task,
RCU_POINTER_INITIALIZER(real_cred, &init_cred),
RCU_POINTER_INITIALIZER(cred, &init_cred),
. comm = INIT_TASK COMM,

INIT_THREAD,

&init_fs,

&init_files,




nouckKkax pogurens

bool linux_enumerate_processes(drakvuf_t drakvuf, void (*visitor_func)(drakvuf_t drakvuf, addr_t eprocess, void* visitor_ctx), void* visitor_ctx)

{
addr_t list head;
if (!linux_find process list(drakvuf, &list head))
return false;

addr_t current_list_entry = list_head;
addr_t next_list_entry;

do
{

addr_t process_base = linux_process_list_entry_to_process(drakvuf, current_list_entry);
visitor_func(drakvuf, process_base, visitor_ctx);

if (!linux_find_next_process_list_entry(drakvuf, current_list_entry, &next_list_entry))

{
PRINT_DEBUG("Failed to find next task!\n");
return false;

}

current_list_entry = next_list_entry;
} while (list_head != next_list_entry);

return true;

MmnnemeHTauusa doyHkuum linux_enumerate _process



Procmon. Utorm Pt

Plugin: "procmon"

» [losiBunackb Linux-Bepcus nnarnHa | TimeStamp: "1664244505.483220"
 DRAKVUF 3HaunTenbHO gopaboTaH nopg Linux PID: 1212

« Tenepb nucaTtb NNarnHbl ctano ygobHee n bbicTpee PPID: 599
TID: 1212
UserName: "UID"
UserId: 1000
ProcessName: "/bin/bash”

Method: "do_execveat common"
EventUID: "©@xc”

ThreadName: "bash”
a tklengyel commented on Apr 21 NewPid: 3296
NewTid: 3296
Fantastic addition, thanks for sending the PR. CommandLine: "ls --color=auto -1a"

" ImagePathName: "/bin/ls™




MITRE ATT&CK.
NepBuuHaa 3KcneprTu3a

KritouyeBble TaKTUKW:
 Defense Evasion
 Credential Access
« Execution

AHanun3 nnarnHoB:
e procmon
* filetracer



MITRE ATT&CK.
NepBuuHaa 3KcneprTu3a

« procmon — BbiBOg LD PRELOAD

» [lepexBaT Bash-komaHn B sgpe

« socketmon — nepexsaT ceTEBOW aKTUBHOCTM

* ptracemon — nepexsaT BbI30Ba ptrace

* ebpfmon — nepexsar Bbi3oBa bpf

* [lepepaboTka nHTEPdENCa Onda HanMcaHus nnarmHoB

() README.md
~ T1056

> 001

> 002

(i README.md
> T1539

> T1552

> T1555

( README.md
v defense_evasion
> T1055

> T1070

> T1205

> T1222

> T1548

> T1574

> T1622

(i README.md
v execution

> T1053

> T1059

> T1106

> T1129

> T1569

() README.md



Copep>xxaHue

« KopoTtko o PT Sandbox
* Proof of concept

* Procmon

e Unixsocketmon

 Ptracemon
 AHanun3 eBPF B Astra Linux

e 3aknto4vyeHumne



NMepexear komaHg Bash B sgpe Pt

Bash processing
(parse input, split to commands, do piping, etc)

Builtin or function?

execve User Space

drakvuf intercept Kernel Space
do_execveat_common

YrnpouleHHasa cxema obpaboTkm KomaH




Nepexsar komaHng Bash B agpe Pt

3a4yem n3obpetaTb Benocunen?



Nepexsar komaHng Bash B agpe Pt

X*
* Function wrapper - execve()
*/
__attribute_ ((visibility("default"))) int execve (const char *filename, char *const argv[], char *const envp[])

{

static int (*func)(const char *, char * const *, char * const *);
FN(func, int, "execve", (const char *, char * const *, char * const *));

snoopy_entrypoint_execve_wrapper_init(filename, argv, envp);
snoopy_action_log syscall exec();
snoopy_entrypoint_execve_wrapper_exit();

return (*func) (filename, argv, envp); #1f defined(RTLD_NEXT)
# define REAL_LIBC RTLD_NEXT
#else
# define REAL_LIBC ((void *) -1L)

#ftendif

#define FN(ptr, type, name, args) ptr = (type (*)args)dlsym (REAL_LIBC, name)

github.com/a2o/snoopy



Nepexsar komaHng Bash B agpe Pt

UTo npegnaraet MHTEPHeET?

alias iso8601="date +%Y-%m—%dT%H:%M:%S"

set -x Is fine, but if you do something like:

justlog(){
name=$(basename "$1")
log=~/1logs/${name}-$(is08601) set -x;
||$@|| = ||$'Logu 2581
command ;

set +Xx;

}

timelog(){
name=$(basename "$1")
log=~/logs/${name}-$(is08601)
# https://github.com/wwalker/ilts
# You could replace ilts with ts

# /usr/bin/ts %FT%H:%M:%.S
"$@" |& ilts -S -E > "$log" 2>&1 trap 'echo "# $BASH_COMMAND"' DEBUG




NMpenapupyem Bash

BASH

THE BOURNE-AGAIN SHELL




NMpenapupyem Bash

#define _ NR drakvuf 1337
void call drakvuf(char* line)

{
int ret;
asm(
"syscall”
"=a" (ret)
"0" (__NR_drakvuf), "D" (line)
: "rex”, "rll", "memory”
)
}

Dirty hack — inline assembly B ucxogHom koge



NMpenapupyem Bash

void
bash_syslog_history (line)
const char *line;

char trunc[SYSLOG_MAXLEN];
static int first = 1;

if (first)
{
openlog (shell name, OPENLOG OPTS, SYSLOG FACILITY);
first = 0;
}

if (strlen(line) < SYSLOG_MAXLEN)
syslog (SYSLOG FACILITY|SYSLOG_LEVEL,| "HISTORY: PID=%d UID=%d %s", getpid(), current user.uid, line);
else
{
strncpy (trunc, line, SYSLOG_MAXLEN);
trunc[SYSLOG_MAXLEN - 1] = '\@';
syslog (SYSLOG_FACILITY|SYSLOG_LEVEL, "HISTORY (TRUNCATED): PID=%d UID=%d %s", getpid(), current_user.uid, trunc);
}

(DyHKLI,I/IFI, oTBEYallWad 3a OTMNnpaBKy AaHHbIX B AE€MOHa



NMpenapupyem Bash

NcTopumsa KomaHA BKITHOYEHA MPUHYANTENBHO

Bash moguduumpyetcsa no Heob6xoanMocTH

ITormpoBaHune He 3aBUCUT OT KOHAUIypaLuum o060onoYKku
[Mporpammsbl U3 user space He MOryT NOBMUATb Ha AaHHbIe

/* Define if you want each line saved to the history list in bashhist.c:
bash_add history() to be sent to syslog(). */
/* #define SYSLOG _HISTORY */
#if defined (SYSLOG_HISTORY)
LOG_USER

LOG_INFO

LOG_PID
#endif



Ananu3s syslog Pt

TREAM connection

° Syslog - beHKLI,VlFl N3 libc if (LogType == SOCK_STREAM)

++bufsize;
* Sysca” SySIOg HE I/ICI-I()'I-I|:>3)/eTCﬂ if (!connected || __send (LogFile, buf, bufsize, MSG_NOSIGNAL) < 0)
* ,D,aHHble OoTnpaBiAaAOTCA B JEMOHAa { if (connected) " send data through unix sockets
C MOMOLLIbI0 COKETOB C ) try o reopen e syeflog come Q328N

openlog_internal (NULL/ LogStat | LOG_NDELAY, LogFacility);

1
J

if (!connected || __send (LogFile, buf, bufsize, MSG_NOSIGNAL) < @)

I
L




syslog — unixsocketmon P

[Tpouecc nony4vyeHns komaHabl Bash ns user space B kernel space

SYSCALL_DEFINE6(sendto, int, fd, void __user *, buff, size_t, len,
unsigned int, flags, struct sockaddr __user *, addr,
int, addr_len)

return __sys_sendto(fd, buff, len, flags, addr, addr_len);

| \ Different syscalls

Same function

SYSCALL_DEFINE4(send, int, fd, void __user * uff, size_t, len,
unsigned int, flags)

return __sys_sendto(fd, buff, len, flags, NULL, @);

drakvuf

command

User Space

Kernel Space

intercept s sendto

bash command




Unixsocketmon

{"Plugin®: "unixsocketmon", "TimeStamp":"1663781111.154071"  "PID":1718,6"PPID":1715,"TID":1718, "UserName" : "UID" , "UserId":1000, "ProcessName":"/bin/b
ash", "Method": "sock_sendmsg", "EventUID": "Oxfb", "Type":"AF_LOCAL" ,"Size":85, "Value": "<1U4>Sep 21 20:25:11 /bin/bash[1718]: HISTORY: PID=1718 UID=1
000 CommandLine: uname -a"

{"Plugin": "unixsocketmon", "TimeStamp":"1663781113.808604"  "PID":1718,6 "PPID":1715,6"TID":1718, "UserName" : "UID" , "UserId":1000, "ProcessName":"/bin/b
ash", "Method": "sock_sendmsg", "EventUID": "0x12a", "Type": "AF_LOCAL","Size":92,"Value":"<1U4>Sep 21 20:25:13 /bin/bash[1718]: HISTORY: PID=1718 UID=
1000 CommandLine: echo Hello, PT!"}

{"Plugin”: "unixsocketmon", "TimeStamp":"1663781116.022816" ,"PID":1718,6 "PPID":1715,"TID":1718, "UserName" : "UID", "UserId":1000, "ProcessName":"/bin/b
ash", "Method": "sock_sendmsg", "EventUID": "Ox154", "Type": "AF_LOCAL", "Size":109,"Value": "<1U4>Sep 21 20:25:15 /bin/bash[1718]: HISTORY: PID=1718 UID
=1000 CommandLine: echo \"Hello, with double quotes\""}

{"Plugin™: "unixsocketmon™, "TimeStamp":"1663781120.166077","PID":1718, "PPID":1715,"TID":1718, "UserName" : "UID" , "UserId" :1000, "ProcessName": " /bin/b
ash", "Method": "sock_sendmsg", "EventUID": "0x17e", "Type": "AF_LOCAL", "Size":134,"Value": "<14>Sep 21 20:25:20 /bin/bash[1718]: HISTORY: PID=1718 UID
=1000 CommandLine: for i in ‘seq 1 5'; do echo \"Builtin bash loop: $i\"; done"}

@aiin  Mpaeka Hactpoilka Cnpaeka

Cl Is

astralastra:~$% uname -a

Linux astra 5.18.B-1845-generic Hastras+ciZB SMP Fri Apr 29 16:51:38 UTC 2822 xB

astralastra:~$% echo Hello, PT!

Hello, PT!

astraBastra:~% ec Hello, with double guotes”

Hello, with double quotes

astrafastra:~$ for i in seq 1 5 ; do echo "Builtin bash loop: $i"; done
0

6_64 GNU/Linux

Builtin bash loop: 1
Builtin bash loop: 2
Builtin bash loop: 3
Builtin bash loop: 4
Builtin bash loop: 5

=+

astraf@astra:~

[Mpmep paboTbl NnarnHa unixsocketmon
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Ptracemon pt

[lepexBaT 0QHOro CUCTEMHOIO BbI30Ba ptrace

#define PTRACE_TRACEME

#define PTRACE_PEEKTEXT

SYSCALL_DEFINE4(ptrace, long, request, long, pid, unsigned long, addr, #define PTRACE PEEKDATA
unsigned long, data) ' -

( #define PTRACE_PEEKUSR
struct task_struct *child; #tdefine PTRACE_POKETEXT
long ret; #define PTRACE_POKEDATA
if (request == PTRACE_TRACEME) { #define PTRACE_POKEUSR

ret = ptrace_traceme(); #define PTRACE CONT
goto out; —

} #define PTRACE_KILL
#define PTRACE_SINGLESTEP

O oo~~~ bwmMNE®

child = find_get_task_by_vpid(pid);
if (!'child) {
ret = -ESRCH; #define PTRACE_ATTACH

goto out; #define PTRACE_DETACH

#define PTRACE_SYSCALL




Ptracemon Pt

{"Plugin": "ptracemon","TimeStamp":"1664270646.444392" "PID":6400, "PPID":6399,"TID":6U400, "UserName" :"UID", "UserId":0, "ProcessNa
me":"/home/astra/linux-inject/inject", "Method":"ptrace", "EventUID":"@x1", "Type":"PTRACE_ATTACH", "TargetPID":6373,"TargetProces
sName":"/home/astra/linux-inject/sample-target"}

{"Plugin": "ptracemon","TimeStamp":"1664270646.462064" ,"PID" :6400, "PPID":6399,"TID":6U400, "UserName" :"UID", "UserId":0, "ProcessNa
me“'"/home/astra/Llnux 1nJect/1nJect“ “Method“'“ptrace“ “EventUID“'"@x2“ "Type“'“PTRACE GETREGS" "TargetPID“ 6373 “TargetProce

{"Plu terId":0, "ProcessNa
: a9 R ol Al :6373,"TargetProce

{"Pluf>] serId":0, "ProcessNa

me' ®ain MpaBka Hacipokka Cnpaeka p":6373, "TargetProc
essNa

{"PLu <R = Q terId":0, "ProcessNa
me" : " = " : 6373, "TargetProc
essNajastra@astra:~/linux-inject$ sudo ./inject —-n sample-target ./sample-library.so

{"Plul targeting process ':.r.jmple—tr.jr‘get” With pid 6373 (Ll Bty EstseeE k
Y [s)dg ace (PTRACE_GETSIBINFO) failed " :6373, "TargetProc
frprulastralastra:~/linux-inject$ | LerId":@, "ProcessNa

[Mpumep paboTbl NnarnHa ptracemon
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AHanmaupyem eBPF
B Astra Linux

eBPF

Extended Berkeley Packet Filter



AHanmaupyem eBPF
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=y cBPF

Extended Berkeley Packet Filter

Security

ae,am;‘

*
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AHanmaupyem eBPF pt
B Astra Linux

s CBPF

Extended Berkeley Packet Filter

Observability &
monitoring
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(Process - Metrics
+ Process - Histograms eBPF
@(ea PF apr - Events MapS

Security Tracing & profiling Networking

*
+ K%Z,eBIPF VFS a(&BPF
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AHannanpyem eBPF
B Astra Linux

CpaBHeHue Ha npumepe ¢ (traffic control) 3 nakera

astral@astra:~% 1dd /sbin/tc
linux-vdso.so. 1 (BxBEBET7TTTa"Tadubl )
libelf.so.1 =» Jusr/lib/xBb_bd-linux—gnu/libelf.so.1 (BxBEBH7d2dT91114808)
libm. so.b => /lib/xBb_bd-linux-gnu/libm.so.b (BxBEUEYd2dTEedddbd )
libdl .s0.2 => /11ib/x86_6Gd-1inux—gnu/libdl so.2 (BxBBBE7d2dT8ch38HA)
libc.so.6 =>» /lib/x8b_bd-linux—gnu/libc.so.b (BxBEBB7dZdT8B6a0ld0 )
libz.s0.1 => /lib/xB6_bd-linux-gnu/libz.s0.1 (BxBOBBTY32dTE650008 )
/11b6d/1d-11nux-=x86-64.50.2 (BxBBEAT7dZ2d 395906800 )

astra@astra:~$ |

:-$ 1dd /sbin/tc
linux-vdso.so.1 (Ox00007ffd0a3ead0o)
1ibbpf.s0.0 => /1ib/x86_64-1inux-gnu/Llibbpf.s0.0 (0x00007fc5d90af000)
libelf.so0.1 => /1lib/x86_64-1inux-gnu/libelf.so.1 (0x00007tc5d9091000)
1ibmnl.so0.0 => /1ib/x86_64-1inux-gnu/libmnl.s0.0 (Ox00007fc5d9089000)
1libbsd.s0.0 => /1ib/x86_64-1inux-gnu/libbsd.s0.0 (0x00007fc5d9071000)
libcap.so.2 => [1ib/x86_64-1inux-gnu/libcap.so.2 (0x00007fc5d9066000)
libm.so.6 => /1ib/x86_64-1inux-gnu/1libm.so.6 (0x00007fc5d8f7f000)
libxtables.so0.12 => /1ib/x86_64-1inux-gnu/libxtables.so0.12 (0x00007fc5d8f6a000)
libc.so.6 => /1ib/x86_64-1inux-gnu/1libc.so0.6 (Ox00007fc5d8d42000)
libz.so.1 => /1ib/x86_64-1inux-gnu/1libz.so.1 (0x00007fc5d8d26000)
/1ib64/1d-1linux-x86-64.s0.2 (0x00007fc5d91b4000)
libmd.so.ﬁ => [11b/x86_64-1inux-gnu/libmd.so0.0 (0x00P07fc5d8d19000)
:~$



Ebpfmon P

Makpoc packpoeTcs 1 co3gact CUMBOIT

SYSCALL_DEFINE3(bpf, int, cmd, union bpf_attr __user *, uattr, unsigned int, size) #define __SYSCALL_DEFINEx(x, name, ...) \
{ — __diag_push(); \
union HEENSEEE attr; __diag_ignore(GCC, 8, "-Wattribute-alias", \

int err; "Type aliasing is used to sanitize syscall arguments");\

if (sysctl_unprivileged_bpf_disabled && !bpf_capable()) asmlinkage long sys##name(__MAP(x,__SC_DECL, VA _ARGS_)) \

return -EPERM; __attribute__((alias(__stringify(__se_sys#itname)))); \

ALLOW_ERROR_INJECTION(sys##name, ERRNO); \

err = bpf_check_uarg_tail_zero(uattr, sizeof(attr), size); static inline long _ do_sys##name(__ MAP(x,_ SC_DECL, VA ARGS_ ));\

if (err) asmlinkage long _ se_ sys#itname(__MAP(X,__SC_LONG, VA_ARGS_)); \

\

\

)

\

\

\

\

\

)

return err; asmlinkage long _ se sys##name(__MAP(x,_SC_LONG, VA ARGS_))
size = min_t(u32, size, sizeof(attr)); {

/% 5\

copy attributes from user space, may be less than sizeof(bpf attr) */ long ret = _ do_sys##name(__MAP(x,__SC_CAST, VA ARGS_ )
memset(&attr, @, sizeof(attr)); __MAP(x,_ SC_TEST, _VA_ARGS__);
if (copy_from_user(&attr, uattr, size) != 9) __PROTECT(x, ret,__MAP(x,__SC_ARGS,_VA_ARGS_ ));

return -EFAULT; return ret;
err = security_bpf(cmd, &attr, size); } diag_pop();
if (err < 9) L -
return err;

static inline long __do_sys##name(__ MAP(x,__SC_DECL,_ VA ARGS_ )
#endif /* _ SYSCALL _DEFINEx */

switch (cmd) {

case BPF_MAP_CREATE:
err = map_create(&attr);
break;

case BPF_MAP_LOOKUP_ELEM:
err = map_lookup_elem(&attr);
break;




Ebpfmon

{"Plugin":"ebpfmon", "TimeStamp":"1663785716.195929" , "PID":2630,"PPID":2629,"TID":2630, "UserName": "UID", "UserId"
1723/minimal", "Method" : "bpf", "EventUID": "0x1", "Value": "BPF_PROG_LOAD", "Type" : "BPF_PROG_TYPE_SOCKET_FILTER"}
{"Plugin":"ebpfmon", "TimeStamp":"1663785716.198697" ,"PID":2630,"PPID":2629,"TID":2630, "UserName" : "UID", "UserId"
1723/minimal™, "Method" : "bpf", "EventUID": "@x2", "Value": "BPF_PROG_LOAD", "Type" : "BPF_PROG_TYPE_SOCKET_FILTER"}
{"Plugin":"ebpfmon", "TimeStamp":"1663785716.199752" , "PID":2630, "PPID":2629,"TID":2630, "UserName" : "UID", "UserId":
1723/minimal", "Method" : "bpf", "EventUID": "0x3", "Value": "BPF_BTF_LOAD"}

{"Plugin":"ebpfmon", "TimeStamp":"1663785716.200113" , "PID":2630, "PPID":2629,"TID":2630, "UserName" : "UID" , "UserId":
1723/minimal™, "Method": "bpf", "EventUID": "@x4" , "Value": "BPF_BTF_LOAD"}

{"Plugin":"ebpfmon" , "TimeStamp":"1663785716.200389", "PID":2630, "PPID":2629,"TID":2630, "UserName" : "UID", "UserId":

1723/m

{"Plug
1723 /m =

Il & & $A il Al

{"Plug e"
1723/m o

RMRILE ©aiin  Mpaeka HacTpoiika Cnpaeka e"
1723/m

{"PLug . g

1723/m . = — — = . -

{"Plugq | ibbpf: prog handle_tp @ found data map 1 (minimal_.rodata, sec 5, off B) for insn b Q"
1723/mq 1 ibbpf: map 'minimal_.bss : created successfully, fd=9

{"Plugq 1 ibbpf: map 'minimal_.rodata’: created successfully, fd=5 __ e"
1723/mySyccessfully started! Please run sudo cat /sus/kernel /debug/tracing/trace_pipe to see output of

{"Plugy the BPF programs. e
1723/m

fUDluin all

[Mpumep paboTbl NnarnmHa ebpfmon

10, "ProcessName":
:0, "ProcessName":
0, "ProcessName":
0, "ProcessName":

0, "ProcessName":

pt

"/tmp/selfgz2522
"/tmp/selfgz2522
"/tmp/selfgz2522
"/tmp/selfgz2522

"/tmp/selfgz2522

1" /tmp/selfgz2521
:"/tmp/selfgz2523
:"/tmp/selfgz2522
:"/tmp/selfgz2522
1" /tmp/selfgz2521
1" /tmp/selfgz2522

:"/tmp/selfgz2522

M frmn/eal £A-IEDT



MITRE ATT&CK.
JdKcnepTtm3sa

Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collecti C d and Control Exfiltration Impact
8 techniques 6 techniques 16 techniques 11 techniques 20 techniques. 13 techniques 17 techniques 13 techniques 16 techniques 8 techniques 13 techniques
e = Adversary-in-the-Middle ., Adversaryin-the-Middle . | Application Layer Protocol ., il Automated Exfitration ., Il
Exploit Public-Facing Application e - 7 Brute Force ., Browser Bookmark Discovery Archive Collected Data Commumewuh"c;ré‘rhmugh Data Transfer Size Limits
loitation ient Deobfuscate/Decode Files or . Removal ia
External Remote Services Execution Information Exfiltration Over Alternative Data Encrypted for Impact
Data Encoding | Protocol
Hardware Additions Native API Execution Guardrails Network Service Scanning o L2 Data Manipulation
Exploitation for Credential Data Obfuscation Exfiltration Over C2 Channel =
. Create or Modify System Dynamic ion -, ion Over Other S
Supply Chain Compromise .. Software Deployment Tools Compromise Client Software o Forge Web Credentials . Data from Information I : Network Medium .
e Binary . Repositories Encrypted Channel
Trusted Relationship User Execution I Escape to Host Software Deployment Tools 80 Lz Exfiltration Over Physical Endpoint Denial of Service
= - Data from Local System Fallback Channels Medium = .
Valid Accounts .. Firmware Corruption
: Data from Network Shared Ingress Tool Transfer Exfiltration Over Web
Exploitation for Privilege Drive Service ., Inhibit System Recovery
Escalation Multi-Stage Channels >
Scheduled Transfer Network Denial of Service ., I
Non-Application Layer Protocol :
N Data Staged , ., Resource Hijacking
Steal or Forge Non-Standard Port
Thkets o Pratocol Tunneling
Steal Web Session Cookie
Obfuscated Files or Information , - Proxy ...
== Two-Factor Authentication ==
Pre-05 Boot . Pre-0S Boot Interception Remote Access Software
S e
Server Software Component .. Web Service .,

Traffic Signaling |
Virtualization/Sandbox Evasion 3
Valid Accounts . “

Traffic Signaling .,

Valid Accounts .,
Virtualization/Sandbox Evnsim‘mJ

[TokpbiBaeMble TexHUKM B PT Sandbox ana Astra Linux
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* [logBunuck HoBble Linux-nnarvHbl ona DRAKVUF
« B PT Sandbox anga Astra Linux gobaBrneH noBegeH4Yecknm aHanms
 ECTb MHOro BO3MOXXHOCTEU ANS OAalfibHENLLEro pa3BUTUSA

& tklengyel / drakvuf ( Pubiic

<> Code (©) Issues 67

¥ master ~

iy

I Pull requests "1

(Y Discussions () Actions [0 Wiki @ Security |~ Insights

drakvuf / src / plugins /

delvinru linux-filetracer: Refactor plugin (#1522)

ebpfmon inux: new plugin ebpfmon (#1517)

filetracer inux-filetracer: Refactor plugin (#1522)
procmon inux-filetracer: Refactor plugin (#1522)
ptracemon inux: new plugin ptracemon (#1514)

syscalls ibuserhook: load page with MmCopyVirtualMen
unixsocketmon Add new plugin: unixsocketmon (#1521)

nory instead of direct PF (#..

github.com/tklengyel/drakvuf

& Watch 60 ~ Y Fork 230

Go to file Add file =

859F68 13 hours ago V) History

9 days ago
13 hours ago
13 hours ago

1 days ago

2 months ago

13 hours ago

Y¢ Star 819
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akolesnikov@ptsecurity.com  avishnyakov@ ptsecurity.com
Twitter: @VishnyakOv


https://www.ptsecurity.com/ru-ru/research/pt-esc-threat-intelligence/
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