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Tononornga B8 MaxPatrol SIEM

Ceprei NaBnos
Positive Technologies



[TpenbicTopus

~OSITIVE TECHNOLOGIES



McTopusa co3paHna npoaykra
[1lpoekT Sampo (2012 ron)

* WcTouHuK: naHHble MaxPatrol 8
 KoHuent: mogenb OSI

~OSITIVE TECHNOLOGIES




McTopusa co3paHna npoaykra.

[IpoekT Network Analyzer (2013roa)

* WcTouHuK: naHHble MaxPatrol 8
 KoHuenT; ceTeBasd Tononorms
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McTopusa co3paHna npoaykra.
[TpoekT MaxPatrol Topology (2014 roa)

* WcTouHuK: naHHble MaxPatrol 8
 KoHuenT; ceTeBasd Tononorms
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-
Pesynbrarthl.
[1ntochl
* YcnewHbiM NpoekToM npusHaH «MaxPatrol Topology».

* B KauecTBe UCTOYHMKA 018 KapTbl CETU HYXXHbI AaHHbIE
MaxPatrol 8, koTtopbin y Bac yxxe ecTb ;)

 bonee 20 KNMEHTOB NpOTECTUPOBANM OAHHOE peLleHUE.
MUHyCbI

« KapTa cetu CTpomTCS TONbKO A5 CeTeBOro 060opyaoBaHMS
 HeT nonHoueHHOW nHTerpauunm ¢ MaxPatrol 8
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N ewe HeMHoro npo MaxPatrol Topology.

TonbkKo CeroaHs M ToNbKO cemyac MOXHO NONYYUTb AUCTPUDYTHUB
Ha 0e3B03Me31HOM OCHOBE

YTo ans 3Toro HyXKHo?
— AkTMBMpOBaHHbIM MaxPatrol 8

— OTnpaBuTb NUCbMO Ha spavlov@ptsecurity.com

* B nucbMe ykaszaTtb HoMep nnueH3nn MaxPatrol 8
* HaszBaHuWe Bawen KOMNaAHUU
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mailto:spavlov@ptsecurity.com

[lpuMepbl MaxPatrolTopology
CpenHsist ceTb.

200 eaonHunL, ceTeBOro o6opynosaH1‘51§n
50 000 paboumnx CTaHLMii U CGpBEﬁQB = U
1000 ceten
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[Tpumepbl MaxPatrol Topology.
bonbliaga cetob

* bonee 5 000 eanHUL ceTeBOro o6opyu0|3aHM9|
« bonee 150 000 paboumx cTaHLMI 1 cepBepOB
* bonee 6 000 ceten
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T
[lonpBens utoru. Llenn noctpoeHns KapTtbl cetu

* AKTMBHOE MOCTPOEHMe KapTbl CETH

* BeneHue akTyanbHOM MHMOPMALMKU NO TONOSIOTUK CETU

* MlHBeHTapu3aumnsg obopyanoBaHus

* BHenpeHune cpencts 6e30MacHOCTH

* [lnaHnpoBaHue 1 pasBuUTME MHDPACTPYKTYPbI CETU

* OTobpaxeHne 0O6bLEKTOB, HAPYLLAKOLWMX NOAUTUKY
6e3onacHoCTH

* BbiSiBieHMEe BHELHMX KaHAN0B CBS3U

* MaeHTMPMKaLMA MCTOYHUKOB aTaku

~OSITIVE TECHNOLOGIES



IR,
Llenn noctpoeHmns KapTbl CETH

e KOHTPOJIb U3MEHEHUM
* BbiSiBieHMEe BHELHMX KaHAN0B CBS3U
* BbigaeneHne npobnemMHbIX y4aCcTKOB CeTH
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IR,
Llenn noctpoeHmns KapTbl CETH

* BoigBneHue «nesbix» |P-anpecos
* HapyuweHue rpaHuL, cetu
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IR,
Llenn noctpoeHmns KapTbl CETH

* Dunetpaums ysnos no yazsumoctaM (CVE, CVSS)

* OTobpaxkeHne cambiX KPUTUYHbBIX Y3/10B, B TOM YMUCIE U NO
MHUMOEHTAM

« OTobpaxeHue y310B N0 Pas/INYHbIM KPUTEPUSM

* OTobpaxkeHue y310B MO OTBETCTBEHHbLIM

* [lpocyeT 4OCTMXMMOCTU Mexay Y3/1aMu

* BekTtopa aTak
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N HAKOHELL! Tononormna B8 MaxPatrol SIEM

— PaccMoTpum
» [lpouecc HakonneHusa 6a3bl 3HAHUM
* B3anmMopencrTeme KOMMOHEHTOB
* Heckonbko NpuMepoB C NOCTPOEHUEM KapTbl CETU
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[lpouecc HakonneHms 6a3bl 3HAHUM

— [laHHble BCex cncteM nNpmMBOAATCS B YHUDULMPOBAHHbIN
BML,

ORACLE E\’ lllllllll

Cisco

g Check Point

YHuduumpoBaHHaA moaenb
npeacTaBieHnsa JaHHbIX
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B3anmMmogencreme KOMnoHeHTos MPX

— Core
— PTKB
— Agent
Agent
— SlEM V! ) N Core (|0gs,gscans)
— Ul l ‘[
Topology

LM/SIEM

module
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B3anMoaoemncreme KOMMNOHEHTOB.

Lar 1. CkaHnpoBaHue KOHEYHOM Lenu

Agent
(logs, scans)

| | |

LM/SIEM

Ul <« Core

Topology
module
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B3anMoaoemncreme KOMMNOHEHTOB.

Lar 2. [lepenayva AaHHbIX OT areHTa K a4py

2

Ul B Core Agent
) (logs, scans)
‘ LM/SIEM I

Topology
module
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B3anMoaoemncreme KOMMNOHEHTOB.

Lar 2. [lepenayva AaHHbIX OT areHTa K a4py

2

Ul B Core Agent
) (logs, scans)
‘ LM/SIEM I

Topology
module
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B3anMoaoemncreme KOMMNOHEHTOB.

Lar 3. lononHutenbHas 06paboTka MHpopmMaumu.
Ul Agent
(logs, scans) |

Topology
module

LM/SIEM
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B3anMoaoemncreme KOMMNOHEHTOB.
Lar 4. BeiBoa nHpopmaumum 8 Ul

Ul

4

-

Core

-

Topology
module

e

Agent
(logs, scans)

LM/SIEM |
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Bupneo

[TpuMep nocTtpoeHunsa KapTbl ceTn B MaxPatrol X
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A npuyeM xe 3aecb SIEM?

OtBevaeM. SIEM noMoraet HaM pelwnTb HECKONbKO 3a4au:.
« [lobaBneHue/yoaneHme ycTpomucTs

O6HoBNEHME CTaTyCca cepBUCa

O6HoBNEHME MHDOPMALIMM O NONb30BATENAX
N3MeHeHne KoHPUrypaumu

OTobpaxeHne MHUMAEHTOB Ha KapTe CeTu
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B3anMoaoemncreme KOMMNOHEHTOB.

Llar 5. O6HoOBNeHMne faHHbIX MO COObITUAM

L

Topology
module

Agent
(logs, scans)

LM/SIEM
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B3anMoaoemncreme KOMMNOHEHTOB.

Lar 6. lononHutenbHas 06paboTka MHGopmMaumu.

Agent
Ul
(logs, scans)

6

Topology

module LM/SIEM
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B3anMoaoemncreme KOMMNOHEHTOB.
Lar 7. Beieog nHoopmaumu B Ul

Ul Core Agent
(logs, scans)

LM/SIEM

Topology
module
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Ewe Bnoeo
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Bornipocol
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KoHeL, pacckasa
Cnacmbo 3a BHMMaHue

Cepreit lNaBnos

[npekTop No ceTeBbIM TEXHONOMUAM
Positive Technologies

spavlov(@ptsecurity.com
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