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CopepxaHme

« KopoTtko o PT Sandbox

* TEXHNKM MaHMNYNALUUA C TOKEHOM De30MacHOCTU

* TexHunkn ooxoga UAC
« OBHapyXeHne 3KCnMonuToB NOBbLILLEHUSA MPUBUMETN

e 3aknoyeHmne



TexXHUKM MaHUNYNSAUUU C TOKeHOM
6e3onacHocTH

Mapkep (TOKeH) gocTyna

« Gopmmnpyetca LSA (Local Security
Authority) cepBucom npu aBTOpU3aLMU

No/sib30BaTeNIA B CUCTEME 1 c

* OnucaTenb Nnosb3oBaTens,  passwordi4 - Q
NPUHAA/IEKHOCTU Fpynnam m | =
MMELLMXCA NPUBUIIETUM =] “r—

« Konua ToKeHa HacsiegyeTca npu P,

Descriptor

Cco34aH1MKN HOBbIX rNMpoueccoB

B CeCCMM nonb3oBaTtens https://images.contentstack.io/v3/assets/bltefdd0b53724fa2ce/blt7b021068d99d5ea2 / 5f3¢5f
8760261e2e581f214f/4-logon-process-access-control-blog-windows-tokens-for-defenders.png



TexXHUKM MaHUNYNSAUUU C TOKeHOM
6e3onacHocTH

struct EPROCESS

EPROCESS — cTpyKTypa
B Aape OC Windows,

: OMMCbIBaKOLLAA 06 BEKT
nson npouecca

PVOID Exc ata;

ULONG ExceptionPortState: 3;

ectTable;

https://www.nirsoft.net/kernel_struct/vista/EPROCESS.html




TexXHUKM MaHUNYNSAUUU C TOKeHOM
6e3onacHocTH

OpenProcess()
MMnepCOHaU‘MH DWORD dwDesiredAccess Specify a process

BOOL binheritHandie ID and retun a
DWORD dwProcessid process handie

(onMueTBOpeHME) TOKEHA

* MonyunTb onmcaTesnb LENEBOro l Process hande passed in o
npouecca

OpenProcessToken()
* [ony4ntb onncaTenb TokeHa LieneBoro ot i
PHANDLE TokenHandle

npotiecca

Token handle passed in allowing _

° I-I pop'y6nl4 pOBaTb CBOI\;‘CTBa TO KeHa the current thread to impersonate |

the logged-on user

\

* Ha3HaunTtb I'IOfly‘-IeHHbll\/’i TOKEH MNOTOKY [ impersonateLoggedOnUser() |
NMCNOJTHEeHUNA HANDLE hToken

https://miro.medium.com/max/700/1*BC5GMjHPKE3n2qLJSn-QoA.png



TexXHUKM MaHUNYNSAUUU C TOKeHOM
6e3onacHocTHM

NtOpenProcessToken, DesiredAccess == OXFO1FF (TOKEN_ALL_ACCESS)

Time = 1234567890.123456, PID = 2488, PPID = 1484, TID = 3924,

ProcessName = "\Device\HarddiskVolume2\Users\malware.exe", Method =
, Module = "nt", vCPU = 0, CR3 = 0xD546000, Syscall = 249,
Nargs = 3, ProcessHandle = , DesiredAccess = , TokenHandle =

OxFDFO0



TexXHUKM MaHUNYNSAUUU C TOKeHOM
6e3onacHocTM i S

EHlEHLENS

ImpersonateLoggedOnUser =
NtQuerylnformationToken +
NtDuplicateToken +

NtSetinformationThread




TexXHUKM MaHUNYNSAUUU C TOKeHOM
6e3onacHocTHM

NtDuplicateToken, DesiredAccess == OxC (TOKEN_DUPLICATE +
TOKEN_IMPERSONATE + TOKEN_QUERY), TokenType == 0x2 (TokenImpersonation)

Time = 1234567890.123456, PID = 2488, PPID = 1484, TID = 3924,

ProcessName = "\Device\HarddiskVolume2\Users\malware.exe", Method =
, Module = "nt", vCPU = @0, CR3 = 0xD546000, Syscall = 63, NArgs
= 6, ExistingTokenHandle = 0x48, DesiredAccess = , ObjectAttributes =

OXFE760, EffectiveOnly = 0x0, TokenType = , NewTokenHandle = ©OxFDF@8



TexXHUKM MaHUNYNSAUUU C TOKeHOM
6e3onacHocTHM

NtSetInformationThread, ThreadinformationClass == 0x5
(ThreadlmpersonationToken)

Time = 1234567890.123456, PID = 2488, PPID = 1484, TID = 3924,

ProcessName = "\Device\HarddiskVolume2\Users\malware.exe", Method =
, Module = "nt", vCPU = 0, CR3 = 0xD546000, Syscall = 10,
NArgs = 4, ThreadHandle = , ThreadInformationClass = ,

ThreadInformation = OxXFDE9@, ThreadInformationLength = ©x8



TexXHUKM MaHUNYNSAUUU C TOKeHOM
6e3onacHocTHM

: Token handie passed in 10
duplicate the existing token and
create a new access token

DuplicateTokenEx()

HANDLE nExistingToken advapi32!CreateProcessWithTokenW
DWORD dwDesiredAccess

LPSECURITY ATTRIBUTES IpToken

SECURITY_IMPERSONATION_LEVEL ImpersonationLevel

TOKEN_TYPE TokenType

PHANDLE phNewToken

passed In 1o crose a new Co3/ZlaHre HOBOIro NpoLecca C KOHTEKCTOM

process running as the
mpersonated user

CreateProcessWithTokenW() 6e30MnacHoOCTH YKa3aHHOIo TOKEHa

HANDLE hToken
DWORD dwlLogonFlags

"WSTR lpCommar ‘
JRD dwCreationFlags
LPVOID ipEnvironment
LPCWSTR IpCurrentDirect
LPSTARTUPINFO

https://miro.medium.com/max/700/1*BC5GMjHPKE3n2qLJSn-QoA.png



TexXHUKM MaHUNYNSAUUU C TOKeHOM
6e3onacHocTHM

CreateProcessWithTokenW -> c_SeclCreateProcessWithLogonW -> NdrClientCall4

HPAXPEGL1K1PAG




TexXHUKM MaHUNYNSAUUU C TOKeHOM
6e3onacHocTHM

Interfaceld == 12B81E99-F207-4A4C-85D3-77B42F76FD14 (ISeclogon, Secondary logon service)
ProcedureNumber ==

of f_4C301478  dd offset byte_adbec7es
dd offset DL »
d offset _MIDL |
d offset unk_4aC
d 3 dup(@)

“Ybyte_4aC38C7B8

dh 2 dupiE}
dword 4C38866A dc h

db w

db 1Eh

db

/ db
off_4C3014C8  dd offset dword db

B
db @&Ch
db B
db 3zh
dh [
db 8
dhb 8
db @

8

5

db @F2h

d &
d offset off_acC
d 2 dup(@)

db
db




TexXHUKM MaHUNYNSAUUU C TOKeHOM
6e3onacHocTHM

NdrClientCall4 (12B81E99-F207-4A4C-85D3-77B42F76FD14, 0)

Time = 1234567890.123456, PID = 3972, PPID = 552, TID = 1216,
ProcessName = "\Device\HarddiskVolume2\Users\malware.exe", Method =
NdrClientCall4, Event = "api called"”, CalledFrom = OxX7FEFFO76609, ReturnValue =
Ox0, pStubDescriptor = Ox7feff@75790, pFormat = Ox7feff@73ac6, Interfaceld =

» ProcedureNumber = 0, TransferSyntax =
"8A885D04-1CEB-11C9-9FE8-08002B104860"



TexXHUKM MaHUNYNSAUUU C TOKeHOM
6e3onacHocTHM

[MoueMy He pukcnpyem NdrClientCall4?

SysWOW64 System32




TexXHUKM MaHUNYNALUMM C TOKeHOM
6e3onacHocTM

advapi32!LogonUserA/W — co3aaTtb No/ib30BaTe/IbCKY0 CECCUID

advapi32!LogonUserA/W -> sspiclilLogonUserExXExW -> NdrClientCall4
Interfaceld == 4F32ADC8-6052-4A04-8701-293CCF2096F0 (SspiSrv.dll)

ProcedureNumber == 12 (SspirLogonUser)



TexXHUKM MaHUNYNSAUUU C TOKeHOM

Oe3onacHoOCTM

[Mopo3putenbHoe nosegerHne B PT Sandbox:

* Write.Thread.Token.Impersonation
» Create.Process.WithToken.Impersonation

* Create.Token.LogonUser.Impersonation

PEB}?.H bTaT NoeegeH4YecKoro aHanza

¥rpo3 He o6Hapy#eHo

MoeegeH4YecKWiA aHanus
nﬂTEHU.b"IEJ"IbHU onacHoOe NnoBeAeHWe

Create.Window.Hidden.Evasion

Write.Thread.Token.Impersonation




CopepxaHme

« KopoTtko o PT Sandbox
e TEXHNKM MaHMNYNALUA C TOKEHOM DE30MacHOCTU

* TexHunkn obxooa UAC

« OBHapyXeHne 3KCnMonuToB NOBbLILLEHUSA MPUBUMETN

e 3aknoyeHmne



UAC. Y10 210?

User Account Control

Do you want to allow this app to make
changes to your device?

J Windows PowerShell

Verified publisher: Microsoft Windows

Show more details

Yes

YBepgomnernue UAC

Always notify

Notify me only when apps try to make changes to my
computer (default)

* Don't notify me when | make changes to Windows
settings

© Recommended if you use familiar apps and visit
familiar websites.

Never notify

Hactponkn UAC



UAC. 3auem?

You became victim of the PETYA RANSOMWARE! You beca me V|Ct| m Of the MISCHA
The harddisks of your computer have been encrypted with an military grade RAN SOMWA RE!

encryption algorithm. There is no way to restore your data without a special
key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy
steps:

1. Download the Tor Browser at "https:,//www.torproject.org-s”. If you need
help, please google for “access onion page".
Z. Vizit one of the following pages with the Tor Browser:

3. Enter your perszonal decryption code there:

If you already purchased your key, please enter it below.

Key:

EcTb npaBa agMMHUCTpaTOpa HeT npaB agMMHUCTpaTOopa

https://blog.malwarebytes.com/threat-analysis/2016/05/petya-and-mischa-ransomware-duet-p1/



https://blog.malwarebytes.com/threat-analysis/2016/05/petya-and-mischa-ransomware-duet-p1/

UAC. loBepeHHbIe NPUINOoXXEeHUn

TpeboBaHMS A1 AOBEPEHHbIX MPUIOKEHUM:

« B MmaHn@pecTe ectb Koy “autoElevate”, 1 oH paBeH
“True”

 [lpaBusibHada NoAnMCb

* 3anycK M3 JOBEpPEHHOM AMPEKTOPUMU



UAC. [loBepeHHbIe NPUIoXXeHUn

Strings -s C:\windows\system32\*.exe | findstr /I autoelevate

PS C:\windowé\system§2> Strings -s C:\windbw;\systemBZ\*.exe | findstr /I autoelevate

C:\windows\system32\BitLockerWizardElev.exe: <autoElevate xmlns="http://schemas.microsoft.com/SMI/2005/WindowsSettings">true</autoElevate>
C:\windows\system32\bthudtask.exe: <autoElevate>true</autoElevate>

C:\windows\system32\changepk.exe: <autoElevate>true</autoElevate>

C:\windows\system32\chkntfs.exe: <autoElevate>talse</autoElevate>

C:\windows\system32\cleanmgr.exe: <autoklevate xmlns="http://schemas.microsoft.com/SMI/2005/WindowsSettings"”>true</autoElevate>
C:\windows\system32\cliconfg.exe: <autoElevate>false</autoElevate>

C:\windows\system32\CompMgmtLauncher.exe: <autoElevate>false</autoElevate>

C:\windows\system32\ComputerDefaults.exe: <autoElevate>true</autoElevate>

C:\windows\system32\dccw.exe: <autoElevate>true</autoElevate>

C:\windows\system32\dcomcnfg.exe: <autoElevate>true</autoElevate>

C:\windows\system32\DeviceEject.exe: <autoElevate>true</autoElevate>

C:\windows\system32\DeviceProperties.exe: <autoElevate>true</autoElevate>

C:\windows\system32\dfrgui.exe: <autokElevate xmlns="http://schemas.microsoft.com/SMI/2@05/WindowsSettings”>true</autoElevate>
C:\windows\system32\djoin.exe: <autoElevate>true</autoElevate>

C:\windows\system32\easinvoker.exe: <autoElevate>true</autoElevate>

C:\windows\system32\EASPolicyManagerBrokerHost.exe: <autoElevate>true</autoElevate>

C:\windows\system32\eudcedit.exe: <autoElevate>true</autoElevate>

C:\windows\system32\eventvwr.exe: <autoElevate>true</autoElevate>

L L T A | [N [ U S BT S [ T

[oUCK AOBEPEHHbIX NPUNOKEHUM




TexHukm obxoga UAC

KosimyecTBO METO/I0B:
* > 50 pa3HbIX METOZI0B 06X0a
« > 20 MeToZ0B, KOTOpblE paboTaloT Ha nocneaHen sepcum Windows

[ pynnbl METOA0B:

 Knwuum peecTpa

* [lepeMeHHble OKpYXKeHHUA

« COM

*  Mcnonb3oBaHWE CTAaHAAPTHOro byHKLMOHANA JOBEPEHHBIX NPUIOKEHUM

https://github.com/hfirefOx/UACME



https://github.com/hfiref0x/UACME

TexHukm obxona UAC
) TEY:

static const char* uacTargetDir[] = { "system32\\sysprep”, "ehome" };

static const char* uacTargetApp[] = { "sysprep.exe", "mcx2prov.exe™ };
static const char* uacTargetDll[] = { "cryptbase.dll", "CRYPTSP.d11" };
static const char* uacTargetMsu[] = { "cryptbase.msu", "CRYPTSP.msu" };

Exec( @, "makecab.exe /V1 %s %s", targetDllInfected, msuPath);

Exec(NULL, "cmd.exe /C wusa.exe %s /extract:%%WINDIR%%\\%s", msuPath, uacTargetDir[method] );

Exec( &exitCode, "cmd.exe /C %s", targetPath )

O6xoa UAC c wusa

https://github.com/hryuk/Carberp/blob/master/source - absource/pro/all source/BJWJ/source/exploit/UAC bypass.cpp



https://github.com/hryuk/Carberp/blob/master/source%20-%20absource/pro/all%20source/BJWJ/source/exploit/UAC_bypass.cpp

TexHukm obxona UAC
) TEY:

« Execute C:\Windows\System32\Drivers\wusa.exe which is a high integrity process (set to auto-elevate within its
manifest), which loads and executes dpx.dll and bypasses UAC:

2%

1856 3Quer‘,‘Easnc Infor
1856 S CloseFile

1856 ;-:%lCreateFlle
1856 Sk CreateFileMapp
1856 2hQueryStandard|
1856 ShReadFile

Windows\System32\drivers\dpx.dll
Windows\System 32\drivers \dpx.dll
Windov istem 32 \drivers\dpx.dll
Windows'\System 32\drivers'\dpx_dll
Windows\System32\drivers\dpx dl
Windows\System 32\drivers‘\dpx dli

2 e &

(
oo ononon

6:3
6:3
6:3
6:3
63
6:3

- —
TSI

ey

Figure 3: wusa.exe loading dpx.dll

0O6xoa UAC 3arpy3umkom Pony

https://blogs.cisco.com/security/h1n1-technical-analysis-reveals-new-capabilities-part-2



https://blogs.cisco.com/security/h1n1-technical-analysis-reveals-new-capabilities-part-2

TexHukm obxopna UAC
) TEY:

1) PazapxuBauyma MSU-apxuBa paaom C JOBEPEHHbLIM MPUJIONKEHUEM

Time = 1234567890.123456, PID = 1808, PPID = 3036, TID = 2776, ProcessName =

"\Device\HarddiskVolume2\Windows\System32\cmd.exe", Method = , Status = 0x0,
NewProcessHandle = 0x58, NewPid = 2552, NewThreadHandle = 0x54, NewTid = 2772, CommandLine =

" C:\\Users\\Public\\AppData\\Local\\Temp\\update.msu :C \\migw
iz\\", ImagePathName = "C:\Windows\system32\wusa.exe"

2) 3anyCcK AOBEPEHHOr0 NMpUIOKEeHUA

Time = 1234567890.123457, PID = 3036, PPID = 1556, TID = 1476, ProcessName =
"\Device\HarddiskVolume2\Users\malware.exe", Method = ,Status = 0x0,
NewProcessHandle = 0x250, NewPid = 2192, NewThreadHandle = 0x1BO, NewTid = 900, CommandLine =
"\" \\migwiz\\migwiz.exe\" ", ImagePathName =
"C:\Windows\system32\migwiz\migwiz.exe"



TexHukm obxoga UAC
Knoum peectpa

Time o... Process Name PID Operation Path Result

12:42:5_. [B-/fodhelper exe 6904 ﬂﬂegﬂpenﬁey HKCU\Software\C ettings\Shel\Openicommand NAME NOT FOUND
ettings\Shell\Open\Command NAME NOT FOUND
-ﬁ”Pr[]t[][ ols\shelllopenas\icommand  NAME NOT FOUND

_‘I_‘I

I..FJ I_.FJ I_.FJ
L5 DO 5 R ¥ |
D @D @D
u I_.I"J I_.I"J

Cla:
12:42:5_. [l fodhelper.exe 6904 @ RegOpenKey  HKCU'\Software\Cla:
12:42:5... [l fodhelper.exe 6904 #@{RegOpenKey  HKCU\Software\Cla:

fodhelper obpallaeTcsa K HeCcyLeCcTBYOWEMY KoYy


https://blogs.cisco.com/security/h1n1-technical-analysis-reveals-new-capabilities-part-2

TexHukm obxoga UAC
Knoum peectpa

TrickBot utilizes this bypass to launlch itself without a warning to the user and thus evading detection by
the user.

File Edit View Favorites Help

\ B Registry Editor

Computer\HKEY_CURRENT_USER\SOFTWARE\Classes\ms-settings\shell\open\command
ms-search ” || Name Type Data

v || ms-settings s (Default) | REG_SZ C:\Users\test\XGradientZoneBarTest.exe

v | shell b DelegateExecute REG_SZ

e

Trickbot ncnonb3ytot 06xoa UAC vepes fodhelper

Handle: 0x0000012c¢
Buffer: C: \Windows\system32\\cmd.exe /c C:\Users\userl\AppData\Local\Temp\RarSFXO\\Zlh.exe
1: 82

Type: REG_SE
FullName: HKEY CURRENT USER\Software\(Classes\mscfile\shell\open\command\ (Default)

ZeroT vcnonb3ytoT 06xog UAC yepes eventvwr.exe

https://www.bleepingcomputer.com/news/security/trickbot-now-uses-a-windows-10-uac-bypass-to-evade-detection/
https://www.proofpoint.com/us/threat-insight/post/APT-targets-russia-belarus-zerot-plugx



https://www.bleepingcomputer.com/news/security/trickbot-now-uses-a-windows-10-uac-bypass-to-evade-detection/
https://www.proofpoint.com/us/threat-insight/post/APT-targets-russia-belarus-zerot-plugx

TexHukm obxona UAC
Knoum peectpa

1) 3anmcb NyTM BpeAoHOCHOro dhamia B onpeAesieHHbIM KoY peecTpa

Time = 1234567890.123456, PID = 3724, PPID = 2748, TID = 2224, ProcessName =

"\Device\HarddiskVolume2\Users\malware.exe", Method = , Key = "\REGISTRY\USER\S-1-
5-21-517634622-4260135211-2043220148-1001 CLASSES\S-1-5-21-517634622-4260135211-2043220148-
1001 CLASSES\MS-SETTINGS\ \OPEN\ ", ValueName = " ", Value =

"C:\Windows\system32\cmd.exe"

2) 3anyCcK AOBEPEHHOr0 NMpUIOKEeHUA

Time = 1234567890.123457, PID = 3724, PPID = 2748, TID = 1748, ProcessName =
"\Device\HarddiskVolume2\Users\malware.exe", Method = , Status = 0x0,
NewProcessHandle = 0x404, NewPid = 2864, NewThreadHandle = Ox3FC, NewTid = 5108, CommandLine =
"\"C:\\Windows\\system32\\fodhelper.exe\" ", ImagePathName =
"C \fodhelper.exe", D11lPath = "", CWD = "C:\Users\Public\Desktop\"



TexHukm obxoga UAC
NepemMmeHHble OKpYXeHUsA

PS-C:\User;\JGhn} ttask = Get-ScheduledTask SilentCleanup
PS C:\Users\John> $task.Actions[®@]

Id :

Arguments : Jautoclean /d %systemdriveX
Execute v wwindirZ\system32\cleanmgr.exe
WorkingDirectory :

PSComputeriame

B nyTK ncnonb3lyetca nepeMeHHasa okpyxeHua “windir”



TexHukm obxoga UAC
NepemMmeHHble OKpYXeHUsA

1) 3anmcb NyTM BpeAoHOCHOro darmia B onpeAesieHHbIM KoY peecTtpa

Time = 1234567890.123456, PID = 4108, PPID = 3988, TID = 2792, ProcessName =
"\Device\HarddiskVolume2\Users\malware.exe", Method = , Key = "\REGISTRY\USER\S-1-
5-21-517634622-4260135211-2043220148-1001\S-1-5-21-517634622-4260135211-2043220148-

1001\ ", ValueName = "windir", Value = ""C:\Windows\system32\cmd.exe""

2) 3anyCcK AOBEPEHHOr0 NMpUIOXKeHUA

Time = 1234567890.123457, PID = 4108, PPID = 3988, TID = 4240, ProcessName =
"\Device\HarddiskVolume2\Users\malware.exe", Method = , Status = 0x0,
NewProcessHandle = 0x418, NewPid = 2600, NewThreadHandle = 0x410, NewTid = 2832, CommandLine =
"\"C:\\Windows\\System32\\schtasks.exe\" /run /tn \"\\Microsoft\\Windows\\DiskCleanup\\SilentCl
eanup\" /i", ImagePathName = "C \schtasks.exe"



TexHukm obxoga UAC
COM. KonumposaHue

1) 3anucb 6UOIMOTEKU ANA NOAMEHDI

Time = 1234567890.123456, PID = 2852, PPID = 3024, TID = 1944, ProcessName =
"\Device\HarddiskVolume2\Users\malware.exe", Method = , FileName =
"\Users\Public\AppData\Local\Temp\cryptbase "

2) O6paweHune K IFileOperation

Time = 1234567890.123457, PID = 2852, PPID = 3024, TID = 1944, ProcessName =
"\Device\HarddiskVolume2\Users\malware.exe",Method = ,CalledFrom = Ox13F9BAFC5,ReturnValue =
Ox0,pszName = " "

3) 3anycK AOBEPEHHOro NpUIOKEHUA

Time = 1234567890.123458, PID = 2852, PPID = 3024, TID = 544, ProcessName =
“\Device\HarddiskVolume2\Users\malware.exe", Method = , Status = 0x0, NewProcessHandle = 0x2D8, NewPid
= 1476, NewThreadHandle = 0x254, NewTid = 2192, CommandLine = "\"C:\\Windows\\system32\\sysprep\\sysprep.exe\" “,
ImagePathName = "C \sysprep\sysprep.exe”



TexHukm obxona UAC
COM. 3anyck

1) O6pallieHne K COM 06BbeKTY

Time = 1234567890.123456, PID = 3364, PPID = 2488, TID = 2768, ProcessName =
“\Device\HarddiskVolume2\Users\malware.exe", Method = , Event = "api_called”, CalledFrom =
O0x13F76AFC5, ReturnValue = 0x0, pszName =" 3E5FC7F9-9A51-4367-9063-
A120244FBEC7 ", pBindOptions = 0x30e3e0, riid = "6EDD6D74-C007-4E75-B76A-E5740995E24C", ppv = 0x30e630

2) Co3paHune npouecca € noBbllWEeHHbIMU NpaBaMu

Time = 1234567890.123457, PID = 552, PPID = 440, TID = 4036, ProcessName =
"\Device\HarddiskVolume2\Windows\System32\svchost.exe", Method = NtCreateUserProcess, Status = 0xO0,
NewProcessHandle = 0x4B0, NewPid = 2040, NewThreadHandle = 0x584, NewTid = 1620, CommandLine =
"C:\\Windows\\system32\\DllHost.exe {3E5FC7F9-9A51-4367-9063-A120244FBEC7}", ImagePathName =



TexHukm obxoga UAC
Shim Tabnuubi

In Cases 310 6, the deployed binaries used a User Account Control (UAC) bypass technique, as mentioned

in Figure 4. Two different UAC bypass techniques were employed; the first one relying on a custom
‘RedirectEXE" shim database [13], while the second one is based on a DLL load order hijacking of the

Downdelph ncnonb3ytoT 06xoa UAC yepe3s shim
Tabmuy

https://www.welivesecurity.com/wp-content/uploads/2016/10/eset-sednit-part3.pdf



https://www.welivesecurity.com/wp-content/uploads/2016/10/eset-sednit-part3.pdf

TexHukm obxoga UAC
Shim Tabnuubi

1) Co3aaHue shim Tabauubl

Time = 1234567890.123456, PID = 3380,PPID = 3924, TID = 3452, ProcessName =

“\Device\HarddiskVolume2\Users\malware.exe", Method = , FileName =
“\Users\Public\AppData\Local\Temp\pe386 ", FileHandle = 0xCC

2) Co3gaHue npouecca C NoBbILEeHHbIMM MpaBaMu

Time = 1234567890.123457, PID = 3380, PPID = 3924, TID = 3416, ProcessName =
“\Device\HarddiskVolume2\Users\malware.exe", Method = , Status = 0x0, NewProcessHandle =
0x1E8, NewPid = 3216, NewThreadHandle = O0x1DC, NewTid = 2912, CommandLine =
\"C:\\Windows\\syswow64\\sdbinst.exe\" C:\\Users\\Public\\AppData\\Local\\Temp\\pe386.sdb", ImagePathName =
"C "



TexHukm obxona UAC
Jlo)xHaa aupeKrTopus

However, the file under analysis reveals innovations clearly added by authors, based on the original
Rovnix source code. One of them is a UAC bypass mechanism that uses the "mocking trusted

directory” technique.|

With the aid of the Windows API, the malware creates the directory C:\Windows \System32 (with
the space after Windows). It then copies there a legitimate sighed executable file from
C:\Windows\System32 that has the right to automatically elevate privileges without displaying a
UAC request (in this case, wusa.exe).

06xoa UAC yepes co3gaHue I0XKHOM AUPEKTOPMM

https://securelist.com/oh-what-a-boot-iful-mornin/97365/



https://securelist.com/oh-what-a-boot-iful-mornin/97365/

TexHukm obxona UAC
Jlo)xHaa aupeKrTopus

CreateDirectory(“\\\\W2\\C:\\Windows \\”) Co3faHne AUMPEKTOpMM, Ha3BaHME KOTOPOM

CreateDirectory(“\\\C:\\Windows \\system32”) = OyAeT BOCNpMHMMATbCA KaK
“windows\system32”

Copy “C:\Windows\System32\winSAT.exe” to KonupoBaHue JoBEepeHHOe NpU/IoXKEHUE B
“C:\Windows \System32\winSAT.exe” DUKTUBHYIO AMPEKTOPMIO

3arpy3ka BpeaoHocHoM DLL psaom c

Drop WINMM.dLL to “C:\Windows \System32\”
[OBEPEHHBLIM MPUJIOKEHMEM

3anycK 0BEPEHHOI0 NPUJIOKEHUSA C NOAMEHOM

Launch “C:\Windows \System32\winSAT.exe” DLL



TexHukm obxopga UAC
JloxxHaa pupexKrTopus

1) Co3zpganue “windows \\”

Time = 1232567890.123456, PID = 988, PPID = 2140, TID = 204, ProcessName =
"\Device\HarddiskVolume2\Users\malware.exe", Method = , FileName =
"\??\C \system32\winsat.exe", FileHandle = 0x210, OBJ_ CASE INSENSITIVE =1

2) Co3aaHme npouecca C NoBbIlEHHbIMU MPaBaMM

Time = 1234567890.123457, PID = 988, PPID = 2140, TID = 204, ProcessName =
"\Device\HarddiskVolume2\Users\malware.exe", Method = , Status = 0x0,
NewProcessHandle = 0x220, NewPid = 1944 ,NewThreadHandle = 0x214,NewTid = 1152,CommandLine =
"\"C:\\Windows \\system32\\winsat.exe\" ",ImagePathName = " \system32\winsat.exe"



TexHukm obxona UAC

[Mopo3putenbHoe nosegerHne B PT Sandbox:

Create.Process.ExtraRegKey.UACBypass

Create.Process.EnvironmentVar.UACBypass

Create.Process.DirectoryMock.UACBypass

Create.Process.COMDLLHijack.UACBypass




TexHukm obxona UAC

Sandbox MOHWUTODKUHT 3anaHna Dannsl 06paskl BM Cuctema

53 KAO p PO l PO Services.exe

httpS://deCOded.avaSt.iO + Tponyluexo windows/syswow64/wudfsmdf1.dll

/luigicamastra/apt- '
. CeoiicTea daiina 0apoBHee

group-ta rget]ng' e —— 47 : 3EDDOF72C2E700DD49004

governmental'agenCieS'

in-east-asia/

PesyneTaT npoeepkn ¢aiina

Bakgop

CraTu4yeckuii aHanms

B Gaxkpop

B Tposu AHTUEMpYCBI




TexHukm obxona UAC

Sandbox MOHWUTOPUHT 3anaHua @annkl 0O6pa3bl BM CucTtema MpoBepuTs Gannsl
Services.exe

< [ponywewo MNoBegeHuYeCKWUA aHaNn3 CKauaTh pesynsTaTsl aHANMSE PesynbTaT NoBeAeH4YECKOro aHanuns3a

B Services.exe ¥rpo3 He 06HapymeHo

1] MMoBEAEHYECKUI aHann3

_ , o MoBepeHuYeCKWiA aHaNN3
m windows/syswow64/ wu..
users/john/appdata/roa... MoTeHUWaNnbHO onacHoe NoBegeHne

windows/temp/wfdrw8s...

Create.Process.ExtraRegKey.UACBypass

Create.Service.RPC.Persistence

Create.Window.Hidden.Evasion

Write.File.Attribute.Hidden




CopepxaHme

« KopoTtko o PT Sandbox
e TEXHNKM MaHMNYNALUA C TOKEHOM DE30MacHOCTU
* TexHunkn ooxoga UAC

» OOHapyXeHne 3KCNIIOUTOB NOBbILLEHNSA NPUBUNIETUIA

e 3aknoyeHmne



O6HapyxeHue 3KCNMoUToB
NOBLILWWEHUA NPUBUIIErnn

Operation RussianDoll: Adobe & Windows|Zero-Day/
Exploits Likely Leveraged by Russia’s APT28 in Highly-

Targeted Attack
A.rjriH-B,. 2015 t};_x Fireey E}(p|oit Overview

FireEye ecently detected a limited APT cam
D The high level flow of the exploit is as follows:

P}

https://www.fireeye.com/blog/threat-research/2015/04/probable_apt28_useo.html



O6HapyxeHue 3KCNMoUToB
NOBLILWWEHUA NPUBUIIErnn

MD5: 54656d7ae9f6b89413d5b20704b43b10 (Seduploader/Gamefish)

lpfrundProc = ( 3t _kernel_steal token;

OKOHHa#A npoueaypa —
PYHKUMA KpaXKM TOKEHa

+ Jg_KernelCallbackTable offset)
Jg_ClientCopyImage_callback);
)1 + Jg_KernelCallbackTable offset);
[lepexBart

, Buisd, @xdeu, & I

user32!__ ClientCopylmage
callback




O6HapyxeHue 3KCNMoUToB
NOBLILWWEHUA NPUBUIIErnn

MepexBa4veHHbIK _ ClientCopylmage callback

OnucaTtesib OKHa
TeKyuwero noToka

+ 1) + [ T3
+ B) == *{ = I Jg_Win32ThreadInfo_offset +

BpeaoHOCHas OKOHHas
npoueaypa -> OKOHHas
npoueaypa no YMO/I4aHMUIO ->
server-side (agepHas)

return g_criginal ClientCopyImage (™S

OKOHHas npoueaypa

-4 == GWLP_WNDPROC (new address for the window procedure) M0 YMO/HaRHIO



O6HapyxeHue 3KCNMoUToB
NOBLILWWEHUA NPUBUIIErnn

DYHKUMA KpaXKM TOKEHa

if { lg flag )}

Jg_PsLookupProcessByProcessIdy( Jg_current_pid, &

)g Ps L \ dj4ics, & I

1g_Token_offset|+

return @igd;

Jg_Token offset
s




O6HapyxeHue 3KCNMoUToB
NOBLILWWEHUA NPUBUIIErnn

OTKyana B3aau PsLookupProcessByProcessld?



O6HapyxeHue 3KCNMoUToB
NOBLILWWEHUA NPUBUIIErnn

= GetModuleHandleW(L"ntdll.d11™);

= 256i64; ;

https://www.geoffchappell.com/studies/windows/km/nto

OXB == SyStemMOdUle|nf0rmat10n skrnl/api/rtl/ldrreloc/process_modules.htm?tx=74



O6HapyxeHue 3KCNMoUToB
NOBLILWWEHUA NPUBUIIErnn

-»Modules[@].0ffsetToFileName],

'.
_.I »

é PsLoockupProcessByProcessId =

if




O6HapyXxeHue 3KCNMouToB
NOBLILWWEHUA NPUBUIIErnn

CVE-2011-2005

" GETTING THE JOB DON

Il threat groups generally follow a broad

operational framework known as the

Attack Lifecycle. While the phases of
the Attack Lifecycle — from initial compromise
to privilege escalation to maintaining presence
and completing the mission — are remarkably
consistent, the specific TTPs used vary widely
based on a group’s skills, motivations and
ultimate goals.

After gaining access with valid credentials,

we observed FING leveraging components of
the Metasploit Framework to establish their
foothoold. For example, in one case, FIN6 used
a Metasploit PowerShell module to download
and execute shellcode and to set up a local

and control (CnC) servers and download &
execute shellcode. FING generally used either
registry run keys or Windows scheduled tasks
in order to establish persistence for these tools.

Once their accesses were established with
preferred backdoors, FIN6 used additional
public utilities such as Windows Credentials
Editor for privilege escalation and credential
harvesting. Additional privilege escalation
tools exploited Microsoft Windows
vulnerabilities in an attempt to compromise
privileged account credentials on various
hosts. The tools targeted CVE-2013-3660,
CVE-2011-2005 and CVE-2010-4398, all

of which could allow local users to access

atchTable

chTable

krnlbase

findSysBase

https://www.exploit-db.com/exploits/18176

https://www2.fireeye.com/rs/848-DID-242/images/rpt-fin6.pdf



O6HapyxeHue 3KCNMoUToB
NOBLILWWEHUA NPUBUIIErnn

CVE-2016-7255

Microsolt patches CVE-2016-7255 Windows zero-day

KernelImage

exploited by|Fancy Bear

hKernelInUserMode

if (!hKernelInUserMode

Microsoft has issued a security patch that fixes the

vulnerability tracked as|CVE-2016-7255|exploited by Russian

hackers.

printt EhENE -]
exit (EXIT_FAILURE

KernelBaseAddressInKernelMode = pS

HalDispatchTable = (UINT64]GetProcAddress

oduleInformation
uleInformation- >

KernelImage

", KernelBaselAddressInKernelMode

raryA(KernelImage

hKernelInUserMode

http://securityaffairs.co/wordpress/53242/hacking/cve-2016-7255-zero-day.html https://www.exploit-db.com/exploits/41015




O6HapyxeHue 3KCNMoUToB
NOBLILWWEHUA NPUBUIIErnn

CVE-2018-8453

KTo BHOBAT

daHOHBIE C

2Dah

nqaetT Ham Og
OTEETCTEEHHOCTDL 3

Module + ntOsBase, 2 &

https://securelist.ru/cve-2018-8453-used-in-targeted-attacks/ 91658/

https://github.com/ze0r/cve-2018-8453-exp



O6HapyxeHue 3KCNMoUToB
NOBLILWWEHUA NPUBUIIErnn

BpeAOHOCHoe nOBeAeH Me B PT Sand bOX. PEB},I"ﬂbTEIT noeegeH4YecKoro aHanmsaa

JKCNNOWT

« Exploit.Win32.Spraying32k.a

MoBegeH4YeCcKWIA aHaNn3

» Exploit.Win32.Tcpip.a

O6Hapy»eHHoe onacHoe MO

JKCNNOWT
Exploit. Win32.KerneLPE.a

« Exploit.Win32.KernelLPE.a

Time = 1234567890.123456, PID = 2384, PPID = 1352, TID = 3200, ProcessName =
"\Device\HarddiskVolume2\Users\exploit-generic.exe", Method = , Module =
"nt", vCPU = 1, CR3 = 0x69B13000, Syscall = 71, NArgs = 7, SectionHandle = Ox2FF688,
DesiredAccess = OxF, ObjectAttributes = 0, MaximumSize = @, SectionPageProtection = 0x10,
AllocationAttributes = 0x1000000, FileHandle = "\Windows\System32\ntos "



O6HapyxeHue 3KCNMoUToB
NOBLILWWEHUA NPUBUIIErnn

Sandbox MOHWUTOPWHT ®annbl 1 BM

sedup_cve-2015-1701.exe

sedup_cve-2015-1701.exe

CeoiicTBa daiina

PesynbTaT npoeepkn ¢paiina

JKCNNONT

CTaTU4YecKuia aHannsz

B vcravoewmk BMO

B Tposu AHTUBMPYChI

MoBegeH4ecknii aHanus

B 3xcnnoit win7-¢
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