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Yro Takoe RPC

« Kak MOryT nepenaBaTbCA AaHHble Mexay npoLeccamm?
« Qannbl, peecTp
* imeHoBaHHbIE KaHanbI
« Pasgenaemas namateb (shared memory)

« Component Object Model (COM)
 Remote Procedure Call (RPC)



Yt0o Takoe RPC

* ApXUTeKTypa: KInmeHT— Client Server

* BbI30B pyHKUNIN Yepes .
nepegavy coobLeHnn

* B obOwem cnyyae

nogpasymeBaeTcs .
nepegaya gaHHbIX Mexay BN RPCRuntime

pa3rim4yHbiMn MallMHaMH

https://miro.medium.com/max/6412/1*0CAadsiQQ9la7zISMrcA1Q.png



UYro Takoe RPC

« KaKk yCTPOEH TpaHCnopT Ha 04HOW MaLLUMHE MeXay npoueccammn?

* cnonbayetca LPC (Local Inter-Process Communication)
» B3anmopencteme yepes LPC-nopThbl

 [l1aHHble nepenatotca LPC-cooblieHnamm nnm yepes obLLyo CEKLNIO B
namaTiu

http://www.zezula.net/en/prog/lpc.html



UTO TakKkoe

RPC

lient address fernel address spaca
space

Connection port

Client process

Clizrt wisw

of section

rvar aodress
space

Sarver process

Hamdle

Hamdle

https://flylib.com/books/en/4.491.1.36/1/




Uto Takoe RPC
* A 4YTO NPOUCXOONUT YPOBHEM BbiLLE?

* icnonb3yetca MIDL-nHtepdenc (Microsoft Interface Definition
Language) ana KrnmeHT-cepBEPHOro B3anMogencTBUS

* icnonb3yetca NDR-npoTtokon (Network Data Representation) ang
nepeaadun gaHHbIX

https://docs.microsoft.com/en-us/windows/win32/midl/midl-start-page
https://docs.microsoft.com/en-us/windows/win32/rpc/rpc-ndr-engine




Yt0o Takoe RPC

NdrClientCall4 function (rpcndr.h)
/OS/R0TE - 2 minues e e NdrClientCall3 function (rpcndr.h)

[NdrClientCall4 is not supported and may be altered or unavailable in the - 12/05/2018 » 2 minutes to read

NdrC| Nd rCI ientca I I2 fu nction (rpcnd ¥ h‘ iz nat eninnarted and mawv he altarad arnnavailahle in the fiitire 1
IO 2 s e e NdrClientCall function (rpcndr.h)

Syl The NdrClientCall2 function is the client-side entry point for the /Oict  12/05/2018 - 2 minutes to read

C+d The NdrClientCall function is the client-side entry point for the /Oicf mode stub.
CLI

Syntax
. I Syntax

CLIENT_CALL RETURN RPC_VAR_ENTRY N
PMIDL STUB DESC pStubDescriptor,
PFORMAT_STRING pFormat, CLIENT CALL_RETURN RPC_VAR_ENTRY NdrClientCall(
e PMIDL STUB DESC pStubDescriptor,
PFORMAT_STRING pFormat,




Yt0o Takoe RPC

» Ctpyktypa MIDL_STUB DESC
MIDL_STUB_DESC structure (rpcndr.h)

20572018 » 2 minutes to read

The MIDL_STUB_DESC structure is a MIDL-generated structure that contains information about

the interface stub regarding RPC calls between the client and server.

Syntax

*RpcInterfaceInformation;

https://docs.microsoft.com/en-us/windows/win32/api/rpcndr/ns-rpcndr-midl_stub_desc



Yt0o Takoe RPC

. CTpykTypa RPC_CLIENT INTERFACE

The RPC_CLIENT_INTERFACE structure is part of the private interfa

ce between the run-time
libraries and the stubs. Most distributed applications that use Microsoft RPC do not need this
structure.

The data structure is defined in the header file Rpcdcep.h. See the header file for syntax block

and member definitions.

https://docs.microsoft.com/en-us/windows/win32/api/rpcdcep/ns-rpcdcep-rpc_client_interface



Yt0o Takoe RPC

« CTpyKTypa «3aronioBka hopmMaTHOM CTPOKN»

Procedu re Header Descriptor
05/31/2018 = 2 minutes to read » c:’ & (38
The header has been extended several times over the life of the NDR engine. The current

; different headers depending on the mode of the compiler. However,

more recent h_a._ier:. are a superset of the older ones.

The Old —Oi Header

The header has the following format:

_description<>]

https://docs.microsoft.com/en-us/windows/win32/rpc/procedure-header-descriptor
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MnarvH rpcmon ana DRAKVUF E&

o Why GitHub? ~~ Team Enterprise Explore -~ Marketplace Pricing

/ drakvuf

¥ master ~ drakvuf

'-’ tklengyel Update plugi KUP_| JEL and some mis

apimen

bsodmon

clipt imon
1on

cpuidmon

crashmon

debugmon

delaymon

https://github.com/tklengyel/drakvuf/tree/master/src/plugins



MnarvH rpcmon ana DRAKVUF E&

[lepexBaTbiBaemMble API

if (!drakvuf_are_userh supported{drakvuf))

PRINT_DEEUG

https://github.com/tklengyel/drakvuf/blob/master/src/plugins/rpcmon/rpcmon.cpp



MnarvH rpcmon ana DRAKVUF E&

OnuncaHna CTPYKTYP AaHHbIX

struct _MIDL_STUE_DESC

addr_t RpcInterfaceInformation;

¥ __attribute_ {(packed, aligned(4)}});

struct _MIDL_

¥ _attribute_ {{packed, aligned(4)}});

struct _MIDL_STUBLESS_PROXMY_INFO

https://github.com/tklengyel/drakvuf/blob/master/src/plugins/rpcmon/rpcmon.cpp



MnarvH rpcmon gna DRAKVUF

3BneveHne naeHtTndukatopa nHtepdenca

static std::optional<rpc_info_t» parse_MIDL_STUB_DESC{drakvuf_t drakvuf, drakvuf_trap_info* info, addr_t arg)

addr_t rpc_interface_information_addr = get_rpc_interface_information_addr{drakvuf, info, arg);

if (!rpc_interface_information_addr)

ot ST I e |
STUrn +1ri

ACCESS_CONTEXT(ctx,
Lransla

.dth = i

https://github.com/tklengyel/drakvuf/blob/master/src/plugins/rpcmon/rpcmon.cpp



MnarmH rpcmon ana DRAKVUF E&

13BneveHmne HomMepa npouenypob!

proc_num_fisld_offset = (oi_flags &

return proc_num;

https://github.com/tklengyel/drakvuf/blob/master/src/plugins/rpcmon/rpcmon.cpp
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Mpumepsbl BpeAOHOCHbLIX TEXHUK

CmoTpeTb no3xe [logenuTbcA

~POSITIVE
TECHNOLOGIES

TexHUKM aBTo3anycka

CreateServiceA (Advapi32.dll -> sechost.dll) -> NdrClientCall4 (RPCRT4.dll)

B npeabiayLumx
cepusax (1/2) X

NMNOKA3ATb AAPYI'ME BUOEO

syswow64?

Sys -l -~ liaw o qane (1] (] (117




NMpumepbl BpeAOHOCHbIX TEXHMUK

CMoTpeTb no3xe [logenutbeA

~OSITIVE
TexHUMKM aBTO3anyckKka fosmve
1FF70682-0A51-30E8-076D-740BESCEE98B - ATSvc UUID version 1.0
B npeﬂbl.u.yu-“/lx docs.microsoft.com/en-us/openspecs/windows_protocols/ms-tsch/fbab083e-f79f- Do
4216-af4c-d5104a913d40 1 MOAYNb AYAMO ¥ BUAEO

cepuax (2/2)

Lo6pbiit AeHb! -) 3BYK, BWAED - B HOPME. ;)

No6pbiil oeHb)

@

syswowG4?

NOKA3ATb APYTUE BUOEO

Sys -l -~ i o mos T ==



Mpumepsbl BpeAOHOCHbIX TEXHMUK

T1529: System Shutdown/Reboot

Matrices  Tactics ~  Techniques ~  Mitigations ~  Groups  Software
[Saan:hQ]

MITRE | ATT&CK

= = System S hutdown/Reboot

TECHNIQUES
Enterprise

System Shutdown/Reboot

Adversaries may shutdown/reboot systems to interrupt access to, or aid in the destruction of,

Persistence

Privilege




NMpumepbl BpeAOHOCHbIX TEXHMUK

The malware uses the ChangeServiceConfigW API to change the start type to 4 which means: "Disabled: B aunne p
Specifies that the service should not be started.”

Olympic Destroyer

Additionally, the malware lists mapped file shares and for each share, it will wipe the writable files (using
either uninitialized data or 0x00 depending of the file size).

Finally after modifying all the system configuration, the destroyer shutdowns the compromised system.

LEGITIMATE FILE
Additionally, the Olympic Destroyer drops the legitimate, digitally signed, PsExec file in order to perform

https://blog.talosintelligence.com/2018/02/olympic-destroyer.html



Mpumepsbl BpeAOHOCHbLIX TEXHUK

MalwareHunterTeam
Mot remember seeing these before in REvil ransomware samples.

So basically the actors using REvil now can use it to reboot target machines
into safe mode with networking...

LLindbpoBanbLumK IEIR Cmdl ine T
=Y ine 02 eax, (enpestring)

AR aBcded

https://twitter.com/malwrhunterteam/status/1372536434125512712



NMpumepbl BpeAOHOCHbIX TEXHMUK

PaccmaTtpuBaemasa komaHga: shutdown.exe /s /f/t 0

£ | _raise_securityfailure
f| __report_gsfailure
F| _imp_load_BxitWindowsEx

ms_win_ntuser_misc_I1_

Ei-l ApiSetCueryApiSetPresence 0
E [sShutdow !

F| _imp_load_5

f| _tailMerge (1 \
£ _imp_load_Sh intReasons » 144;

F| _imp_load_Shutdown LibReportErs
£ _imp_load_Shutdow

£ _imp_load_Shutdow

(7] _GSHandlerCheck

eshutdownid";

T&Eunk 144

{140002D23)




NMpumepbl BpeAOHOCHbIX TEXHMUK

advapi32! InitiateShutdownW

i
re

1
m
v

WsdpInitiateShutdown(
)

=k}
[a )

00017850




Mpumepsbl BpeAOHOCHbLIX TEXHUK

advapi32, WsdplnitiateShutdown
Homep npouenypsl: O

_PROXY _INFO *pProxyInfo, ur




Mpumepsbl BpeAOHOCHbLIX TEXHUK

ID nutepdenca: D9SAFE70-A6D5-4259-822E-2C84DA1DDBOD




NMpumepbl BpeAOHOCHbIX TEXHMUK

https://gist.github.com/enigma0x3/2e549345e7f0ac88fad130e2444bb702

Time = 1234567890.123456, PID = 3900, PPID = 3624, TID = 3504, ProcessName =
"\Device\HarddiskVVolume?2\ . Event =
"api_called", CalledFrom = OxX7FEFE9QE2E9E, ReturnValue = 0x0, pStubProxy = 8791775207072,

I I

TransferSyntax = "8A885D04-1CEB-11C9-9FE8-08002B104860"



NMpumepbl BpeAOHOCHbIX TEXHMUK

Delete.System.ShutDown.Destruction B PT Sandbox

MoBegeHUYecKWiA aHan...

CKavyaTb pesynbTaTbl aHanusa

PEB}I"H bETaT NnoeefgeH4YeCcKOro aHanMza

TpoaH

MNoBeaeH4ecKWiA aHanns

O6Hapy»eHHoe onacHoe MO

TpoaH

Trojan.Win32.Generic.a

MoTeHUWanbHO ONACHO® NOBEAEHWNE

Delete.System.ShutDown.Destruction




Mpumepbl BpeAOHOCHbLIX TEXHMK

T1087: Account Discovery

MITRE | ATTBCK (0% =

v > Local Account

TECHNIQUES

Enterprise

Account Discovery: Local Account

Other sub-techniques of Account Discovery (4)

Adversaries may attempt to get a listing of local system &

Initial A adversaries determine which local accounts exist on a system to aid in follow-on behavior.
1tial AC :

Execution Commands such as net user and net leocalgreup Of the Net utility and id and groups on

o cnd b e e macOS and Linux can list local users and groups. On Linux, local users can also be
Persistence

enumerated through the use of the /ete/passwd file.



Mpumepsbl BpeAOHOCHbLIX TEXHUK

Turla APT,
ComRAT v4

https://www.welivesecurity.com/wp-content/uploads/2020/05/ESET_Turla_ComRAT. pdf



NMpumepbl BpeAOHOCHbIX TEXHMUK

uninstdll Pre-packaged core platform with a script tasked for removing all the traces
of the malicious components in the system

Dump user list

ProjectSauron APT loptions]

Options:

-f <pattern§ Display only users where the name matches <pattern=.
-5 <server>| Display users on <server>. Default is localhost.

https://media.kasperskycontenthub.com/wp-
content/uploads/sites/43/2018/03/07190156/The-ProjectSauron-
APT_Technical_Analysis_KL.pdf



NMpumepbl BpeAOHOCHbIX TEXHMUK

PaccmartpuBaemaga komaHaa: net user

) =, @i64, 9i64, 1,

hThread);

.hProcess, @

S mein-12& (1400012039 00000C48)2x parser-226 (140001348)




Mpumepsbl BpeAOHOCHbLIX TEXHUK

net1.exe, user enum

~ ErrorPrint(v2);
MetemdExit{2);




NMpumepbl BpeAOHOCHbIX TEXHMUK

netapi32! NetUserEnum

- netl.exe - PID: ES4 A Mogyne: samcli.dll Thread: Mhaeneid notok E58 - x64dbg [Elevated]

aiin  Bua Otrnagka TpacowpoBka Mogynw  MsOpaddoe  MapameTpel  Cnpabka

I3 CPU & Mpadmk | & U 3ameTHm # Toukw ocTaHoBa 8 KapTta namATk [ ¢

ord ptr ¢

wnrrd nte -

. pub
call Net

FEFASF&3AD) samc1i.d11: $63A0 #59A0 <NetUserEnums

e 000000000
ote famn 2 e Aamn 3 e Aamn 4 W famn 5 L) MpocMoTp 1 § 3

WecTHaAWA EQHUHYHOE ASCIT *
5 1




NMpumepbl BpeAOHOCHbIX TEXHMUK

samcli! NetUserEnum

'l-".'hilE | 1 :|
{

i )
uction Data UInexplored External symbaol Lumina function

|_D IDA View-A =| P=e ! 0| He |E| Structures

Ordinal Mame Library

=] SamEnumerateUsersInDomalin(

SamEnumeratelsersinDomain SAMLIB




Mpumepsbl BpeAOHOCHbLIX TEXHUK

samlib! SamEnumerateUsersinDomain

Homep npouenypbl: 13 1 72

\

i[&pProxyInfo, L

>




Mpumepsbl BpeAOHOCHbLIX TEXHUK

ID nHtepdenca: 12345778-1234-ABCD-EF00-0123456789AC

) Be align 1@h
dword_1888122B8 dd &8h




Mpumepbl BpeAOHOCHbLIX TEXHMK

2.1 Transport

0470742021 = 2 minutes to read

e 3 1.5.2.5 SamrEnumerateUsersinDomain
(Opnum 13)

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms- 02/14/2019 = 2 minutes to read
samr/084da2e7-0ba0-44fc-8f17-e8a200c69eb5

e SamrEnumerateUsersinDomainimethod enumerates all users.

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-
samr/6bdc92c0-c692-4ffb-9de7-65858b68da75

Time = 1234567890.123456, PID = 264, PPID = 3876, TID = 3864, ProcessName =
"\Device\HarddiskVolume?2\ . Event =
"api_called", CalledFrom = Ox7FEFC1C46B1, ReturnValue = 0x0, pStubProxy = 0x7fefc1ce640,

J I

TransferSyntax = "8A885D04-1CEB-11C9-9FE8-08002B104860"



NMpumepbl BpeAOHOCHbIX TEXHMUK

Read.System.SAMserv.AccountManipulation B PT Sandbox

MoBegeHUYeCKUiA aHann3

CKAYATH PE3yNETATHI AHANU3A Pe3ynbTaT NoBeAeHYecKoro aHannsa

¥rpoa He oBHapy#eHo

MoeegeH4YeCKWIA aHaNW3

NMoTeHyWanbHO onacHoe NnoBegeHwe

Create.Process.Net.SystemManagement

Read.System.SAMserv. AccountManipulation




Mpumepsbl BpeAOHOCHbIX TEXHMUK

T1563/002: Remote Service Session Hijacking: RDP Hijacking

Matrices  Tactics ~  Technigues ~ Mitigations ~  Groups  Software  Resources ~ Blog &'  Contribute

MITRE | ATT&CK'

~ ) Home = Techniques = Enterprise = Remote Service on Hijacking = RDP Hijacking
TECHNIQUES

Enterp

Remote Service Session Hijacking: RDP Hijacking

Other sub-techniques of Remote Service Session Hijacking (2) ID: T1563.002

o Tar 1 r - 1 [
Adversaries may hijack a legitimate user's remote desktop session to move laterally within an Sub-technique of: T

environment. Remote desktop is a common feature in operating systems. It allows a user to Tactic: Lateral Movement

log into an interactive session with a system desktop graphical user interface on a remote Platforms: Windows
\ Vicrosoft refers to its implementation of the Remote Desktop Protocol (RDP) as
Remote Desktop Se  (RDS).[!

Adversaries may perform RDP session hijacking which involves stealing a legitimate user's tori
monitoring
remote session. Typically, a user is notified when someone else is trying to steal their s )
_ _ o _ Version: 1.0
With System permissions and using Terminal Services Console,
Created: 25 February 2020




Mpumepsbl BpeAOHOCHbLIX TEXHUK

ssion lrackin

Onepauusa North Star

Torisma

u.ﬂ

https://www.mcafee.com/blogs/other-blogs/mcafee-labs/operation-north-star-behind-the-scenes/



NMpumepbl BpeAOHOCHbIX TEXHMUK

twnry, encrypted using the WANACRY! encryption format, where "WANACRY!” is the file header

I

6023135b38da3

Yepsb WannaCry

; 1pExitCode
: duMilliseconds
offset CommandLine ; i

sub 481064

ebx ; 1pExitCode
ebx : duMilliseconds
offset alcacls GrantEv ‘
sub 481064

esp, 20h

https://logrhythm.com/blog/a-technical-analysis-of-wannacry-ransomware/



Mpumepsbl BpeAOHOCHbLIX TEXHUK

PaccmaTtpuBaemasa komaHga: Bbi3oB API-pyHkunn WTSEnumerateSessionsW
n3 bnbnuotekn wtsapi32.dll




NMpumepbl BpeAOHOCHbIX TEXHMUK

winsta! WinStationEnumerateW

_tsrpcEnumera

tationEnumeratehll(




NMpumepbl BpeAOHOCHbIX TEXHMUK

winsta, tsrpcEnumerate

" _tsrpcEnum s

OO004EE ? tsrpcEnumerate@f@YRJPEAXFEAPERT SESSICHIDWEEFEAKREZI:502




Mpumepsbl BpeAOHOCHbLIX TEXHUK

winsta, CEnum::GetEnumResult

Homep npouenypsbl: 5




Mpumepsbl BpeAOHOCHbLIX TEXHUK

ID nutepdenca: 88143FD0-C28D-4B2B-8FEF-8D882F6A9390




Mpumepsbl BpeAOHOCHbLIX TEXHUK

L5M Enumeration { d-Ab2b-gfef- YWPIPENLSM_API _service

(tspubrpc.idl)<&>

YWPIPENUMNIFIED_API service <%=

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-
tsts/4f5ff568-2887-4c50-8b36-38bb85170b58

currently running on the terminal server after applying the specified filter,

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-
tsts/635a479c-7213-426f-bbbe-ffbe381c6302

Time = 1234567890.123456, PID =412, PPID = 2376, TID = 3152, ProcessName =
"\Device\HarddiskVolume2\Users\malware.exe", , Event = "api_called",
CalledFrom = Ox7FEFD6E2A22, ReturnValue = 0x0, pStubProxy = 0x7fefd700500,

b} b

TransferSyntax = "8A885D04-1CEB-11C9-9FE8-08002B104860"



NMpumepbl BpeAOHOCHbIX TEXHMUK

Read.System.RDPSessions.Enumeration B PT Sandbox

MoBegeHUecKWiA aHann3

CKaYaTb pesynbTaTsl aHanusa

PEEYH bTaT NoeegeH4YecKoro aHanuza

TpoaH

MNoBegeH4YecKMiA aHanns
O6Hapy»eHHoe onacHoe NO

TpoaH

Trojan.Win32.Generic.a

MoTeHUWanbHO ONacHoe NOBeeHWne

Read.System.RDPSessions.Enumeration




NMonesHble CCbINKU

PT Sandbox
ptsecurity.com/ru-ru/products/sandbox/

PT ESC Threat Intelligence blog
ptsecurity.com/ru-ru/research/pt-esc-threat-intelligence/

PT ESC Incident Response Alert
ptsecurity.com/ru-ru/services/esc/

Bonpochbl
webinar@ptsecurity.com

Alexey Vishnyakov
avishnyakov@ptsecurity.com
Twitter: @VishnyakOv

[MoBblWeHWe NpuBMNErnn B cucteme:
AeTeKkTupoBaHune TexHUK Ha npumepe PT
Sandbox

https://www.ptsecurity.com/ru-
ru/research/webinar/povyshenie-
privileqij-v-sisteme-detektirovanie-
tekhnik-na-primere-pt-sandbox/

[MnarvH exploitmon gna DRAKVUF.
O6HapyxeHue akcnnyataummn agpa OC ¢
nomowbto PT Sandbox

https://www.ptsecurity.com/ru-
ru/research/webinar/plagin-exploitmon-
dlya-drakvuf-obnaruzhenie-
ehkspluatacii-yadra-os-s-pomoshchyu-
pt-sandbox/



https://www.ptsecurity.com/ru-ru/research/pt-esc-threat-intelligence/
https://www.ptsecurity.com/ru-ru/services/esc/
https://www.ptsecurity.com/ru-ru/research/webinar/povyshenie-privilegij-v-sisteme-detektirovanie-tekhnik-na-primere-pt-sandbox/
https://www.ptsecurity.com/ru-ru/research/webinar/plagin-exploitmon-dlya-drakvuf-obnaruzhenie-ehkspluatacii-yadra-os-s-pomoshchyu-pt-sandbox/
mailto:webinars@ptsecurity.com
https://www.ptsecurity.com/ru-ru/products/sandbox/
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