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PT Application Inspector:
cepuna sebuHapos

D6 O0OM

CerogHsa

DevSecOps:
BHeApeHue B NpoAYyKTOBbLIN KOHBenep
u akcnnyatauma PT Application Inspector

Kenc BHegpeHus PT Application Inspector
B Positive Technologies (TexHu4eckasi 4yacTb)

https://www.youtube.com/watch?v=MSotiaSowmM



https://www.youtube.com/watch?v=MSotiaSowmM

NnaH BebuHapa

v

BBeneHue

= Ot DevOps k DevSecOps

= PT Application Inspector: oCHOBHble
BO3MOXHOCTW 1 CNOCOObLI MHTEerpauum
¢ Cl-cuctemamu

KoMnoHeHTbI pelueHus
= CepBepHasda 4yacTb

= KnueHTtckasa 4yacTb
»  WHterpauyus c ClI

PT Application Inspector B TeXHONIOrM4eCKOM KOHBeuepe

= DevOps B Positive Technologies

=  PenusHasa cxema cbopok ¢ NPOABMKEHUSIMA

=  ApxuTekTypa pasMeLLeHns n cbopoUHbI npouecc

= MeToauka BHegpeHusi PT Application Inspector B c6opouyHble Cl-koHBelepbl

A 4

A 4

demoHcTpauus Q&A

= KoHBenep Ha GitLab CI
= |labnoHbl B Open Source



BBepeHue
DevSecOps u PT Application Inspector

@™ Anexceii XykoB
s JKCrepT oTaena CUCTeM 3awuTbl NPUITOXKEHUN

ptsecurity.com
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A kKak xxe 6e30nacHOCTbL?

50% Beb6-npunoXeHun NvVeT

KPUTNHECKU ONaCHblE YA3BUMOCTU Dev QA

Kaxxgaa nataa araka 1] L

HanpaBrieHa Ha BED-NPUNOXeHUs
DevSecOps

91 I

82% yassumocrTem
coaepkatcsi B UCXOAHOM
KOZe NPUNOXEHUS

IT Sec


https://www.ptsecurity.com/upload/corporate/ru-ru/analytics/web-vulnerabilities-2020-rus.pdf

AHanu3 Koaa
KaK nepBbiv WIar

YTtO
KpomMme Koga

BcTrpauBaHue
B nNpouecchl

AHanus CTOPOHHUX KOMIMOHEHTOB

[MpunoxeHne — 3TO He TOSbKO Ko BalLMx pa3paboTymkoB. [1osiss CTOPOHHUX KOMIMOHEHTOB
(third-party code) BnosiHe conoctaBMmMa ¢ 00 beMOM MONb30BaTENLCKOro Koaa.

lNMpoBepka KOHUrypaumoHHbIX hannos

CoBpeMeHHble BED-NPUNOXEHNs MCMonb3yoT NnaTdopMbl BEG-CepBEPOB 1 CEPBEPOB NPUIOXKEHNIA.
HtoaHchl paboTbl NpUnoXeHUs onpeaensoTcst He TONbKO KOAOM, HO U KOHdurypaumen cepeepa.

IOnHamMunyeckmnn aHanus
DAST kak cnocob aHanusa 3alneHHOCTN Ha aTane TECTUPOBaHUS.

UuTterpauma c CI/CD

[na aHanuaa Hy>XeH MOnHbIN Ko4 NPUNoXeHUs — He3aBMCMMO OT TOro, B KAKOM MOMEHT OH (DOPMUPYETCH.
BmecTo nnarMHoB gnga peno3vtopues 1 3anpocoB Ha AocTyn Heobxoammebl nnarvHel ansa CI/CD-cuctemsl.



BOo3MOXHOCTM
PT Application Inspector

TOYHO HAXOAOUT
U NMPUOPUTU3NPYET
YA3BUAMOCTHU

PT Application Inspector obHapyxuBaeT
He TONMbKO cCaMn YA3BMMOCTU, HO U
YyCNoBUSA NX 3Kcnyatauymm —
bnarogaps KOMBbMHaUMKM MEXaHU3MOB
BbISIBNEHNSA YA3BUMOCTEN U IKCNepTunse
Positive Technologies

NMPOBEPAET
UCXOOHbIN KOA
N TOTOBOE NPUITOXEHUE

PT Application Inspector ncnono3syer
cTatndeckue, AMHaMuyeckune u
MHTEepPaKTUBHbIE MeToabl (SAST,
DAST u IAST), a no pesynsratam
aHanusa copmumpyeT besonacHble
SKCNSIONTLI ANA PY4YHOW NMPOBEpPKM
HaNM4nAa ys3BMMOCTU

WHTEFPUPYETCHA
B OEACTBYHKOLUME
NMPOLECCbI PABPABOTKU

PT Application Inspector rubko Bctpansaetcs
B CYLLIECTBYIOLLME MPOLECCHI 3a CYET rOTOBbIX
nNNarMHoOB 4N NOAKMOYEHUS K CUCTEMAM
cbopKM 1 OOCTaBKU NPUNOXEHUIN, NO3BONSAET
BbICTPOUTb NpoLecc 6e3onacHom pa3paboTku
Koaa



HemHoOro o6 akoHomumke

> 10 000
CKONbKO cTOMT $

6ar, n 3auem
Hy>eH shift-left

KonnyecTBo HOBbIX Daros

B CroumocTb ncnpaBneHus
oaHoro bara

10° wm W :

Coding Unit- Functional System Production
Tests tests Test




KoMnoHeHTbI)
enterprise-pewieHusn

i ---0

= .|||||---o. g_r’
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NMnarnHel CI/CD CepBep Viewer
PT Application Inspector

HAPIE

il
B

Cl/CD REST AreHTbI Beb6-uHTepheinc Bar-Tpekep
CKaHMpoBaHuUA



PT Application Inspector B DevSecOps

NMPOXOXAEHUE CEPTUDUKALINA

[MpoBeneHe aHann3a Kkofga Ha caMbIX PaHHUX
CTagMusX XXU3HEHHOIO LIMKI1a CHWXKAaET PUCK
npoBanunTb ceptudukaumto NO Ha cooTBeTCTBUE
TpeboBaHMsAM perynsitopoB

NMOUCK YA3BUMOCTEMN
B UCXOOAHOM KOLOE
anA PA3INNYHbIX A3bIKOB

AHanusaTtop nogaepxusaet 6onee gecsaTka
S13bIKOB MPOrpaMMmMpoBaHMS 1 NO3BONSIET
BbISIBIATb YSI3BUMOCTM C Y4ETOM MCMNONb3yeMbIX
dbpenmBopKoOB 1 BUBNNOTEK

OLEHKA KAHECTBA KOOA

B cocTtaBe pelueHns peann3oBaH He TOMbKO MOUCK
ySI3BUMOCTEN B KOE, HO U aHanu3 ero kayecTsa,
HanpvmMep NOUCK yCTapeBLUNX U HeNnoaaep>KmBaeMbIX
PYHKUUIA Unn NyCTbIX 06paboTUYNKOB UCKITHOYEHUN

ABTOMATUYECKOE BJIOKUPOBAHUE
BbIMYCKA YA3BUMbIX
KOMIMOHEHTOB

Wcnonb3oBaHune PT Al B pexume Security Gate
NO3BONSIET 3a4aTh NpaBuiia aBToMaTMYeCcKoro aHanunaa
pe3ynbTaTtoB Ans 6nokMpoBaHus COOpKU Npu nx
HEeCOOTBETCTBUM TpeboBaHNAM



Tunobl Cl/CD-nnarmHoB
PT Application Inspector

MnaruHbi
ANA KOMaHAHOM CTPOKMU

" YHMBEpPCanbHOCTb
MOXXHO 3anyckaTtb 13 nodon Cl/CD-cuctemsl

= [lBa BapuaHTa UCNOJTHEHUSA
NET vnu Java

= TpeOyroT pa3BepTbiBaHUA
Ha areHTax cOopKu

HaTuBHbIe NnarvHbl

Pa6ota B napagurme CI/CD
nHterpaumsa ¢ Jenkins, TeamcCity, Azure DevOps

OTKpbITble peLleHus
qithub.com/PositiveTechnologies/ptaiPlugins

He TpeOyroT pa3BepTbiBaHUA
Ha areHTax coopku


https://github.com/PositiveTechnologies/ptaiPlugins

PT Application Inspector
B TEXHONMOIrM4YecKoM KoHBeunepe

Tumyp MNMnbMynnuH
3amecTuTernb pykoBoAUTENS OTAeNa TEXHONOMMN N NPoLeccoB pa3paboTku

ptsecurity.com



Mapa cnoB o DevOps
B Positive Technologies

NOOOEPXXWUBAEM CI-KOHBEUEP

OT KOMMMUTA CTPOYKM KoAa paspaboTymkamm
Ao nyénukauum rotoBbIX NPOAYKTOB U NULIEH3UN
Ha cepBepax 0OHOBNEHUN

AOCTUWXEHUA

 Cosganun u ¢ 2014 roga passuaem Cl-koHBenep
Ha OCHOBE TUMOBbIX KOHUrypauum n perimsHoun
CXeMbl C NPOABMKEHUSIMI

* BHegpunun koHserep B 10+ NpogyKToB KOMMAHUK

» [Jenumcsa HapaboTkamu B oneHcopce DevOpsHQ
n Ha mutanax Op!DevOps! (2016, 2017)

HEMHOIO CTATUCTUKH
> 9,5 K c6opOYHbIX KOHGUrypaumm

> 2,7 M cbopokK B roa

> 8,2 Tb xpaHumbIx apTedakTos

> 40+ 6ung-areHToB B high, med, low c6opoYHbIX nynax

NMALLUEM CTATbU

JINYHBIN ONbIT: Kak BbIMaauT Hawa cuctema Continuous Integration

ABTOMaTU3aLMa NpoLLeccoB pa3paboTku: kak Mbl B Positive
Technologies BHeapanu naoeun DevOps

MopennpoBaHne Npomn3BoaCTBEHHbLIX NpoueccoB B U T-komMnaHum

YnpasneHme xaocom: HaBoaAMM NMOPAA0K C MOMOLLLH
TEXHONOrM4YeCckou KapThbl



https://github.com/devopshq
https://www.youtube.com/playlist?list=PLEl1NAXHTFNxcKRN09VQThNbQ33neUyfn
https://www.youtube.com/playlist?list=PLEl1NAXHTFNyUW3toSkHLL4Jl1cw4vWkc
https://habr.com/ru/company/pt/blog/313616/
https://habr.com/ru/company/pt/blog/343884/
https://forworktests.blogspot.com/2018/12/blog-post.html
https://habr.com/ru/company/pt/blog/480754/

PenuaHaa cxema c60pokK € npoaBMIXEHUAMM
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JNlerenpa

* Building
C6opka KOMNOHEHTOB U MHCTaNNATopa
npoaykKTa, coxpaHeHune B snapshot-
penosutopun Ha Artifactory

» Deploying
J[lennon Ha TecToBble CTEHAbI

» Testing
ABTOMaTU4eECKOE UIKN pPy4HOE
TeCcTupoBaHue

* Promoting
MpoaswmxeHue n3 snapshot-
peno3nTtopus B release-penosntopun

* Publishing
My6nukauns Ha ueHTpanbHOM cepBepe

A0

Y Build artifacts on the Snapshot
Source code |1 _ repository
~———»| Building |- /
- o
07 1 Artifacts are downloaded and
Y (Y deployed on the QA test stand
Test pode Deploying
s
07 2 Test results
A in TestRail
Testi
p— ) Test code =
\-f/ 07? 3 Build artifacts on the
y 2 Release repository
Build manifest,|e.g. - Installators or components O1
build-on-server” S | _ Promoting f >
{/’ -~ Build artifacts from the
Pool of build .~ < |Gittabce 1 > Snapghot repgsitory 02 4 Artifacts are Licenses 02
servers - P -1 A published [ o
<;, SupplyLab on the GUS Unpdates O3
GiLab C| L — Publishing J PoEee >
Deploy manifest) e.g. ) e ) (GUS) o
deploy-ontservet.” /, itlan & . GitLab C . 0? 5 Artifacts received
e (,/ P r Y 7'y from the FLUS
Pool of test - < SupplyLab
servers Nt N - w| Delivering Product installed
Poal of test Pool of test . FLUS}
servers cervers ) > ( and updated
Config files s GitLab CI -T 07? [
and [ - Installing
manifests 12 e ) & Updating o~
anl GUs- < | Installation (SCM) ot
— - config 2
FLUS Lk, L
Hardware " v, “
resources M1 () ( ) CI/ICD Management System M2 roduct CM
NODE: TITLE: g . T ] NUMBER:
Production in Positive Technologies company >

obHoBneHun GUS

Delivering
TupaxmpoBaHue Ha cepBepbl AOCTaBKM
obHoBneHun 3akasdnkam FLUS

Installing & Updating
YcTaHoBKa unun obHoBreHe npoaykTta
B MHPACTPYKTYpe 3aka3uymka



PT Application Inspector

i’
!

DevOps, Artifactory

Docker.Registry |

i Docker.Windows/Unux.ASA-client LatesyTAG

DevOps, GitLab-Cl

Build |

E Docker.Bulld. AlSA

1

DevOps.GitLab |

Project \ |

source code

e \ I |

erver.AlE.Agent

DevOps. Bullqib.gent\
|

BuildAgent.Console

workingDirectory

| || -~ g

|
Dacker.Winduwstinu:;.A;sA:;ué’rg)("f _—

| Wi e

i AE LightwelghtClient

—

ApXuTeKTypa pasMmelleHusa

JNlereHpa

DevOps.BuildAgent

cbopoyHbIn areHT (Linux nnu Windows)
BuildAgent.Console

CMCTEMHas KOHCOMb COOPOYHOro areHTa
Server.AlE.Agent

areHT ckaHuposaHus (PT Application Inspector)
DevOps.GitLab

KoprnopaTBHOE XpaHunuiie koga

DevOps.GitLab-ClI

kopnopatumeHas Cl-cuctema

DevOps.Artifactory

KoprnopaTMBHOE XpaHunuLe apTedakToB (apTedakTopuin)
Docker.Registry

XpaHunuile aokep-obpasoB B apTedakTropum
DevOps.Artifactory.Repo

peno3uTopuii B apTedakTopumn Ans XxpaHeHns

BGuHapHbIX hannos, BbIrpy>kaembix Tyga nocne cbopku
Docker.Build.AISA

apTedakT cbopku knneHTa AISA (gokep-obpas)
Docker.Windows/Linux.AISA-client.Latest/TAG

BCe Aokep-obpasbl knueHTta AISA (Linux 1 Windows)
Docker.Windows/Linux.AlSA-client

BblGpaHHbIN Jokep-0bpas, «obepTka» Hag knveHTom AISA
AIE.LightweightClient

NErkoBecHbIN KNMeHT AISA BHYTpW AOKep-KOHTEHepa Ans
paboTkl ¢ APl cepeepa PT Application Inspector



C6GopouHbIMN NpoLuecc
c ucnonbn3sosaHuem PT Application Inspector

DevOps.GitLab

DevOps BuildAgent

1. Pull project source code request

BuildAgent.Conscle

AIE LightweightClient

Sernver AlE.Agent

DevOps.GitLab

10, If scan, unit tests and all build steps are CK
then pushing build artifact to Artifactory

|

DevOps BuildAgent

.
-

DevOps Artifactory.Repo

7. Scanning source code via AIE agent ...

I | | | I
i I I I i
1 | | | 1
3 i i i 1
1 . | | | 1
i 2. Download project source code i i i i
[ i H H I I I i
!into working directory on Build Agent > \ \ X
i I I I i
! ' 3. Run build-on-server script - | \
| i - I |
' ! ' 4, Execute light-client _ ! !
| | ' > |
1 | |

[ | ! IS, Start scan via AIE agent on AIE server |
| | \ | from hash cornmit o
i i i i Bl
\_ 6. Read source code from GitLab to A|E server \ \ \
(e | | | [
r T T T ;I
i I I I i
1 | | | 1
i I I I

1 | | |

i I I I

i | 8. If scan success then return exit 0

| | :J else exit 1, break build and log record with issues

1 | [ |

| | 8. If scan success then executing |

! 1 unit tests and other build steps !

1 -

i

1

1

i

1

i

1

i

i

1

i

BuildAgent.Conscle

AIE LightweightClient

11. Build artifact saved ir Artifactory, possible with some quality tags|
I i

Server. AE.Agent

.
-~

DevOps Artifactory.Repo




OcHoOBHbLIE 3Tanbl METOAUKM

»
»

NMoarotoBka cepBepHOM YacTu

NMoaroroBka KNMEHTCKOU 4YacTu
YcTtaHOBKa U HacTpouKa cepBepa "

Ha OTOENLHOW BI/IpTyaJ'IbHOVI MallnHe
YcTtaHoBKa U HaCTpOI7IKa areHToB CKaHnpoBaHUA

Opranusauuns penmsHoro Cl-umkna
ans knueHTta AISA (noctaBka gokep-obpasom)

N
»

A 4

NMopgroroBka npoeKTa CKaHNpoBaHUA

= Ha cTtopoHe cepBepa
=  Yepes knueHT AISA

PaboTta c Cl-cuctemamm

LLlaGnoHbl ckaHnpoBaHua B GitLab ClI
= MeTtapaHHepbl TeamCity
= [Ipouune cpenctea

A 4



KoMnoHeHThI pelieHMnA
CepBepHasd, knmeHtckasa n Cl-yacTu

Amutpun ParynuH
Cl-nHxxeHep otagena TeXHONorum 1 NpoLeccoB paspaboTku

ptsecurity.com



CepBepHana yacrtb

PT Application Inspector

PT Application Inspector Server

B x o+
€ 3 C & aleserver-corp.prsecurity.ru/ui/dashboard v g
CratucTuka
Texkywmid ypoBeHs yrpo3bl  [CEE0A) CraTycbl NPOEKTOB
394 505 81 3143~
= HOBBIE CKAHWPYIOTCR BABEPWEHBl YCNEWHO 3ABEPWEHBI C OWKHBKOA
Konu4ecTBO YAZBUMOCTEN 1o scem npoexiam « 33 NOCASAHMA 108 3 Boicokui 3kuit loTeHUMANBHEIR
. P
e Y

Mpoueccop: Intel Core i7 ¢ yactoton 3,2 [Ty unn aHanoru
OnepatueHasa namate: OT 8 B

YKectkmn guck: ot 200 I'b

CeteBoni agantep: ot 10 M6ut/c

OC: 64-paspsagHasg Bepcust Windows Server 2012 R2 v Bbllle

PT Application Inspector Agent

- x

HacTtpo#ka cucTemb

Arente:

= AIE-AGENT-CORPpts.

» © @ aieserver-corp plsecur

ity.ru/uifadminiagents

Monbaoeatenu u ponu

W OCTaHOBUTE Ceiac

+ T'oT68 K CKaNMPOS..

AreHTbl CKaHMpPOBaHUA

39 ¢ Haa

o Wog i

Mpoueccop: Intel Core i7 ¢ yactoton 3,2 [Ty, unn aHanoru

OnepaTuBHas namaTb: oT 8 b
CeTteBou agantep: ot 10 MouT/c

Bpayaep: Microsoft Edge, Mozilla Firefox 46 v BbiLue,

Google Chrome 50 v Bbllwe

CkpunTtbl Ansa pasBepTbiBaHMA cepBepa PT Application Inspector
https://qgithub.com/devopsha/dohg-ai-best-practices/tree/master/AlE Server installation



https://github.com/devopshq/dohq-ai-best-practices/tree/master/AIE_Server_installation

PenuaHubin Cl-uukn gana AISA

111

II

<Active branches>

& DevOps Al.Shell.Docker Supply Project

MpoekT Ans coopku 1 conposomgerus B DevOps nHdpactpykType knmenTcroi vact AISA (Al.Shell npoekt). Admin: DevOps, nogpobhee:

https://wiki.ptsecurity.com/display/DevOps /Application+Inspector+Enterprise+as+PT+Service

Overview  Changelog  Statistics  CurrentProblems  Investigations ~ Muted Problems

[ Hide successful configurations
» 22 Builds |

— » O Aisa Docker CrossBuilder |+
« 22 Docker builds [+ Cnybul “figurations must be here. Admin: DevOp
» O Aisa Docker builder Linux |

+ O Aisa Docker builder Windows |

L—gu= » O Aisa Docker Pre-builder |

v 22 Tests |¢ Automatic tests. Admin: Dew(

==~ [1 Al.Shell.Docker Tests |-

22 Tests Linux |+

iz Tests Windows |

» O [IntegrityTest] Docker aisa-windows create project |

» O [IntegrityTest] Docker aisa-windows create project with policy |-

» O [IntegrityTest] Docker aisa-windows create project and quick scan |
[IntegrityTest] Docker aisa-windows create project and long scan |
» O [IntegrityTest] Docker aisa-windows quick scan |

» O [IntegrityTest] Docker aisa-windows long scan [+~

RERERREE

» O [IntegrityTest] Docker aisa-windows get multi-report |-
v 22 Tools |

« 22 Aisa Docker promoter |«

W= . [ Aisa Docker Cross Promoter |

38 Promoter builds |+ Onvbuil

ifigurations must be here. Admin: De

» O Aisa Docker Pre-Promoter |
if tests OK.

» O Aisa Docker Promoter Linux |

» O Aisa Docker Promoter Windows |

Build Chains

|v

Flaky Tests ©

Teamcity\

IIIL Tests\

7. ALShell.Docker Tests
———

Mark the Docker image QA.Passed
property on the artifactory

1

2. Aisa Docker Pre-builder
)

[3. Aisa Docker builder Llnux) (3. Aisa Docker builder W\ndows)

Upload docker images
with "version_N" tag
to DevOps Docker registry

4. Aisa Docker CrossBuilder l

8. ALShell.Docker Tests

l

| T

II. Promote
Y

(5. Alsa Docker CrossPromoter) (9. Aisa Docker Pre-Promoter)

6. Aisa Docker Pre-Promoter

Download docker images
with "version_N" tag
from DevOps Docker registry

Verify QA.Passed property

(11. Aisa Docker Promoter L\nux) (11. Aisa Docker Promoter W\ndows)

Upload docker images
with "latest” tag
to DevOps Docker registry

12. Aisa Docker CrossPromoter

I




KnueHTCKaa yacrb
PT Application Inspector AISA client

3.6.1.4931

Work started

MapameTp 3anycka Mpumep 3HayeHua OnucaHue Ob6s3aTenbHbIM NapameTp?
- —project-name DevOps Sandbox HasBaHwve npoekTta (perncTpoHe3aBncnmo), KOTopbI Haao npockaHnposartb. [poekt  [a, NP1 OTCYTCTBUM KIKOHa
- AomxeH 6bITb co3aaH Ha cepeepe AIE Ha MOMEHT 3arnycka ckaHMpoBaHuUsS --project-settings-file
. . . . . . [a, npy oTCyTCTBMM KIltOYa
--project-settings-file Test.aipro MNyTb K dbanny ¢ napameTpamMmu npoekTa o
proj g proj YTb K (hanny p p p --project-name
--policies-path ./policy.json MyTb K hanny ¢ onncaHuem nonUTUK HeTt
--scan-target source/folder MyTb K KaTanory unu danny NPUNOXeHUa AN CKaHMPOBaHUSA Oa
--reports-folder .ptai MyTb K kaTanory, kyaa éyayT coxpaHeHbl hannbl 0THETOB Het
Tunbl 0T4ETOB, CO3AaBaeMbIX MO OKOHYaHUWN CKaHUPOBaHUA. MoxeT NnpuHUMaThb
--reports "HTML , JSON" ’ 9 HeT
P HeCKOmnbKo 3HayeHun Yyepes 3anatyto: HTML, PDF, JSON, WAF
no-wait OTknoyaeT oxvaaHue pesynbTaToB CKAHNPOBAHUA, 3HAYUTENBbHO COKpaLLaeT Bpems Het
paboTbl
- —scan-off OTkniovaeT ckaHnpoBaHue Ha cepBepe AlE, ucnonbsyetcsa Ang co3gaHusa npoekta Het

(B Nnape c aprymeHTOM --project-settings-file)

* MNopaepxmBaeMble A3bIkM ckaHnpoBaHus: Java, PHP, C#, Objective-C, C++, Visual Basic, SQL, Swift, Python, JavaScript, Kotlin, Go.



GitLab-CI:Job/
ean uaa“"ﬂ start Job

¥
(Downl;ad VCS) (Download Docker) | Download to CI Agentlﬁ
. ¥
I_I p M Me p ﬂnﬂ G ItLab C I [run aisa-linux / aisa-windows docker)

BeforeScript )

. [
Runs in any case

sa—-linux:latest

ScriEt)

run aisa

SCI_PROJECT_PATH_SLUG.aiproj

——report
aisa-codequality -i .report -o codequality.json
allow_failure
only
variabl
SPROJECT_LANG
artifacts
expire_in day [

paths %)

- send source code
-exit 0

--reports "HTML,JSON" absent
—reports-folder ".report™

- get reports to " /.report”
- exit 0




NMoaroroBka NpoeKra
K CKAHUPOBaHUIO

dann KoHdpurypauyum ai-project-settings

TupaxnpoBaHue KOHUrypaumm
CKaHWPOBaHUSA:

* TeHepupyeM B MOMEHT COOPKH,

* coxpaHsiem B Git-penosutopumn
KOHKPETHOrO NMpoeKTa,

* COXpaHaeM B CryXebHoM
Git-penosntopun

t tion.sln",
"path_to_website",

: "path_to_f1ile",
: "path_to_dir",



PMMeéepPbl TMNOBbIX wabnoHos

Start AIE scan
image your-repo] /aisa-linux:latest
script
aisa --version
aisa
——project-name S$CI_PROJECT_PATH_SLUG
—-—-scan-target ./
——reports
——reports—folder
allow_failure
artifacts
expire_in day
paths
.report/

Start AIE scan
image your-repo] /aisa-linux:latest
before_script
aisa-set-settings
——projectname S$CI_PROJECT_PATH_SLUG
——language $PROJECT_LANG
script
aisa --version
aisa
——project-settings-file $CI_PROJECT_PATH_SLUG.aiproj
—-—5can-target ./
——reports
——reports-folder
allow_failure
only
variables
SPROJECT_LANG
artifacts
expire_in day
paths
.report/




Npumep npoaykroBoro wabnoHa

Start AIE scan
stage: test MNpoayKkToBble LWAaBNOHBI:
image: docker.<repo>.ru/aisa-linux:latest .
before_script « Cosgatotcsa nog HyXabl KOHKPETHOW KOMaHAbl
‘ set-settings «  LUnpokMe BO3MOXHOCTH KAaCTOMU3ALIMM
—-—-projectname $CI_PROJECT_PATH_SLUG P H
e _f;l‘?”_"g"“?"ge PROJECT_LANG « KomaHaa MoXeT BHOCUTb NpaBKy CaMOCTOSITENbHO
Scrip yepes MR

ngs—-file $CI_PROJECT_PATH_SLUG.aiproj

——reports—-folder
aisa-codequality -1 .report -o codequality.json
allow_failure
only
variables
$PROJECT_LANG
artifacts
expire_in day
paths
.report/
reports
codequality: codequality.json




NMpuMmepsbl NOAKNIOUEHMUA
NpoeKTa Ha CKaHUpoBaHue

include: https://gitlab.<your_company>.com/<your_project>/-/raw/<branch>/<path>/existing_project.yml

variables
PROJECT_LANG: python

include: https://gitlab.<your_company>.com/<your_project>/-/raw/<branch>/<path>/non-existing_project.yml

variables
PROJECT_LANG: csharp




KypHanbl CKAaHUMPOBaHUSA
B GitLab CI

[INFO]: Start generating project

[INFO]: Arguments is correct

: Project name: dragulin-sandbox
[INFO]: File name: dragulin-sandbox.aiproj
[INFO]: Language: python
[INFO]: SLN:

[INFO]: Source:
[INFO]:

: File dragulin-sandbox.aiproj was generated successfully

3.6.1.4931

Work started
Loading project dragulin-sandbox
Upload sources 0%

Upload sources 1%




TeamCity-meTtapaHHepbl

Build Step

Runner type: Meta-Runner: Aisa scan (Linux) v

Meta-runner for run Application Ispector Shell Agent in linux Docker.

MNote: The Meta-Runner: Aisa scan (Linux) meta-runner is defined in the <Root project> project.

Step name:

Optional, specify te distinguish this build step from other steps.

AISA Args:* --project-name DevOps SandBox --scan-target ./
--no-wait Y
Please specify Arguments for Application Inspector Shell Agent

Aisa docker name:* aisa-windows:latest i

Please specify docker image name*

Docker Registry:* %alsa docker registry% y

Please specify Aisa docker registry*®

Docker login:* sdocker_logins i
Please specify login for docker registry

Docker password:* %docker passwords y

Please specify password for your docker registry account

TeamCity-meTapaHHepbl nog Windows m Linux
https://github.com/devopsha/dohg-ai-best-practices/tree/master/TeamCity meta-runners



https://github.com/devopshq/dohq-ai-best-practices/tree/master/TeamCity_meta-runners

KypHanbl CKAaHUMPOBaHUSA
B TeamCity

Tree view | Tail nload full build log (~12.65KB) | .zip
View: = All messages Bl Console view ¥ Repeat block names

108] The build is removed from the queue to be prepared for the start

:08] » Collecting changes in 1 VCS root

108] Starting the build on the agent linux-ci-1

:08] Clearing temporary directory: /home/teamcity/build disk/data/temp/buildTmp

:@8] » Publishing internal artifacts

:88] Using vecs information from agent file: 1998c77e40927187.xml

:08] Checkout directory: /home/teamcity/build disk/data/work/1998c77e40927187

:08] w» Updating sources: auto checkout (on agent)

:10] w Step 1/1: Meta-Runner: Aisa scan (Linux)

:10] w [Step 1/1] Step 1/1: Application Inspector Shell Agent (Python)

:10] [Step 1/1] Starting: fusr/bin/python3.5 .script.py

:10] [Step 1/1] in directory: /home/teamcity/build disk/data/work/1998c77e40927187
:21] w [Step 1/1] Aisa running

:21] » [Aisa running] Aisa: Prepare tasks

:21] » [Aisa running] Aisa: Pull docker image

:21] » [Aisa running] Aisa: Prepare container

1211 w [Aisa running] Aisa: Scan project

:21] isa: Scan project
:21] isa: Scan project
:21] isa: Scan project
:21] isa: Scan project
:21] isa: Scan project
:21] isa: Scan project] Work started

]

] Container 1605284530000 has started, reading the log ...

]

]

]

]
1211 isa: Scan project] Loading project DevOps_Sandbox

]

]

]

]

]

]

Aisa version: 3.6.1.4931

1211 isa: Scan project] Upload sources 0%
1211 isa: Scan project] Upload sources 1%
:21] isa: Scan project] Upload sources 2%
:21] isa: Scan project] Upload sources 4%
:21] isa: Scan project] Upload sources 6%

:21] isa: Scan project] Upload sources 8%




IleMoOoHCTpauusa

Amutpun ParynuH
Cl-nHxxeHep otagena TeXHONorum 1 NpoLeccoB paspaboTku

ptsecurity.com



Open source

[ README.md 2172 [ ¢ B Web DE.‘ Replace | Delete | [f

DevSecOps: BHeApeHWe B MPOAYKTOBLIN KOHBeep 1 akcnayatauua PT Application Inspector

¥3HaTe NogpodHes o eHeaperuy PT Application Inspector moxko uz eedurapa: https://www. ptsecurity.com,/ru-ru/research/webinar/devsecops-vnadrenie-v-produktowyj-konvejer-i-
ehkspluataciya-pt-application-inspector/

VIHCMPYKUUA HLDKE, MEMOBUKA U peXoMendauuL akmyansHel 818 AIE cepeepa v.3.6.1

Table of Contents

1. AinA uero Hyxen PT Application Inspector?

2. MeToauka BHeapenns PT Al e CI

3. OnucaHue cBopouHoi Cl-HHOPaCTRYKTYpE

4, KpaTKaA WHCTPYKLMA NO pazeepTeIB3HUID AIE c2pBepa
o CucTeMHEle TPeBOBAHIUA ANR YCTAHOBKW CEPEEPa
o ABTOMaTW2aLMA YCTAHOBKM CpeacTEamv PowerShell

5. Lwkn penuzHoi cbopku Application Inspector Shell Agent {AISA) B Docker
© WHctpykuwA no cbopke Docker koHTeliHepos

LA No 3kcrayataunin Docker obpa3zoe c AISA

TPW3ALMA NPOEKTa
VA N0 NCNONB30BaHWKD METapaHHepos & TeamCity
8. MIHCTPYKLMA MO UCnonk30BaHmMo WwabnoHos B Gitlab CI

9. CogepxMMoe penozuTopus

[na yero HyxeH PT Application Inspector?

PT Application Inspector — yacGHEIA MHCTPYMEHT ANA BEIRBNERIA YAZEMMOCTER 1 OWKME0K B NDUACKEHWAY, NOLIEPXMEZRIWIAI npoUece Be3onacHol pazpaboTku.

PT Application Inspector BelgenAETEA CPEAN KOHKYPEHTOR MCKNIOUMTENEHOM TOUHOCTEH) pe3yneTaToR BNaroapa COUETAHMIO KIHIYEBLIX METOAOE 3HaW3a C YHHUKA/EHON TexHonormed
EE\C'pEKTHDI:‘i WHTEpNPETaLMI. PT Al nozeonreT cneyuanucTamM no b BEIRENRTE U MOATEEPAATE YAZEUMOCTA U NPUZHIKKW H,ﬂB HanpuMep 23K1340K, OCT3BNEHHLIX B MCXOAHOM Kode
pazpabmwmmu WK XaKepamu, a8 FIZSPE'SD’JAKB‘J — YCKOPHWTb MCNpaBneHye KOAa Ha paHHUX CTaguax pazpaﬁDTKu

CRMCOK NOAACPHUBASMBIX AZLIKOB: java, php. c#. vb. objective-c, c++, sgl. swift. python. javascript. go

MoapabHee o npogykTe: hitps://www.ptsecurity.com/ru-ru/products/ai/
Metoamnka BHegpeHua PT Al B Cl

OCHOBHBIE 3Tanbl MeTOAVKM BHeapeHna PT Al s CI:

1. MoaroToBEka cepeepHolt YacTn

2, MOATOTOBKE KAMEHTCKOM YacTH B AOKEpe

3, MOATOTOBKE NPOEKTE CKEHUPOEAHUA Ha CTOPOHE CEPEERE AW UEPER KAMEHT AISA

4, PalioTa ¢ WabnoHaMy CKIHMPOEaHUA & GitLab-Cl, MeTaparepamit ANF CKIHUPOBAHUA B TeamCity UNK WHEMW CREACTEAMM Cl-cucTem

[«

[MpoekT gocTyneH Ha Hawem GitHub:
qgithub.com/devopshag/dohqg-ai-best-practices

° PeKomeH,qyema;l MeTOANKa BHEOPEHUA

«  CKpuMNTbl MHCTaANNAUUM U peKOMEeHAAUUN NO HAaCTPOWNKe
cepBepHon YacTtu PT Application Inspector

* Dockerfile gna c6opkn AISA-knuenTa (Windows u Linux)

« LLabnoHbl Wwaros 3anycka ckaHMpoBaHUSA
yepes PT Application Inspector:

* job ans GitLab ClI,
* MeTapaHHepbl ans TeamCity



https://github.com/devopshq
https://github.com/devopshq/dohq-ai-best-practices
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Kak «nponunorupoBartb»
PT Application Inspector

D]

3anonHute
3asBKy Ha CTpaHuue
PT Application Inspector
Ha canTte
NN CBAXXNUTEChb
C BallnM MeHe )Kepom

B Positive Technologies
UNN y NapTHEPOB KOMMNaHUK

ptsecurity.com/ru-ru/products/ai/

Moanucanue NDA,
3anornHeHne aHKeTbI
O NMPUNOXEHUSIX

b

PasBepTtbiBaHue PT Al:
yCTaHOBKa, HAaCTpouka,
NOLKNKOYEHNE MPUITOXKEHUI

BeGuHap:
paboTa C NpOoaAYKTOM

b

%
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Npy NoaaepKKe aKcnepToB
Positive Technologies

BebuHap:
paboTa C ys13BMMOCTAMM

b
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Mpe3eHTauumsa
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