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PT Expert Security Center

* [lpoBogum threat hunting B MH(PpaCTpyKType 3aKkasymka
 PaccnegyemMm MHUNOEHTD
* [lpnHOCKM 3KCNEpTU3y B HALLUKX NPOAYKThI

« PaspabartbiBaem npasura obHapyXeHus yrpos
ana NTA n SIEM-cuctem



* YT0 Takoe Lateral Movement n 4em OH onaceH
* [lpumep ropnsoHTanbHOro nepemMeLleHuns
« Kak 310 00HapyXuTb B CETU

e Kak MOXXHO nomellaTb pacnpoCTPaHEHMUIO
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https://github.com/infosecn1nja/Red-Teaming-Toolkit
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https://github.com/infosecn1nja/AD-Attack-Defense

ATT&CK

ATT&CK Matrix for Enterprise
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Lateral Movement — 310 Ba>HO

« HyxHa onsa pasBuTUS aTaku
*  M3HavanbHas koMnpomMeTaL s MOXeT ObITb NponyLleHa
« B crnyyae ycnexa aTakylowmii MOXeT 3aBrnafeTb Y4eTHbIMU 3annucsamu

NpUBUIErMPOBaHHbIX NOSib30oBaTenen n 6bICTPO pacMpUTb CBOE MPUCYTCTBUE
BMJS10Tb 40 MOJSTHOrO KOHTPOMA Hag MHQPaCTPYKTYpPOU
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OdeuncrTeua 3noymbilurieHHUKa
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OdeuncrTeua 3noymbilurieHHUKa

0. M3HayanbHas komnpomMeTaLms

= 3M10YMbILLUIEHHMK NPOSIOMUIT CETEBOW Y3€ES U BbISCHWUIT,
=—_0ll0 ;
= |uoo 4yTO OH aBnsietca ASP (Active Server Pages) cepBepom
=

And TeCTpoBaHUA I'IpVIJ'IO)KGHVIM.
.Net server

Y Hee eCTb 4OCTYN K AOMEHY, a Nofib3oBaTesb
AGUSEYV ocTtaBun y4yeTHble gaHHble BHYTPWU CKpUNTa.

[Touyemy 6bI 1 Oa...



OdeuncrTeua 3noymbilurieHHUKa

1. BHyTpeHHAsa pa3Beaka

[Monb3oBaTenb cepsepa AGUSEYV yxe 3anyckan npunoxeHua ans otnagku 4yepes DCOM

—100! MMC 2.0 I___I =
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Net 3anyck SharpHound yepe3z DCOM

-Net server W aHaNW3 AaHHbIX C AGUSEYV.contoso.local

Bloodhound



OdeuncrTeua 3noymbilurieHHUKa

1. BHyTpeHHAsa pa3Beaka

DCOM (Distributed Component Object Model) — pacwmperHmne COM ansa nogaepXkn ceBa3un
MexXay o0beKkTaMu Ha pasfnYHbIX KOMMAbOTEPAX NO CETU.

[Activator]::CreateInstance([Type]: :GetTypeFro

tiveView.ExecuteShellCommand

COM-001BbekKT MeTtop,

Calculator

MMC20.Application ExecuteShellCommand()

: = Py -
ShellWindows ShellExecute() b
ShellBrowserWindow ShellExecute()

Excel.ChartApplication DDElInitiate()

enigma0x3.net/2017/01/05/lateral-movement-using-the-mmc20-application-com-object/

enigma0x3.net/2017/01/23/lateral-movement-via-dcom-round-2/



https://enigma0x3.net/2017/01/05/lateral-movement-using-the-mmc20-application-com-object/
https://enigma0x3.net/2017/01/23/lateral-movement-via-dcom-round-2/

OdeuncrTeua 3noymbilurieHHUKa

1. BHyTpeHHAsa pa3Beaka
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OdeuncrTeua 3noymbilurieHHUKa

2. Nopbop naponsa 4yepes Kerberos
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OdeuncrTeua 3noymbilurieHHUKa

2. Nopbop naponsa 4yepes Kerberos
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OdeuncrTeua 3noymbilurieHHUKa

2. Nopbop naponsa 4yepes Kerberos
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OdeuncrTeua 3noymbilurieHHUKa

3. [lamn y4YeTHbIX AaHHbIX HA MaLlLMHe agMuHMUcTpartopa AD
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OdeuncrTeua 3noymbilurieHHUKa

3. [lamn y4YeTHbIX AaHHbIX HA MaLlLMHe agMuHMUcTpartopa AD

Enumeration.Host
— Enumeration.Network
Enumeration.Domain

PowerSploit - SharpSploit —
MHoxecTBo powershell OgHa dll, C# n .NET Execution.Assembly
byHKUMI 1 Moaynen ans 0119 BCEro — Execution.PE

pa3HbIX Lienen Execution.Shell

Credentials.Mimikatz
Credentials.Tokens

L_ LateralMovement.WMI

sharpsploit.cobbr.io/api/index.html
cobbr.io/SharpSploit.html



https://cobbr.io/SharpSploit.html
https://sharpsploit.cobbr.io/api/index.html

OdeuncrTeua 3noymbilurieHHUKa

4. INony4yeHne gamna peectpa DC ¢ nomoLllbo secretsdump
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OdeuncrTeua 3noymbilurieHHUKa

ATT&CK

Execution
Service Execution

Credential Access
Credential Dumping

Discovery
Remote System Discovery

Lateral Movement
Distributed COM

Powershell

Brute Force

Permission Groups Discovery

Windows Admin Shares

Account Discovery

Remote Desktop Protocol

Domain Trust Discovery

Remote File Copy




O6xoan sawmTbl

« BbinonHeHue 4yepes Distributed COM obbekTta Microsoft Management Console
(MMC 2.0)
« PaspelueHHbIn npoTtokon RDP

* Wcnonb3oBaHune .NET-framework n assembly (SharpSploit)
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PT Network Attack
Discovery — 370 ...

& o\TKP_/; Cuctema rnybokoro aHanumaa
a2 Fo° ceteBoro Tpadguka (NTA)
—
NS BbISABMEHNS aTak
22N )

Ha nepmMeTpe n BHYyTpUu CeTn.

NTA — peweHus knacca Network Traffic Analysis

MOHUTOPUHI ceTH

BuouT BCE, YTO NpoucxoanT
B Tpaduke B pexume
peanbHOro BpeMeH!

BbisiBneHue atak

[MononHeHue npaBun

N UHOMKaATOPOB KOMMNpOMeTaLnm
2 pasa B Hegenw

PaccnepoBaHus atak
XpaHuUT cbipon Tpadmk
n 1200 napameTpoB ceccun






Kak npeporBparutb nogobHble
atakm

«  OrpaHn4nTb N30bITOMHOE ncrnonb3oBaHne cucteMHbix COM-00bEKTOB, He CBSA3aHHbIX C

npunoxenmem (Hanpumep, MMC 2.0)
* BbnoknpoBaTb y4eTHbIE 3anMcu nocrne BobLLIOro KoNMYecTBa OWNOOK ayTeEHTUGIMKALNK

* OrpaHnuunTtb NpaBa y4eTHbIX 3anucen helpdesk n ncnonbsosarts Just Enough

Administration (JEA)
« 3anpeTtuTtb yaganeHHbINn BXo4 A9 YYEeTHbIX 3anucen nokasbHbIX agMUHUCTPATOPOB

« bnokuposaTb ucrnonb3oBaHne System.Management.Automation.dll

(docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-
control/microsoft-recommended-block-rules)



https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/microsoft-recommended-block-rules

NMone3Hbie CCbLINIKMU
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Twitter Blog
twitter.com/AttackDetection habr.com/company/pt/bloqg/

Erop Noamokos

CneumanucTt otgena akcnepTHbix cepsucos PT ESC
t.me/PTNADChat

Threat Intelligence
oTyeTbl U NyoGnMKaummn

ptsecurity.com/ru-ru/research/pt-

esc-threat-intelligence/

=

NMpoBepuTthb ceTb
KOMnNaHuu becnnaTHO:

ptsecurity.com/ru-
ru/products/network-attack-

discovery/
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https://www.ptsecurity.com/ru-ru/products/network-attack-discovery/

