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AreHrTHbie

BHyTpu VM npucytcrteyet
BCroOMoraTesibHbIW areHT,
KOTOpPbLIW noryyaeT n nepegaet
NHTEPECHbIE COOLITUA
N apTeakTbl Ha XOCTOBbLIW
cepsep

A4

besareHTHbiIe

HabntogatoT 3a npomcxoasaiwmm
3a npegenamm n3onnpoBaHHOM
MaLwumHbl. CooTBeTcTBEHHO, BI10,
KOTOpPOEe HaxoauTCs BHYTPM,
He MOXeT 0DHapyXuTb hakT
HabnaeHns



Hambonee nonynapHsie TexHUKM obxopa

CpeacTB BMpTyanu3auuum M aHanusa
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O, obnagaroLiero
Mposepka okpyxenvs | 337 OAHHbIMUN TEXHUKAMMU,
NCIMOJb3YyETCHA

Otnpaska WMI-3anpocos || EGN 25%
ana WrnmoHaXxXa

Mposepka sanyweHHbix npoueccos [N 19%

MNposepka 3HaueHunt knoveit peectpa [N 14%



SELECT * FROM

MSAcpi_ThermalZoneTemperature



SELECT * FROM

MSAcpi_ThermalZoneTemperature

PVWINDDHS A system3Z»wmic /fmamespace:\\root\WHMI path MsSacpi_ThermalZoneTemperature get CurrentTemperature
entTemperature

Pe3ynbTaTt BbINOJIHEHUA KOMaHAbI
Ha (pM3nYEeCKOM YyCTPOUCTBE

C:\Windows\system32ywiic /namespace:\\root\WMI path MSAcpi ThermalZoneTemperature get CurrentTemperature
hade - DESKTOP-FUTESUL

Pe3ynbTaTt BbINONMHEHUA KOMaHAbI
B cpene BupTyanu3auum
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IBoNOUUA TeXHUK
Ha npumepe
APT-rpynnmpoBku
Ke3chang (APT-15)
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JIpoiinoii Be13oB (yHkimH GetTickCount
CpaBHEHHE 3HAYEHHA B MHJUTHCEKYH/1aX [TOCIEIHETO BhI30BA

CO3HAUCHHEM, COXPAHCHHBIM MPH IIEPBOM BRIZORE

JIpoiinoii BeI30B (pyHKiMH GetTickCount

Brizos ¢yHKIHH GetGlobalMemoryStatusEx 118 poBepEH,
uTo 00BEM (paKTHUECKO (pr3HUecKol namaTH Gonee 1510
[TpoBepka, 4TO JICBasA KHOMKA MBIIIH ObLIA Ha#aTa HE MCHEE
Tpex pas

Jlpoiinoii BeI3oB (yukimu GetTickCount

Hcnonb3oBaHHe cTeraHorpaHi s COKPBITHS 3arpy34nKa

[IpoBepka oObeMa (pH3HYECKOH NAaMATH, Hcmonb3ya WMI-

FAlpPOCEl



O6HapyxeHue
TexXHUK obxopna
M3O0JIMPOBAHHDbIX

cpen




PT Sandbox, nogo3putenbHbie AeTeKTbl

MoBegeHueCKMiA aHann3 L CkauaTb pe3ynbTaTbl aHanu3a j Pe3ynbTaT NoBefjeH4YeCcKOro aHanvsa

TposH-BbIMOrartenb

MoBeaeHu4YecKUii aHanus
= O6Hapy)KeHHoe onacHoe M0

TposH
v Trojan.Win32.Generic.a

TposH-BbIMOraTenb
Trojan-Ransom.Win32.Generic.a

. — MoTeHUManbLHO onacHoe nopegeHue

= Create.Process.BCDEdit.BootSettings
b= Create.Process.DotNet.RestrictionBypass

— Create.Process.Vssadmin.ShadowCopySettings

E Create.Process.WMIC.WMIManagement
o= Read.File.Name.Enumeration
Read.Process.Info.AntiDebug

e Read.Process.Name.Enumeration

- Write.File.Data.Modify

Write.Registry.Key.Persistence




PT Sandbox, nogo3putenbHbie AeTeKTbl

<[Action].[Object].[Property].[Description]>

BbinonHeHHOe aencTBume

OBGBLEKT, Hag KOTOPbIM BbINOMHUIN AENCTBUE

CBOWCTBO 00bEKTa, NpeacTaBnaloLEee NHTEPEC

OnucaHwue uenun BbINMNOSIHEHHOIO AENCTBUS

Hanpumep, Write.Registry.Key.Persistence



Read.Process.Name.Enumeration

I'Ionyqel-me CnMUMCKa 3anyueHHbIX npoueccos B cmcreme

Ha npumepe kernel32!CreateToolhelp32Snapshot

5 = 8;
.»_—'=EI-,'.
25 = 8
if (1t

th3zp

D = GetCurrentProcessId();

MS_2XC . Mk ? 1 =8;
Status = ThpCreateRawsnap(

niTia

BaseSetlastNTError(Status);
goto LABEL 5@

while

1

i

e

1=

[t= Ry (]

if
b

if
b

MtFreeVirtualMemory ( (HANDLE)

*Ba

Res

if (w1

F
P
1]

(1)

exc.registration. TryLevel

ionSize =

= Resultlength;

= NtAllocateWirtu

=Ei

exc.registration. TrylLevel = -2;

(ve < @)
reak;
ulilens=th =

soionSizes

Rego

= NtQuerysys

tETIn::’Tati:n(SystemPrncessInfnrmatinn,I*EaSEédd'iss, Regions

==

reak;

zeAddress

ultLength

Wiliy

2 & 8xls &%

= -1eVs74lsde )

e;

(

/8 ox= B

@xFFFFFFFF, Baseiddress, &RegionSize, @x8000u

(=4

Resultlength + @x1FFF} & @xFFFFEGRO;

RtlCreateQueryDebugBuffer(@, @);

13

alMemory ( (HANDLE )@xFFFFFFFF, Basefddress, @, &RegionSize, Ox1800u, 4u);

ize, &Resultlength);



Read.Process.Name.Enumeration

CucremHbin Bbi30B (syscall) u heaven’s gate B cnyuae WOWG64

public NtQuerySystemInformation

NtQuerysystemInformaticn proc near

; CODE XREF: RtlCreateHeap+CE3Tp
; EtwpStartUmLogger+lB5Tp
3 NtQuerySystemInformation

MY rle, rcx
mow eax, 36h ; '&'
g% yTe ptr ds:

retn

loc_188@89FE25:
int 2Eh

retn
NtQuerysystemInformation endp

; RtlGetNativeSystemInformation

FE@388h, 1

nz short loc_138@9FE25
; Low latency system call

; CODE XREF: NtQuerySystemInformai
; DOS 2+ internal - EXECUTE COMMAL
;3 D5:5T -» counted CR-terminated «

; _ stdecall NtQuerySystemInfurmdtiDn(x, X, X, X)
public _NtQuerySystemInformation@le

_NtQuerySystemInformation@lé proc near ; CODE XREF: TpInitializePackage()+431p

Moy 2oy, oTTset Wowedsvefomseryic

eCa

call edx ; WowsdSystemServiceCall()

TELN TEn
_NtQuerysystemInformation@le endp

; EtwpStartUmLogger(x,x,x,x)+16ETp
Mo eax, 36h ; '6'| ; NtQuerySystemInformaticn

11@e ; WowedSystemService
WowsdSystemServiceCall()



Create.Query.WMIL.CheckVM

B 6GonblUMHCTBE Crny4yaeB NpoBepKa OKPYXXeHUN

https://github.com/LordNoteworthy/al-khaser/blob/master/al-khaser/AntiVM/Generic.cpp

ude "pch.h"

1wclude "Generi

1 o

T eck if the DLL is loaded in the context of the process

8 VOID loaded dlls()

{
1 / Some vars
11 HMCDULE hD11:
id result - {24 hits)
|Search "select %" (24 hits in 1 file of 1 searched)

| mnew 2 (24 hits)
Line 466: bStatus = ExecWMIQuery(&pSvc, &ploc, &pEnumerator, ECT * FROM Win32_Processor")):
Line 534: bStatus = ExecWMIQuery(ip3ve, &ploc, &pEnumerator, | T("SELECT * FROM Win32 LogicalDisk"));
Line 1007: bStatus = ExecWMIQuery(ipSve, &ploc, &pEnumerator, | T("SELECT * FROM Win32 BIOS"));
Line 1078: bStatus = ExecWMIQuery(&pSvc, &ploc, &pEnumerator, | T("SELECT * FROM Win32 ComputerSystem")):
Line 1147: bStatus = ExecWMIQuery(&pSvc, &ploc, &pEnumerator, _T("S* CT * FRCM WinSE_CDmputerSystem"]]:
Line 1221: bStatus = ExecWMIQuery(ipSve, &ploc, &pEnumerator, | T(" CT * FROM MSAcpi ThermalZoneTemperature"j);
Line 1280: bStatus = ExecWMIQuery(ipSve, &ploc, &pEnumerator, | T("SELECT * FROM Win32 Processor"));
Line 1365: bStatus = ExecWMIQuery(ipSve, &ploc, &pEnumerator, | T("SELECT * FROM Win32 Fan"));
Line 141&: bStatus = ExecWHIQuery(&ESVC‘ &ELDC‘ &EEHJEEIEEDI‘ T!"SELECT * FRCM Win32 VinDCDntroller"]];

Line 1548: int count = wmi_guery coung( T ("3
Line 1561: int count = wmi_guery countl

Line 1574: int count = wmi_guery county
Line 1587: int count = wmi_guery count
Line 1600: int count = wmi_guery count
Line 1613: int count = wmi_guery county
Line 1626: int count = wmi_guery county
Line 163%9: int count = wmi_guery county
Line 1652: int count = wmi_guery county
Line 1665: int count = wmi_guery county
Line 1678: int count = wmi_guery count
Line 169%1: int count = wmi_guery countl
Line 1704: int count = wmi_guery countl
Line 1717: int count = wmi_guery count
Line 1730: int count = wmi guery count

FRCM Win32_CacheMemory™)):
FRCM Win32_PhysicalMemory™)):;
FRCM Win32 MemoryDevice™)):
FRCM Win32_ MemoryArray")):
FRCM Win32_VoltageProbe")):
FRCM Win32_PortConnector™)):
FRCM Win3Z SMBIOSMemory™)):
FRCM Win32 PerfFormattedData Counters ThermalZoneInformation™)):
FRCM CIM Memory"™)):

FRCM CIM NumericSensor")):
FRCM CIM PhysicalConnector™)});
FRCM CIM Sensor")):

FRCM CIM Slot™));

FRCM CIM TemperatureSensor")):;
FRQ§ CIM VoltageSensor™)):




Create.Query.WMIL.CheckVM

OdvchbTon: nposepka saumTHbIX cpeacTB (Create.Query.WMI.CheckAntivirus)

https://securelist.com/the-cozyduke-apt/69731/

Anti-detection and trojan functionality

The file collects system information, and then invokes a WMI instance in the rootsecuritycenter namespace to identify
security products installed on the system, meaning that this code was built for x86 systems, wql here:

SELECT * FROM AntiVirusProduct
SELECT * FROM FireWallProduct

The code hunts for several security products to evade:

» CRYSTAL

» KASPERSKY

» SOPHOS

« DrWeb

» AVIRA

« COMODO Dragon



Create.Query.WMIL.CheckVM

Ana WMI ebizoBoB ucnonbn3yerca COM mutepcdenc (CLSID WbhemLocator):

= Colnitialize
= CoCreatelnstance
= [WbemLocator::ConnectServer

= I[WbemServices::ExecQuery

https://docs.microsoft.com/en-us/windows/win32/wmisdk/example--getting-wmi-data-from-the-local-computer



Create.Query.WMIL.CheckVM

®dparmeHT koaa ns DRAKVUF

https://github.com/tklengyel/drakvuf/blob/master/src/plugins/wmimon/wmimon.cpp

Y

vtable vt(drakvuf, info, data-»m_vtable, 28):

search_breakpoint_by_addr bpi{plugin, wvt[28]):
plugin-rregister_trap(info, ExecQuery_handler,|bp, "ExecQuery™);
plugin-rregister_trap(infao, GetObject_handler,]bp.set_addrivt[&]), "GetObject");

plugin-»register_trap(info, ExecMethod_handler p.set_addr{vt[24]), "ExecMethod");

T

catch {const std:iexception& e}

PRINT_DEBUG("[WMIMon] Failed to read a vtable of IWbemServices\n"™);

return VMI_EVENT_RESPONSE_MONE;



Read.Registry.Key.*

MonyyeHue nHcpopmaumm o cucreme M3 peecrtpa:

Read.Registry.Key.CheckBios

* HKLM\HARDWARE\DESCRIPTION\System (SystemBiosDate)

Read.Registry.Key.CheckCPU

= HKLM\HARDWARE\DESCRIPTION\System\CentralProcessor\0 (ProcessorNameString)

Read.Registry.Key.ChecklnstalledSoft

= HKLM\SOFTWARE(\WOWG6432Node)\Microsoft\Windows\CurrentVersion\Uninstall

Read.Registry.Key.DigitalProductid

* HKLM\SOFTWARE(\WOWG6432Node)\Microsoft\Windows NT\CurrentVersion (DigitalProductid)



Jlo>xHbIe cpabarbiBaHUA

Cnepymouime Bbi30Bbl HAaCTO MCMNOJNMb3YIOTCA NerutTumMmHbiMm cocdprom (1/2):

kernel32!GlobalMemoryStatus

advapi32!GetUserNameA

ws2 32!gethostname

ntdil!RtiIGetVersion



Jlo>xHbIe cpabarbiBaHUA

Cnepymouime Bbi30Bbl HAaCTO MCMNOJNMb3YIOTCA NEerutTumMmHbiMm cocdTom (2/2):

kernel32!GetComputerNameA

kernel32!GetProductinfo

iphlpapi!GetAdaptersinfo



PexorHocumposka BINO

3arpysumku Lo2

HecmoTpsa Ha knaccubuKalmio, 3afaqu y TPOsSIHOB pasnuyaroTtes. Tak, dann Serviceflow.exe BbinonHAeT

cTopoxeByto ponk (watchdog). OH cobupaeT nHboOpMaUKo 0 cUCTEME!

WMA NONb30BaTENA,

WMA KOMNBHOTERS,

cofepxumMmoe katanoroe \Program H
sepcuio OC,

[AaHHble 0 npoleccope —

. I'Iposepl(a HalM4HA B CNUCKE NPOUECCOB CHUCTEMBI aHT

. CHop uHbopmaLuK o cUCTEME!

cpaBHeHWA CRC32 oT MMeHKW NpoLecca B HUXXHEM pery

BHYTPKW KOAA.

B [aTa yCTaHOBKW CMCTEMBbI,

Pucyrox 24. O6ian MHpopMayHA 0 NoaesHoi Harpyske

CospaeT oTAenNbH b NOTOK, B KOTOPOM NPOMCXOOAT BCE NONE3HbIE ,EI,EI:;ICTBHFI_

B Hayane paboTkl BLINOAHAET Pa3BEKY B CUCTEME W COBMPAsT NONb30BATENLCKYH MHDOPMaLMHD:

UM KOMIMbHOTEPE;
IP-agpec;
konoByto cTpaHuyy OEM;

MAC-agpec (NnosgHee oT NoMy4eHHOro 3Ha4eHua Belyncnaetea MD5-xew-cymma, koTopas ByaeTt

MCNOoNeE30BaTECA NPK Baanmop,eﬁmamm Cynpasnawum cepBepOM}.’

B |P-agpec 3apa)eHHoN MallWHkI,
B TWN cUMCTeMbI (CEPBEPHAn UK cTauMoHapHasa),

B sepcua Windows (ot XP go 10).

ptsecurity.com/ru-ru/research/pt-esc-threat-intelligencel/issleduem-aktivnost-kibergruppirovki-donot-team/

ptsecurity.com/ru-ru/research/pt-esc-threat-intelligence/cobalt-obnovilenie-tactic-i-instrumentov/

ptsecurity.com/ru-ru/research/pt-esc-threat-intelligence/shadowpad-novaya-aktivhost-gruppirovki-winnti/



https://www.ptsecurity.com/ru-ru/research/pt-esc-threat-intelligence/issleduem-aktivnost-kibergruppirovki-donot-team/
https://www.ptsecurity.com/ru-ru/research/pt-esc-threat-intelligence/cobalt-obnovlenie-tactic-i-instrumentov/
https://www.ptsecurity.com/ru-ru/research/pt-esc-threat-intelligence/shadowpad-novaya-aktivnost-gruppirovki-winnti/

PexorHocumposka BINO

Doize = 308

IﬁetE:Tpute'HaTeﬁdg_Cnnfig.acs[amputerName, &nsize);

nChEUTTErR = Sd3

GEtUSE’HaTEPIg Config.acsUserName, &pchBuffer);

NewCore: :MachineInfo: :GetVersionString0s((int)ég Config.acs0sVersion);

ve = 83

SystemInfo.dwlemId =

SystemInfo.dwPageSize = @;
SystemInto.lpMinimumbpplicationAddress = @8;
SystemInto.lpMaximumbpplicationAddress = @;
systemInfo.dwhActiveProcessorMask = @;
systemInfo.dwNumberOfProcessors = 8;
SyS:ETIn‘:.derDcessanypE = 8;
systemInfo.dwAllocationGranularity = @;

[ _owoern *y&gvstemInfo.wProcessorlevel = @;

GetSystemInfo&SystemInfo);

g_LonTig. £ = NewCore::MachineInfo: :GetMhz();
g_Config.dwNumberOfProcessor = SystemInfo.dwNumberOfProcessors;

v3 = NewCore::MachineInfo::GetTotalPhysMemoryWCS();
g_Config.dwTotalPhysMemory = wtodi(v3);
sub_1ee89438(&g Config.f IslocalAdminGg, (int)&g Config.field 7F4);
name = @;

izeof (v55));
&name, 512% || (v4 =]gethostbyname[&name), (v3 = wvi) == 8) )

gmemcpy{g Config.acsIpAddresseslist Cpy, "N/A", 3);

else

BlueCore RAT, Goblin Panda/Cycldek APT (MD5: 600e14e4b0035c6f0c6a344d87b6c27f)



PexorHocumposka BINO

PeweHuMe:

obHapyxuBatrb N nermtumHbiX gemcteum 3a M cekyHp

Read.System.Info.Reconnaissance
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