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MaxPatrol VM 1.5 m
JTanoHHbIN vulnerability management

s A
NMnaHoBasa o6paboTka ysA3BMMOCTEMN

= B IT-oTaene NpuHAT NaTy-MeHeAXMEHT, HE 3aBUCSLLUN
oT cnyx6bl b

= Cnyx6a Ub cnegnt 3a cobnogeHmneM 0roBoOpeHHOCTEN
'o' c IT-otoenom

/
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L Npouecc VM | —  —

Oco60 onacHble YA3BUMOCTHU

« DOKYyC CMeLLaeTcs Ha TPeHAOoBbIE YA3BUMOCTU U T€, YTO
— MMEIOT SKCMJIONAT U PacrosioXeHbl Ha BaXXHbIX aKTUBaX

= O cpokax yCTpaHeHus Kaxaoun ysa3BmMocTn cnyxba Ub
n IT-oTaen goroBapuBaroTCca OTAENbHO
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MaxPatrol VM 1.5

Positive Technologies

Yek-nunucTt ans paboTsol
C YSI3BUMOCTSIMMU

EcTb nnaHoBas n py4yHast o6paboTka ysa3BMMOCTEN

[«

3a4aH KpUTEpPUM ANS onpeaeneHns «BaXKHbIX» YSA3BUMOCTEN

[«

KonnyecTtBO NpOCPOYEHHbIX YSA3BMMOCTEN MUHUMN3UPOBAHO

K

[MpocpoYeHHbIe YA3BUMOCTU YCTPAHAOTCS 6bICTPO

[«

ptsecurity.com



pt MaxPatrol 1[} AKTUBBI MHUMOeHTbl ¥ C6op AaHHbIX ¥ Cuctema v

Yek-nucT HAacTPOMKK CUCTEMbI - i

« CnucoK NnpoBepoK Q 7 v [NpocpouyeHHble YA3BUMOCTH yCTpaHsAoTea 6bicTpo (N1aHoBBIN Npolecc)

<

UndpacTpykTypa

© 3anycTuUTb NpoOBEpPKY @ WcknwouuTe

v 3Ha4YMMOCTb aKTUBOB NpUCBanBaeTcH NONUTUKOM

YASBUMOCTH PEKOMEHAYETCA YCTPaHATb Kak MoxHo BbicTpee, C Touku 3peHuna BesonacHocTw IT-

¥ HacTpoeH Nonck akTMeos WH(PaCTPYKTYPbl NPOCPOYEHHbIE YA3SBUMOCTH — 3TO HeyCTPaHeHHble pUcKu. Yem foMblie YyA3SBUMOCTh
ocTaeTca 6e3 BHUMaHMA, TEM Bbille PUCK, YTO €10 BOCTONb3YETCA 3N0YMbIWNEHHWUK W HAPYLUAT

v MpoBoANTCA NEPMOANYECKUI ayaANT aKTUEOE KoHMAEHUMaNnbHOCTh, LENOGTHOCTL MM AOCTYNHOCTL AaHHbIX. Ecnun B IT-uHbpacTpyKType Ballen
OpraHn3aunm 4acTo BO3HMKAT YASBUMOCTH, BPEMA YCTPaHeHA KOTOPbIX NpeBbilWaeT yeTaHOBNEHHbIR Nopor,

v [laHHble 0 3HaYMMbIX aKTUBax akTyaneHbl (ayanT) Heobxoaumo Nnbo BeicTpee MX YCTpaHATk, NIMG0 CMAMYNTE NpaBuaa NOANTUKK ANA CTaTyCOB YyASBMMOCTEN NpK

NnnaHoBOM YCTpaHEHWH.

X
AlanHble O SHaUUMBIX aKTUBAX aKTYaNlbHb! (nenTecT) UYT06b1 6bICTPEE YCTPAHATHL NPOCPOUEHHBIE YA3BUMOCTH:

+ YnpaBneHue yi3BUMOCTAMMU - 1. Ecnu B cUcTeMe OTCYTCTBYIOT aKTUBbI, A06aBLTE UX.
2. MNpycBOWTE BaXXHbIM ANA Bawen IT-uHOpacTpYKTYpbl aKkTUBaM CPeHWA UM BbICOKWIA YPOBEHb
v [lns yAsBUMOCTeW HacTpoeHa NONMTUKa NIaHOBOro yCTpaHeHus 3HAYMMOCTHU. 3TO MOXHO CAENaTh C NOMOLLbIK CNelWanbHONW NOMMTUKKM ANA 3HAa4YUMMOCTH aKTUBOB WAK
BPYYHYHO.

¥ [lona npocpoyYeHHbIX yA3BMMOCTEN HeBenuKa (NnaHoBbIA Npouece) . )
3. CospaiTe NpaBuio NOAMTUKK 4719 CTATYCOB YASBMMOCTEN.

+ lNpocpoyeHHble yASBUMOCTH yeTpaHaloTea eicTpo (NnaHoBbIR Npoyecc) 4. [NpUMEHUTE M3MEHEHWUA B MONUTUKE.

HekoTopelie napameTpbl MPOBEPKW MOTYT 6bITh U3MEHEHDI. Hanpumep, MOXHO NOMeHATb NOPOroBOe 3HaYeHWe

+ MpocpoYeHHble YASBUMOCTH yeTpaHATEA BbICTpo - -
pocp y yetp P BPEMEHW YyCTPaHEHMS MPOCPOYEHHbIX YA3BUMOCTEH (N0 yMon4YaHuo — 7 AHEN) UK NPOBEPATL Hann4ne

MPOCPOYEHHBIX YA3BMMOCTEN Ha aKTUBaX M0G0l 3HAaYMMOCTH (MO YMONYaHUIO MPOBEPAIOTCS 3K3EMMAAPLI
¥ HacTpoeHa nonuTUka NPUCBOEHWUA YASBUMOCTAM OTMETKM «BaXHaA» YASBUMOCTEl TONBKO Ha akTUBax CpeAHeN M BLICOKON SHAaYMMOCTH).

PDQL-3anpoc gna noMcka yss3BMMOCTEM, NPOCpPoOYeHHbIX 6onblue Hegenu Npu NNaHoOBOM
ycTpaHeHuu

timepoint(now()) |select(Host.@ulners, Host.@ ulners.Status,
Host.@Vulners.StatusReason, Host.@/ulners.DueTime, Host.@Vulners.FixType,
Host.@Vulners.Metrics, Host.@ulners.IssueTime, Host.@Vulners.StatusUpdateTime)
| filter((Host.@ ulners.FixType = ‘auto') and (Host.@Vulners.Status = ‘overdue')
and (Host.@Vulners.StatusUpdateTime > now() - 7d)) | sort(Host.@ulners.Metrics
DESC)

CM. TaKxke
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MaxPatrol VM 1.5

Yek-nunucTt ans paboTsol
C aKTUBaMM

Bce akTuBbI B 3alMLLAEMON MHDPACTPYKTYype onpeaeneHsbl

[«

[JaHHble 06 akTmnBax noaaepXmBarwTCcAaA B aKTya/ibHOM COCTOAHUN

[

AKTUBbI OLIEHEHbI N KiaccuduLmpoBaHbl

N
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MaxPatrol VM 1.5

pt MaxPatroI 10 il AKTUBBI MHUMaeHTel ¥ C6op faHHbIX ¥ Cuctema ¥
YnpaeneHvwe yaaeUMOCTAMMU Pekomengauun no HKLIKW
3HaYMMOCTb aKTUBOB Buepa i AKTyanbHOCTb AaHHbIX 06 akTuBax Buepa
aKTUBa 6e3 yKasaHHOM aKTWUBOB C HeaKTyanbHbIMHU
3HaYUMOCTH AaHHbIMMW CKaHUpoBaHUAa
+ 4 HOBbIX 3a CerogHA
0O 0
7 O aKTMBOB BCEro: Aynut
30 19 017 04
+ 70 HoBbIX 3a 7 gHel
OO

MeHTeCcT

Y 14 akTMBOB He onpepeneda OC.

Ons 20 aKkTMBOB He co6paHbl flaHHbIe ANA pacyera
YA3BUMOCTEI

A 1900
L) LIG

3 Man 24 man

[ =]
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Ba)XHble YASBUMOCTHU, KOTOPDbIE el e aKTYyaJ/IbHbI

OTYyeT COAEPWUT CNUCOK BCEX YAIBMMOCTEN C OTMETKOW «BaXKHaA», KOTOPbIle elle He YCTPpaHeHbl, HO M HEe UCKHOYEHbL.

BaskHbIe VA3BMUMOCTH, KOTOPbIEC €111€ aKTVa/IbHbI

YassumocTb KonuyectBo
RedHat samba
J Yrenue u 3anuckb 3a npegenamu 6ydepa B mogyne vis_fruit 1 I 0 0

CVE-2021-44142
Microsoft Windows
 YaanenHoe BbinonHenue Kopa CVE-2020-1350 I 2 I 0 0
Adobe Flash Player

J VcnonbaoeaHue nocne oceoboxaeHus CVE-2018-15982 I 2 I 0 0

§ YaanenHoe ebinonHeHue koga CVE-2019-0/08 2 0 0
Microsoft Windows

B YaanenHoe ebinonHenue kopga CVE-2019-0708 3 0 0

J TMNoebnuenne npusuneruin CVE-2020-1472 2 0 0

Microsoft Microsoft .NET Framework

B YaanenHoe BoinonHenue koga CVE-2020-0646 17 0 0

Microsoft Microsoft Exchange

P T, - 1 - .



Microsoft Windows

N YVoasneHHoOe BRIIOJIHEHMeE Koga CVE-2020-1350 Microsoft Windows

o}_f&'ﬂﬂﬂﬂHHO &’ EcTb ucnpaenexue I ? I 0

YassumocTb B DNS-cepeepax Windows, cBA3aHHasA ¢ HEKOppeKTHOW 06paboTKOW 3anpocos,
NO3BONAET 3M10YMbILLIEHHUKAM, AeACTBYHOWMM YAaneHHO, BbINOMHUTb MPOU3BONbHbIW KOA B
KOHTeKCTe cMcTeMHOW y4eTHol 3anucK. Windows-cepeepbl, ucnosib3dyemblie B KadecTee DNS-
cepBepoB, NoJiIBEpXXeHbl flaHHOW YA3BUMOCTM.

Hara nybnukaymm
14 wrona 2020, 03:00

Kak ncnpasutb
Ucnonb3ayiite pekoMeHnaLmmn NpoM3BoaUTESNA:
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1350

Crartyc YA3BUMOCTb Ha aKTMBe O6Hapy»xeHa

&3 srv10.company.com (192.168.2.15) (7 24 man, 14:40

Bawnas YcTpaHeHue: [lnaHoBoe
Microsoft Windows 6.3.9600
@ srvl13.company.com (192.168.2.8) 7 24 man, 14:40

BawHan YcTpaHenwme: [InaHoBoe

Microsoft Windows 6.3.9600
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Kak pabotatb ¢ anroputMoM HKLIKU

1. @ 1 3adwukcnposanbl criyuan

BHeApeHus
L m HeAOKYMEHTUPOBAHHbIX

BO3MOXHocTeu B 10
MHOCTPAHHOIo
Npon3BOACTBA

3. (-] B AONrOCPOYHOM

@ nepcnekTuee 3To NpusBeneT
s K TOMY, 4YTO YA3BUMOCTEMN
cTaHeT 6osbLue, NosBUTCS
yrpo3a ans é6unsHec-
npoueccos

B

Positive Technologies ptsecurity.com

HKUKWN pekomeHayeT
OTKJIIOUUTDb

aBTOMaTUu4yeckoe —
obHOoBNEeHue

MHocTpaHHoro O

HKLIKWA BbinyckaeT

AJITOPUTM IO MNPUHSTUIO
peweHun 06 obHoBNEHUM
Kputnyecku saxkHoro 10O
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Kak pabotatb ¢ anroputMoM HKLIKU

OA
Bnusime Cywecrayowme

Heobxoammo < HET HET HET 2 HET wa Guanec & oprasmsayn C31 HET ‘ e
NOUHATS PEEHUE — Pa::::: :‘pr:;) — “:“:::“::t;e - H”’;;"g [21:‘;:)"0' 0= T““RCV’::;E‘:'O'S' = _ﬂﬂ;) cvss 3(::::“?;"" A & CNyJae OTKa3a -&0 NPeNaTCTEYOT —— 2:':‘ Jm"'“l“
ab ofimoanesnm N0 v Cepeuca AKCINYATALMM e

< CYWECTEEHHOS YRASEMMOCTI
ObOHoENEHW e
e Npou3BoaOnNM HE NpoU3B0aMM
lMepuoanyeckan NepeoueHKa
CkayaTtb

6ronneteHr: Ssafe-surf.ru/upload/ALRT/ALRT-20220415.1.pdf

Positive Technologies ptsecurity.com



Kak pabotatb ¢ anroputMoM HKLIKW

Koraa He HY>XHO yCTaHaB/1MBaTb
obHOBNEHUS

Cutyaumsa N2 1

PaspaboTumnk MO He pe3naeHT Poccum Sl Cisasurgebins °"21"é’(21§?;’?,"°'° T ROELPE Do

= YA3BMMOCTb HE Ha nepuMmeTpe |
AA n'A HET

My6AnYHbBIN 3KCNIONT OTCYTCTBYET

= Twun yazsumocTtn He RCE, LPE, DoS

Positive Technologies ptsecurity.com

17



Kak paboTtatb ¢ anroputMoM HKLIKW m

Ya3BUMOCTH
[pynnbl aKTUBOB W
YA3BMMOCTb He Ha nepuMmeTpe
OUNLTP aKTWBOB not (Host.IpAddress in 192.168.2.8/24)
DUNETP YASBUMOCTENR Host.Softs.@Vulners and

(Host.Softs.Vendor not in ["Communigate Systems”, "Crypto-Pro”, "Doctor
Web"”, "Famatech", "Igor Pavlov"”, "InfoTeCS", "Kaspersky Lab", "Positive
Technologies”, "QIP", "Ruby Team”, "Veeam Software”, "Yandex",
"CherryPy", "Dnsmasq”, "EZB Systems"”, "Eclipse Foundation”, "Go”,
"Gpgdwin", "ISC", "KeePass", "Lighttpd”, "MariaDB Foundation"”, “"Media P TL_”/”,( rI H Vl HT P MM
Player Classic”, "Notepad++", "Nullsoft”, "OpenSSH", "OpenSSL Project”, a3pa60 O e pe3 'D'e OCC
"OpenS5L Software Foundation”, "OpenVPN", "PHP Group”, "Pidgin”, <

"PostgreSaL”, "PowerDns”, "ProFTPD Project”, "PuTTy", "Python Software
Foundation”, "Realtek"”, "Redis"”, "Samba", "Sendmail”, "Squid"”,
"SumatraPDF", "Telegram”, "Tor Project”, "TortoiseSVYN", "Total
Commander”, "TrueCrypt Foundation”, “"University Of Cambridge",
"VideolLAN", "WhatshApp"”, "WinPcap", "Wireshark”, "XnView", "mod_ssl",

vsFTPd"]) [My6nYHbLIN 2KCNJIONT OTCYTCTBYET

A

and (Host.Softs.@Vulners.Metrics.Exploitable = false)

and not (Host.Softs.@Vulners.Name like "%Remote Code Execution%” or
Host.Softs.@Vulners.Name like "%¥YpaneHHoe%BwnonHeHwe%" or

Host.Softs.@Vulners.Name like "%[loBbweHwe%npuBuneru®” or
Host.Softs.@Vulners.Name like "dos%" or Host.Softs.@Vulners.Name like TV”-I YHBBMMOCTM He I:{CEI LPEI DOS

"%0TKaz%B%o6CNyRMBAHUNE: ") <

18




Kak paboTaTtb c anroputmoM HKLIKU m

Koraa He HY>XHO yCTaHaB/1MBaTb
obHOBNEHUS

Cutyauma N2 2

- PaspaboTtumk NO He pe3ngeHT Poccumn I’ £A 1

- yﬂ 3 B M M O CTb H e H a n e p M M eT p e Paapabotumk NO — YR3IBUMOCTL Hanuumne nyGnuymoro Tin yR3BnmMocTi — CVSS 31 Basic Score > 7 E "B:g:::c
peSBAT G Ha nopuMoTpe PoC (exploit) RCE. LPE. DoS (BeicoKuR) . e

= [y6nunyHbIN 3KCNNONT OTCYTCTBYET cyaecraenos

HET

HA
Mpoussoamm OBHoBREHWE Npounasogum O6HoBNEHWE
obHoBREHWE HE NPOU3BOONM obuxoBneHue HE NPOW3BOONM

= Twn yazsumoctn — RCE, LPE, DoS

Mpouzsoaum
obHoBNEHME

- CVSS3.1=<7

= He BnuseT Ha BaXHble busHec-
NpoLeccbl KOMNaHUK

Positive Technologies ptsecurity.com 19



YA3BMMOCTHU

pPyNnbl aKTUBOB

PUNLTP aKTHBO

PUNLTP YA3BUMOCTEN

m

.
L

q
-

YA3BMMOCTb He Ha nepuMmeTpe

S
not (Host.IpAddress 1n 192.168.2.8/24) <
and (Host.@Importance != 'H") <
Host.Softs.@Vulners and
(Host.Softs.Vendor not in ["Communigate Systems", "Crypto-Pro", "Doctor
Web", "Famatech", "Igor Pavlov", "InfoTeCS", "Kaspersky Lab", "Positive

Technologies", "QIP", "Ruby Team", "Veeam Software", "Yandex",
"“CherryPy", "Dnsmasq", "EZB Systems", "Eclipse Foundation", "Go",
"Gpgdwin", "ISC", "KeePass", "Lighttpd", "MariaDB Foundation", "Media
Player Classic”, "MNotepad++", "Nullsoft", "OpenSSH", "OpenSSL Project"”,
"OpenSSL Software Foundation®, "OpenVPN", "PHP Group", "Pidgin",
"PostgreSQL", "PowerDns", "ProFTPD Project”, "PuTTy", "Python Software

He Ha akTMBax BbICOKOM 3HAYMMOCTU

Paspabotuunk MO He pe3naeHT Poccum

Foundation”, "Realtek", "Redis", "Samba", "Sendmail", “Qhuid“,
“SumatraPDF", "Telegram", "Tor Project”, "TortoiseSVN", "Total
Commander", "TrueCrypt Foundation", "University Of Cambridge",

“VideoLAN", "WhatsApp", "WinPcap", "Wireshark", "XnView", "mod_ssl",
"vsFTPd"])

[My6nnYHbIN 2KCNJIONT OTCYTCTBYET

and (Host.Softs.@Vulners.Metrics.Exploitable = false) <

and (Host.Softs.@Vulners.Name like "%Remote Code Execution%" or
Host.Softs.@Vulners.Name like "%YpaneHHoe%BhnonHeHue%" or

Tun yaseumoctn RCE, LPE, DoS

Host.Softs.@Vulners.Name like "%[oBbleHUe%NpUEMNEru%" or
Host.Softs.@Vulners.Name like "dos%" or Host.Softs.@Vulners.Name like
"%0TKa3%B%oOCNYKUBAHUNS" )

CVSS 3.1 <7

and (Host.Softs.@Vulners.CVSS3BaseScore == 7) h

trl + Enter onA npoBepKu 3anpoca

9 yasaBMMocCTel [ COOTBETCTEYIOT 3anpocy



Kak paboTaTtb c anroputmoM HKLIKU m

Koraa He HY>XHO yCTaHaB/1MBaTb
obHOBNEHUS

Cutyaumsa N2 3

Bnusime
Paapaborunk NO — HET YAR38UMOCTL HET Hanuwune nyGnuymoro HET T — DA  cvss3iBasicScore>7 | HET #a Gusnec
Pe3MREHT PP B Ha nepuMeTpe N PoC (exploit) S “;(,;: s;gcg:;; o (BBICOKMIA) 4 2 cn::;:z; o
CYWECTEEHHOE
= Paspabotumk MO He pe3naeHT Poccum

HET

HA
Mpoussoamm OBHoBREHWE Npounasogum O6HoBNEHWE
obHoBREHWE HE NPOU3BOONM obuxoBneHue HE NPOW3BOONM

= YA3BMMOCTb HaA NepuMmeTpe

Mpouzsoaum
obHoBNEHME

- CVSS 3.1 <7

= He BnAuseT Ha BaXHble busHec-
npoueccbl KOMMNaHM

Positive Technologies ptsecurity.com 21



Kak paboTaTtb c anroputmoM HKLIKU m

YA3BUMOCTHU
[pynnbl aKTUBOB v
YA3BMMOCTb Ha nepuMmeTpe
OUNBTP aKTUBOB (Host.IpAddress in 192.168.2.8/24) <
and (Host.@Importance '= 'H') <
He Ha akTnBax BbICOKOW 3HAYMMOCTMU
PUNLTP YA3BUMOCTER Host.Softs.@ulners and
(Host.Softs.Vendor not in ["Communigate Systems", "Crypto-Pro", "Doctor
Web", "Famatech", "Igor Pavlov", "InfoTeCS", "Kaspersky Lab", "Positive
Technologies", "QIP", "Ruby Team", "Veeam Software”, "Yandex",
"CherryPy", "Dnsmasq", "EZB Systems", "Eclipse Foundation", "Go", Pa3pa6OTL|l/]K rlo He pe3l/|.£I|EHT POCCMM

“Gpgdwin", "ISC", "KeePass", "Lighttpd", "MariaDB Foundagion“, "Media
Player Classic", "Notepad++", "Nullsoft", "OpenSSH", "OpenSSL Project"”,
"OpenSSL Software Foundation®, "OpenVPN", "PHP Group", "Pidgin",
"PostgreSQL", "PowerDns", "ProFTPD Project", "PuTTy", "Python Software

Foundation", "Realtek", "Redis", "Samba", "Sendmail", "Squid",
"SumatraPDF", "Telegram", "“Tor Project”, "TortolseSVN", "Total
Commander", "TrueCrypt Foundation", "University Of Cambridge",
“VideoLAN", "WhatsApp", "WinPcap", "Wireshark", "XnView", "mod_ssl",
ey CVSS 3.1 <7
and (Host.Softs.@Vulners.CVSS3BaseScore <= 7) <
Ctrl + Enter ona NnpoBepku 3anpoca
© Hwu ogHa yA3BMMOCTb He COOTBETCTBYET 3anpocy

Positive Technologies ptsecurity.com 22



Kak paboTaTtb c anroputmoM HKLIKU m

Koraa He HY>XHO yCTaHaB/1MBaTb
obHOBNEHUS

Cutyaumsa N2 4

=  PaspaboTuunk MO He pe3naeHT Poccuum AA
=  Y43BMMOCTb He Ha nepuMmeTpe S e
PaapaboTumk MO — HH YA3BUMOCTL HET | Hanuune nyGnnunoro HET oCTH — CVSS 31Basic Score >7 HFT #a Gusnec SoprannIaLm C3N
o o peanpent PO ’ Ha NepumMeTpe PoC (exploit) . RCF_ LPE, DoS (BnicoKui) . . c"z':;:::;ma _’ 23:::;:::::;
-« [y6AnYHbIA 3KCMIOWT OTCYTCTBYET cyuecrasmos et

HET

= Twun yassumoctn — RCE, LPE, DoS

MNpouzsoaum

= CVS53.1<7

. | |
Npowzsonum OBHOBNEHME Npouasogum ObHoanaHue ObnoaneHns
obHoBNEHME HE NPOK3BoaMM ofiHoBnexue HE NPOU3BOONM HE NPOM3BOA MM

=  Bnauser Ha BaxHble 6VI3HeC-I'IpOLI,eCCbI KOMMaHUN"

= DKCnayaTauus HeBO3MOXHa 6narogaps CTOPOHHUM cpeacTBaM
3aWnTbl nHpopmaumm (C31N) B KOMNaHUN

Positive Technologies ptsecurity.com 23



AKTUBbI

¥

[pynnbl U 3anpochb!

AKTUBEBI NHUMOEeHTBl ¥ C6op AaHHbIX ¥ Cucrema v

pt MaxPatrol 10 al

[0 Bce akTuBbl % +

A

+ [o6aBWTb aKTUB v 5 BoinycTutb oTuer 2 i

3anpoc: HKLUKMU (Ketic N°4): NpoBepka KOMNEHCUPYIOLLLUX Mep il = P X

AKTUB

filter(not (Host.IpAddress in 192.168.2.8/24) and (Host.@Importance = 'H')) |

select(@Host as XocT, Host.Softs.Vendor as Benpop, Host.Softs.Name as "Hassawume MO", Host.Softs.Version as "Bepcua NO", Host.Softs.@Vulners as YA3BWMOCTH,
Host.Softs.®Vulners.CVSS3BaseScore as "Ouewxka CVSS 3.8", Host.Softs.@Vulners.Metrics.Exploitable as "Hanwuue skcnnouta") |

filter((Beugop not in ["Communigate Systems", "Crypto-Pro", "Doctor Web", "Famatech", "Igor Pavlov", "InfoTeCS", "Kaspersky Lab", "Positive Technologies", "QIP", "Ruby Team", "Veeam
Software", "Yandex", "CherryPy", "Dnsmasq", "EZB Systems", "Eclipse Foundation", "Go", "Gpgd4win", "ISC", "KeePass", "Lighttpd", "MariaDB Foundation", "Media Player Classic"
"Notepad++", "Nullsoft", "OpenSSH", "OpenSSL Project", "OpenSSL Software Foundation", "OpenVPN", "PHP Group", "Pidgin", "PostgreSQL", "PowerDns", "ProFTPD Project”, "PuTTy", "Python
Software Foundation", "Realtek", "Redis"”, "Samba", "Sendmail", "Squid", "SumatraPDF", "Telegram", "Tor Project", "TortoiseSVN"', "Total Commander”, "TrueCrypt Foundation", "University
Of Cambridge", "VideoLAN", "WhatsApp", "WinPcap", "Wireshark", "XnView", "mod_ssl", "vsFTPd"])

and ("Hanuwuue akcnnonta" = false)

and (YazeumocTs like "%Remote Code Execution%"' or YaAseumocTe like "%YmaneHHoe%ewnonHeHue%" or YaszeumocTe like "%[loeeiweHwe%npueuneru%"” or YazsumocTb like "dos%" or YazeumocTs like

"%0TKa3%B%o6CcnyKUBaHUUS ")

and ("OueHka CVSS 3.8" <= 7))

P Boinonuutb Ctri+Enter
Ysen

XocT

£ 192.168.0.5

£ 192.168.0.5

£ 192.168.0.5

@ srv2.company.com (192.168.0.6)
O srv2.company.com (192.168.0.6)

(g srv2.company.com (192.168.0.6)

MpoussoanTens

Benpop

Apache Software Foundation

Apache Software Foundation

Apache Software Foundation

Microsoft

Microsoft

Microsoft

Bcero 19 sanvced, Bbi6paHa 1 3anucb (1 akTuB, 1 yA3BMMOCTb)

HaseaHue
Hassauue MO

Apache HTTP Server

Apache HTTP Server

Apache HTTP Server

Microsoft .NET Framework

Microsoft .NET Framework

Microsoft .NET Framework

Bepcua

2418

452

452

452

YA3BMMOCTb

YA3BMMOCTb

0TKa3s B 06CNYXXMBAHUK

0TKa3 B 06CNYXUBAHUK

OTKaz B 06CNYXUBAHUK

[ToBbilWEHWE NPUBKUNETUIA

OTkaz B 06CNyKUBAHUK

[NoBblleHWe NPUBUNETUIA

basoBan oueHKa yasBuMocTh CVSS v3

Ouenka CVSS 3.0

0,3

59

59

55

55

55

IKCnnonT

Hanuyue akcnnonTa

False

False

False

False

False

False

«—

Boibupaem, Ha
KaKuX y3nax mbl
MOXEM
NMPUMMEHUTDb
KOMIMEHCUpYHo
me Mepbl C
BHeAPEHHbIX
nomoubio C3U



Kak pabotatb ¢ anroputMoM HKLIKW

—

Co3naem
npasuio
MUCKNIOYEeHUnsa
YA3BUMOCTH

U3 npouecca
MJaHOBOIoO MaTty-
MEeHea)XMEeHTa

Positive Technologies

CGSQSHHEHDEBMH&

HasBaHue [MckniouunTs] Apache HTTP Server (CVE-2018-17189)

Ho6aeuTe onucaHue
Monutuka CraTyckbl yASBUMOCTER

Tun & Monb30BaTenbCcKoe

YA3BUMOCTH

[Pynnbl aKTMBOB

OUNLTP aKTUBOB Host.@Id = 16991722-e280-80681-8080-008000088004

DuneTp yasBMMocTei Host.@Vulners.CVEs = "CVE-2818-17189"

Ctrl + Enter gna npoBepkK 3anpoca

v 1 yA3BMMOCTL COOTBETCTBYET 3anpocy

ptsecurity.com



Kak pabotatb ¢ anroputMoM HKLIKW

PesynkTaT npMMeHeHWda NpaBuna

IedcTeMe MCKNKOUYUTD
—_— Cratyc
Cospnaem
npasuio YTOUHEHWE K CTATYCY
NCKTIOYEeHNnsA
MPMHATEI KOMNEHCALMOHHBIE MEPb
YA3BMMOCTU

13 npouecca
NJ1aHOBOro naTy-
MEHeIKMEHTA

CpoK MCKNHYeHKMA
uille =
a0 OHeul W »
W
HeobrRzaTenoHoe none
YcTpaHeHue

MnaHoeoe

Positive Technologies ptsecurity.com
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MaxPatrol VM 1.5

pt MaxPatro' oy AKTUBbI WHUMAaeHT bl v C60op AaHHbIX ¥

Ynpaenexue ys3aBuMOCTAMU Pekomergauum no HKLIKU ] + &

HKLKU (Keitc N21) 18:00

@ Microsoft Internet Expl.. @ Adobe Flash Player for @ Adobe Flash Player for @ Adobe Flash Player for @ Reader, 11.0.7 @ Microsoft Internet Expl.. @ iTunes, 12.3.1.23 @ Microsoft .NET Framew... @ Microsoft Internet Expl.. ® Google Chrome, 87.0.4.. @ Google Chrome, 87.0.4.. @ Google Chrome, 88.0.4 =
us
® Google Chrome, 88.0.4.. @ Google Chrome, 90.0.4.. @ Adobe Flash Player for ® Opera, 38.0.2220.41 @ Opera, 39.0.2256.48 @ Microsoft .NET Framew... @ Microsoft XML Core Se.. @ Google Chrome, 48.0.2... @ FireFox,41.0.2 e Microsoft Office, 2013 @ Microsoft Word, 2013 @ MySQL Server, 5.1.52 @ FireFox, 87.0 v

HKLIKW (Keitc N22) 8:41

©® Microsoft Internet Expl.. @ Microsoft NET Framew... @ Microsoft Outlook, 2013 @ Microsoft NET Framew... @ Google Chrome, 48.0.2.. @ Microsoft Word, 2013 @ Microsoft Office, 2013 @ Microsoft Outlook, 2016 @ nginx, 1.1.19 @ iTunes, 12.3.1.23 @ Microsoft Outlook, 2010 @ Microsoft Word, 2016 @ Apache Subversion, 1.8
@ Microsoft Word, 2010 @ Microsoft Office, 2016 @ Microsoft NET Framew. @ Foxit Reader, 7.2.2.929 e FireFox ESR, 38.3.0 e FireFox, 87.0 e Thunderbird, 38.3.0
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MeToanuka
no anropntmy HKLUKW

Kak yyecTb pekoMeHaaumm perynartopa npu pabore
C YSI3BUMOCTSAMMU
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MaxPatrol VM

BbICTPOUT NpoLECC YNpaBieHUS
YA3BMMOCTSAMU, pe3y/ibTaTbl KOTOPOro
BUAHbI

3aaaTtb Bonpoc o pyHKumnmoHane MaxPatrol 10:
t.me/MPSIEMChat

BecnnaTtHbiM nnnoT MaxPatrol VM:

Positive Technologies
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https://t.me/MPSIEMChat
http://www.ptsecurity.com/ru-ru/products/mp-vm/#free-demo

