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[loanep>xka onepaynoHHbIX CUCTEM

i pt XDR AreHTbl MonuTuku [pynnbi areHToB Moaynu [vcTpubyTuBbI areHToB

AncTpubyTMBbI areHTOB

Bepcuna 1.7.2.463 ot 15 anpens

Windows Linux macOS

x86 x64 x86 x64 x64
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BO3MOXHOCTWU TOHKOW HACTPOUKU MpaBu
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BO3MOXHOCTWU TOHKOW HACTPOUKU MpaBu
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BO3MOXHOCTWU TOHKOW HACTPOUKU MpaBu

pt X
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BO3MOXHOCTWU TOHKOW HACTPOUKU MpaBu
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BapunaHTbl pearMpoBaHuns

pt XDR AreHTbi MonuTukK Ipynnbl areHToR Mogynu LNucTpubyTHELI areHToB

MO,E[}’NM + CozpaTb Mogynb 1 Wmnoptupoeatb # Wamenutb 4 OkcnoptupoeBate v [ Ypanute v

Q i
HazeaHue oC Onucanue MeTku
KoHHekTop K Active Directory 0.1.0 = Ad Moaynb NpefocTaBNAET BEOZMOMHOCTE GNOKMPOBKKM Nonb3oeartenei B AD gomene ad, .. Bce 2
KonHekTop k Check Point 0.1.0 = Ad Mogyne npegocTaenaet BosMomHocTs Gnokupoekw IP agpecoe Ha Check Point network, ... Bee 2
Koppenatop 0.1.1 - KoppenaTop ocywecTBNAOWMIA oBHapyxeHne detector, ... Bce 2
KonHekTop k DNS cepeepy 0.1.0 = Ad Mogyne npegocTaEnAeT BOZMOMHOCTE Bnokupoeku Ha DNS cepeepe network, ... Bee 2
KonHekTop k MS Exchange 0.1.0 = Ad Mogyne NnpegocTaBnAeT BOSMOMHOCTD YAANATE NMcoma us MS Exchange cepeepa emails, ... Bce 3
Ynaneuue dainoe 0.1.0 H- Y Yaanaet dainbi responder
3arpyaumk daiinos 0.2.0 = Ad Mogyne NnpefocTaBnAeT BOSMOMHOCTb oTripaeku dainos no HTTP responder
M3onauma yanoe 0.1.2 == BnokupyeT ceteBoi Tpaduk Ha y3nax ¢ NOMOLWbI0 MexceTeBoro skpada Windows responder
3apeplUeHWe NPOLECCOE 0.1.0 B 3asepwaeT npoyeccol 8 Windows responder
MNpoeepka dainoe e PT Sandbox 0.1.0 = Ad OTnpaenseT daiino Ha npoeepky B PT Sandbox w coxpanAeT pesynsTaT NpoBepKK B NokansoHble Bl Boex areHToB © AaHHON NONUTHKONRA responder, ... Bce 2
Otnpaeka coboiTnii B MaxPatrol SIEM 0.1.0 = Ad OTnpaenaet sanucu o coboimuax MB B MaxPatrol SIEM responder, ... Bce 2
Otnpaeka coboiThii Ha syslog-cepeep 0.1.0 = Ad OTnpaenaeT sanucu o coboimuax MB va syslog-cepeep responder, ... Bee 2

YARA ckaHep 0.1.0 = Ad YARA ABWMOK ANA NPOBEPKKW CMCTEMHbIX 0ObEKTOR responder
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BapunaHTbl pearMpoBaHuns

pt XDR AreHTbl MonuTrkK lpynnbi areHTOB Moaynwu OucTpubyTHBDLI areHToB

ArenTbl » Paboumne cranHuymm Windows PTDemo > 192.168.22.170_windows_DESKTOP-PKOSTDE_2e7158 » Mogynu » Mogyns 3aBepLieHns NpoLeccoe

Onepauun Cobbitva Koudmrypaums 3aBMCHUMOCTH Bepcwuun
~
3aBepLUEHME NPOLECCOB {"proc_name": "some.exe", "proc_id": 100, "proc_image": "pathfto/some.exe", "filepath": "path/to/some.exe", BbinonHuTe geicteune
YcTaHoBNeHHan Bepcus
0.1.0

3aeeplWwnTe BCE NPOLECCH], MCNOAL3YA NYTh K dakiny
OnepawWoHHbIE CUCTEMb

52 Windows x86, x64 3aBeplwnTh BCe NPOLECCh], MCNoNb3YA NyTh K MCNONHAEMOMY aliny npouecca
Twun moayns 3 -

Pearuposatine ABEPLWNTL BCE NPOLECCH], NCNONb3YA MMA NpoLecca

MeTkm

3aBEepWNUTL NPOLECC, MCNOAL3YA MMA U MAEHTWKUKATOP Npouecca
responder
3aBEpLINTE POAWTENBCKUE NPOLECChl, MCMOMb3YA CIMCOK UX MMEH U MAEHTUGWKATOPOB

OnucaHue
Moaynb npefocTaBnAeT EO3MOXHOCTh OCTAHOBUTH
BbinonHeHue npouecca B OC
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BapunaHTbl pearMpoBaHuns

pt XDR AreHTbl MonuTukK Ipynnbi areHToR Mogynu JwcTpubyTHEbI areHToB

AreHTbl » Demo_Prevent : 10.20.208.222_windows_DESKTOP-73JN82H_05f041 » Mogynu » Mopaynb nHTerpauuu c PT Sandbox

« Onepauun CobbiTus Koudmrypaums 3aBUCHUMOCTH Bepcuwn

MNposepka dainos A TposepuTs dain

YcTaHoBNEHHaA BEpCHA
0.1.0

. SELECT * FROM :'ee::‘la_vl ORDER BY id DESC;
OnepaunoHHbIE CUCTEME

=% Windows x86, x64

A Linux x86, x64

@ macOS x64 © BLiNonHWTL Ha arexTe BbInonHWTL Ha cepeepe
Tun moayns

PearmpoeaHune
BoinonHuTe 3anpoc CoxpaHuTe 3anpoc 3arpysuTe U3MEHEHUA ChpocuTe huneTp
MeTicn

responder sandbox

OnucaHue Bece
Mogynb npegocTaBnser BO3SMOXHOCTb NPpoBepKM Gainos B -
PT Sandbox 1 nonyueHne pesynbTaTos aHanusa 3aKkpenuTb NEPBLIN cTonGeL, Vcnonb3oBaTh perynapHble BblpaskKeHwa
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BapunaHTbl pearMpoBaHuns

b pt XDR AreHTbl MonuTukK lpynnbi areHToB Moaynu OucTpubyTUBEbLI areHToB

AreHTbl > Paboume craHuun Windows PTDemo » 192.168.22.172_windows_DESKTOP-RID06Q0_009763 » Mogynu > Mopgyne yaanexun gainos

« Onepauywmm Cobbitua Kondwmrypaums 3aBMCHMMOCTH Bepcun

~

BbINOAHWTL OEACTBKUE

YcTaHoeneHHan BepcuA

0.1.0 Yaanute davin uz OC
OnepalWoHHbIE CUCTEMb
2= Windows x86, x64

A Linux x86, x64

@ macO0S x64

YpanuTte daiin obpasa npouecca ws @C

Tun mogynsa
PearupoeaHne

responder

OnucaHue

Moaynb npegocTaEnaeT BOSMOXHOCTE yaaneHua Gainos
W3 hainosoiil cucTembl
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BapunaHTbl pearMpoBaHuns

pt XDR AreHTbl MonuTukk Ipynnbl areHToB Moaynu OucTpubyTHBeb! areHTos

AreHTel » PaBoume ctaHuymm Windows PTDemo » 192.168.22.170_windows_DESKTOP-PKOSTDE_2e7158 » Mogynu » YARA ckaHep

« Onepauum Cobbitua Kondmrypaums 3aBMCHUMOCTH Bepcuu

~
VX AP | {"key1": "vall"} BbINonHWTEL AeicTBIE

\

YcTaHOBNeHHaA BEPCHA
0.1.0

. SELECT * FROM results
OnepauMoHHbIE CUCTEMB

2% Windows x86, x64

o Linux x86, x64

yr_scan_fs

p Vi
@ macOS x64 yr_scan_fs_custom_rules
Tun mogyna
BbinonHWTL 3anpoc
Pearuposaiine yr_scan_proc
MeTkmn
responder yr_task_fastscan_fs
OnucaHme

YARA pevxoK AnA npoeepkn cucTeMHblx obbekTos }I'I’_tESk_fElSTSCE n_proc

yr_task_fullscan_fs

yr_task_fullscan_proc

- /
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OCTaBuUTb 3asiBKY

Ha NUNOTHbIN nNpoeKT PT XDR

WWW. ptsecurity.com/ru-ru/solutions/xdr/
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