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CyTtb npobnemsbi

3arpyska HenognucaHHoro Aparvisepa

thrkdmapper.exe s98ia3c.sys

Loading wvulnerable driver, Name: nyYGVhOFwYIMYV
MtlLoadDriver Status 8x8

PiDDBLock Ptr @xfffffB8887c043358
PiDDBCacheTable Ptr @xfffff8887c04348c
PiDDBLock Locked

PiDDBCacheTable result -»> TimeStamp: 5284eac3
Found Table Entry = ©&xFFFFD58D2C5877ES
PiDDBCacheTable Cleaned

g_KernelHashBucketlist Found 8xFFFFF8887D6ACESE
g _HashCachelock Locked

Found In g_KernelHashBucketlList: nyYGVhOFWYIMYV
g_KernelHashBucketlist Cleaned
MmUnloadedDrivers Cleaned: nyYGVhOFwWYIMYV

Image base has been allocated at 8xFFFFEG858F3D0888
Skipped 8x1888 bytes of PE Header

Calling DriverEntry 8xFFFFEG6858F3D0806

Callback example called

DriverEntry returned 8x@

Unloading wulnerable driver

NtUnloadDriver Status @x8

Vul driver data destroyed before unlink

suUcCcess
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Cytb npobnembsbli

The agent uses a known technique whereby the VirtualBox driver (VBoxDrv.sys) is leveraged to
bypass the Driver Sighature Enforcement mechanism in Windows and load Moriya's unsigned
driver. DSE is an integrity mechanism mandating that drivers are properly signed with digital
signatures in order for them to be loaded. which was introduced for all versions of Windows
starting from Vista 64-bit. The technique used to bypass it was seen in use by other threat actors
like Turla, Lamberts and Equation.

The approach used by the developer of this rootkit allows loading an unsigned driver without
modifying the Code Integrity image and dealing with a potential crash. It abuses features of a
legitimate and open-source? signed driver named dbké4.sys which is shipped along with Cheat

Engine, an application created to bypass video game protections and introduce cheats into them.

This driver provides capability to write and execute code in kernel space by design, thus allowing it
to run arbitrary code in kernel mode.



https://securelist.com/operation-tunnelsnake-and-moriya-rootkit/101831/
https://securelist.com/ghostemperor-from-proxylogon-to-kernel-mode/104407/

CyTtb npobnemsbi

[leTekT TMNU4YHOW 3arpy3ku gpaneepa

PyTkuT
Rootkit. Win32.Generic.b

SKCMNOWT
Exploit.Win32.KerneLPE.a

3KCNNOWT
Exploit.Win32.VBoxDrv.a

MNoTeHUWanbLHO onacHoe NoeegeHve

Create.Process.Rundll32.RestrictionsBypass

Create.Service.Driver.Persistence

Create.Service.RPC.Persistence

Read.Device.Name.CheckVM
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NMnarmH Rootkitmon

DRAKVUF — Black-box binary analysis system

« [loctyn K namaTtun (r/w/x)

* [NlpepbiBaHUS o " ,
. MSR-perVICprI Nirospeciion agen

* Perucrtpbl ynpasneHuga A

I3MeHeHne COCTOSAHUSA CUCTEMBbI: '
* Pernctpbl VCPUS VMI AP
o dusnyeckas NnamMaTb Hypervisor




NMnarmH Rootkitmon

Tpacca BbINosIHEHUS

regmon Update LibVMI & tune formatting (#¥1167)
rpcmon libusermode, rpcmon: fix various errors (#1175)
socketmon Update LibVMI & tune formatting (#1167)

ssdtmon ssdtmon ssdt shadow update (#1312)

syscalls syscalls: no need to count arguments manually (#1304)

[ ] TIME:1633628941 VCPU:0 CR3:0x9C3A7000

“\Windows\System32\svchost.exe": SessionlD:0 PID:844 PPID:476 VCPU:0
CR3:2621075456 Tag:"Wmip" Type:"PagedPool" Size:232

[ ] TIME:1633628941 VCPU:0 CR3:0x9C3A7000 "\Windows\System32\svchost.exe":
SessionlID:0 PID:844 PPID:476 Key:\HKLM\SYSTEM\CONTROLSETO01\CONTROL\WMNSECURITY
ValueName:"0"

[ ] TIME:1633628941 VCPU:0 CR3:0x9C3A7000 "\Windows\System32\svchost.exe":
SessionID:0 PID:844 PPID:476 Module:"nt" vCPU:0 CR3:0x9C3A7000 Syscall:20 NArgs:6



NnarmH Rootkitmon pt

YTto 3awmwaet nnaruH Rootkitmon:

e Tabnuubl CUCTEMHbIX BbI30OBOB

e Tabnuubl NnpepbiBaHU

e TAbNUUbI AECKPUNTOPOB

« MSR LSTAR

* CeKuMn Koga gpanBepoB

« DRIVER OBJECT n DEVICE_OBJECT

* pasnuyHble AP| anga noanmckm Ha CUCTEMHBIE CODbITUS



NMnarmH Rootkitmon

[TepexBat KiDeliverApc ans npoBepKU B KOHLIE aHanu3a

bool rootkitmon::stop()
I
L
if (lis_stopping() && !done_final_analysis)
{
m_is_stopping = true;
PRINT_DEBUG("[ROOTKITMON] Injecting KiDeliverApc\n");

1d make final system ana

auto hook = createSyscallHook("KiDeliverApc", &rootkitmon::final_check_cb);

if (!hook)
{
kip final an

PRINT_DEBUG("[ROOTKITMON] Failed to hook KiDeliverApc\n");
done_final_analysis = true;
return true;

3

this->syscall_hooks.push_back(std: :move(hook));

/ Return status ’
return false;
/ Return status “Pending’

return done_final_analysis;
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SSDT-nepexBartsbl

« SSDT — System Service Dispatch Table

« nt!KiServiceTable — Tabnmua obpadboTunkoB HaTUBHbIX API

« win32k!'W32pServiceTable — Tabnuua obpaboTymkoB rpadunyeckomn
nogcucrtembl win32k

viceTable L10
048d9a006 HATEELHH F++hrﬂﬂ“ B2

kd:> dd win3 Ak'U quervlreTakle LLD
frfffo6e eel191fee fffia740 fffeb501 660206cO 001021cH
{968 90191f1e 0©OOE96PRE BPRR22648 1923988 ffdedbd3
fffffo6e° 00191f20 ffb7a7c7 c5200 ffed2e86 ffe50e08
fffff960 0019130 0BBc58cP BPPafTEEd BPPe8bcd® fffeb300




SSDT-nepexBartbl pt

[ToacyeT agpeca obpaboTynka CMCTEMHOIO BbI30OBA

KesewiceDescriptorTable B: kd> u ntdll!NtCreateFile L4
wCreateFile:

B” 76fd1868 Ac8bdl rl@,rcx
0 - nt!NtAccessConnectPort Be 8" 76td1863 b8520600000 eax,52h
ServiceCounterTableBase 2e B 76Td1868 &fes

5 " 76fd186
NumberOfServices g - (:Ce

ParamTableBase

ServiceTableBase

‘_ d> u nt!KiServiceTable + (@x830871807 >
- KeServiceDescriptorTable -~ ntINtCreateFile:
- KeServiceDescriptorTableShadow ™\ {800  ©92de5400 Ac8bdc mow rll,rsp
- Unused 800" 82c 4881ec38000000 sub rsp,88h
- Unused _ _ . ) __ -’
/ 8o de548a 33c@ xor eax,eax
fHfff8006° 802de548c 49894310 gword ptr [rl1l-18h],rax

eax = 0x52 = 0b00000001010010

L Ju
T

2 bits 12 bits




SSDT-nepexBartbl pt

KeServiceDescriptorTable n KeServiceDescriptorTableShadow

>> 7) & 6x2e; @: kd> dps nt!KeServiceDescriptorTable L4
= & BXFFF; fffff807 6ea0f8ce fffff807 6dcd634@ nt!KiServiceTable
fffff887 6eabf8c8 ©6000000 ©0oeLeeD
&KeServiceDescriptorTable; fffff807 6ea@f8de 00000000 ©00001d7
&KeServiceDescriptorTableShadow; fffff807 6ea@f8d8 fffff807 6dcd6aa® nt!KiArgumentTable
%* ( (*(&vi7->0 + 1) & ox8e) != 0 ) ©: kd> dps nt!KeServiceDescriptorTableShadow
t PF ( (*(8v17-50 + 1) & 0x200000) I= © ) fffff897‘6e999349 fffff897‘6d5d6349 nt!KiServiceTable
fffff807 6e909a48 ©OOOEBLE BOLBLLE.

= KeServiceDescriptorTableFilter;

= fffff8e7 6e909a50 0©ooELEEe eeeeeld7
fffff807 6e9089a58 fffff887 6dcd6aa® nt!KiArgumentTable
->ntoskrnl.NumberOfService + v27) | fffff807 6e909a60 ffff800a b1lb1800@ win32k!W32pServiceTable
fffff8e7 6e909a68 0OOoo0B0e eeeeeeee —
- [ 1; ' fffff8e7 6e909a70 0©OOOLEEE eeeees24
+ ( >> 4); fffff807 6e909a78 ffff800a blbl99bc win32k!W32pArgumentTable

= *(& ->ntoskrnl.ServiceTableBase + )




SSDT-nepexBartsbl

[TonydeHune agpeca tabnumubl SSDT Shadow

SDTMON] Failed to find win32

PRINT_DEBUG(

throw -1;

3 gl_li_[:lid,

iceTable to physical addre

celimit))




SSDT-nepexBartbl pt

[TpoBepka 3anucu B SSDT n SSDT Shadow

event_response_t write_cb(drakvuf_t drakvuf, drakvuf_trap_info_t* info)

{

public W32pServiceTable
W32pServiceTable dd 4834h
ssdtmon* s = (ssdtmon*)info->trap->data; dd 7184h
dd 475Ch
dd 91Deh
dd 6B28h
dd 4738h
dd 626@h
dd 6E78h

if ( info->trap_pa > s->kiservicetable - 8 && info->trap_pa <= s->kiservicetable +

sizeof(uint32_t) * s->kiservicelimit + sizeof(uint32_t) - 1)

int64_t table_index = (info->trap_pa - s->kiservicetable) / sizeof(uint32_t);
fmt::print(s->format, "ssdtmon", drakvuf, info,

keyval("TableIndex", fmt::Nval(table_index)),

keyval("Table", fmt::Qstr("SSDT"))

align 1eh

KiServiceTable dd 339F4eh

dd 345436h
dd 7867Ceh
dd 8D3F1eh
dd S5F7596h
dd 3FAB1eh
dd 68BC76h
dd 674736h
dd 68B@46h
dd eDe68Ceh

)5
}

else if (info->trap_pa > s->w32pservicetable - 8 && info->trap_pa <= s->w32pservicetable +

sizeof(uint32_t) * s->w32pservicelimit + sizeof(uint32_t) - 1)

int64_t table_index = (info->trap_pa - s->w32pservicetable) / sizeof(uint32_t);
fmt::print(s->format, "ssdtmon", drakvuf, info,
keyval("TableIndex", fmt::Nval(table_index)),
keyval("Table", fmt::Qstr("SSDTShadow"))
)s
}

return 9;




Tpacca BbINONIHEeHusA

ProcessName = users\\sample.exe, TID = 1934, PID = 832, PPID = 2031,
plugin = , TableIndex = &7, Table =

ProcessName = users\\sample.exe, TID = 1902, PID = 158, PPID = 217,
plugin = , Tablelndex = , Table =



Moaudoukauma IDT/GDT

IDT — Interrupt Descriptor Table

@: kd> r idtr
idtr=Ffffff8e1eb4cl000

: kd> dt nt!_KIDTENTRYE4
+0x080 OffsetlLow : Uint2B

+0x0082 Selector
+0x004 IstIndex
+0x004 Reserved®
+0x004 Type

+8x0e4 Dpl

+8xe84 Present
+8x006 OffsetMiddle
+8x0e8 OffsetHigh
+8x008c Reservedl
+0x080 Alignment

: Uint2B

: Pos @, 3 Bits
Pos 3, 5 Bits
Pos 8, 5 Bits
Pos 13, 2 Bits

: Pos 15, 1 Bit

: Uint2B

: Uint4B

: Uint4B

: Uint8B

@: kd> !idt

: fffff8e01e8alfcee
: fffff8el1es8alff4e
: fffff8ele8a2e440
. fffff8el1e8a2e906
: fffff8e1e8a20c4e
: fffff8ele8a20efge
. fffff801e8a214ce
: fffff80188a219c8
. fffff8e1e8a2lcce
: fffff8el1e8a21fce
. fffff80l1e8a222ce
: fffff861e8a225ce
: fffff801e8a22980
. fffff80188a22cce
: fffff8ele8a23ee8
. fffff80l1e8a23646

Dumping IDT: fffffgseleb4eleee

nt!KiDivideErrorFault

nt!KiDebugTrapOrFault Stack = @xFFFFF8010B49Feee
nt!KiNmiInterrupt Stack = ©xFFFFF8010B491000
nt!KiBreakpointTrap

nt!KiOverflowTrap

nt!KiBoundFault

nt!KiInvalidOpcodeFault

nt!KiNpxNotAvailableFault

nt!KiDoubleFaultAbort Stack = @xFFFFF8@1@B48Aeee
nt!KiNpxSegmentOverrunAbort

nt!KiInvalidTssFault

nt!KiSegmentNotPresentFault

nt!KiStackFault

nt!KiGeneralProtectionFault

nt!KiPageFault

nt!KiFloatingErrorFault




Moaudukauma IDT/GDT pt

GDT - Global Descriptor Table

System Table Registers
47(79) 1615

32(64)-bit Linear Base Address 16-Bit Table Limit Base 31:24
32(64)-bit Linear Base Address 16-Bit Table Limit

System Segment  Segment Descriptor Registers (Automatically Loaded)
Registers . 500 Segment Limit 15:00
Attributes
Task

1
Register Seg. Sel. 32(64)-bit Linear Base Address Segment Limit I-l

0
LDTR Seg. Sel. 32(64)-bit Linear Base Address Segment Limit

. . it segment)
Figure 2-6. Memory Management Registers =
G arity

LIMIT — Segment Limit

Figure 3-8. Segment Descriptor



Moaudoukauma IDT/GDT

[NepeuncrneHne Tabnuu Ha KaXKaoMm aape

bool rootkitmon::enumerate cores(vmi_instance_t vmi)

{

for (size_t vecpu = @; vcpu < vmi_get_num_vcpus(vmi); vcpu++)

{

uinté4_t idtr_base = @, gdtr_base = 9;
uinte4_t idtr_limit = o, gdtr_limit = @;
uinté4_t lstar = @;

if (VMI_SUCCESS == vmi_get_vcpureg(vmi, &idtr_base, IDTR_BASE, vcpu) &&
VMI_SUCCESS == vmi_get_vcpureg(vmi, &idtr_limit, IDTR_LIMIT, vcpu) &&
VMI_SUCCESS == vmi_get vcpureg(vmi, &gdtr_base, GDTR_BASE, vcpu) &&
VMI_SUCCESS == vmi_get vcpureg(vmi, &gdtr limit, GDTR_LIMIT, vcpu) &&
VMI_SUCCESS == vmi_get_vcpureg(vmi, &lstar, MSR_LSTAR, vcpu))

PRINT_DEBUG("[ROOTKITMON] [VCPU] %zu IDTR @x%lx:ex%lx\n", vcpu, idtr_base, idtr_limit);
PRINT_DEBUG("[ROOTKITMON] [VCPU] %zu GDTR @x%1x:ex%lx\n", vcpu, gdtr_base, gdtr_limit);

PRINT_DEBUG("[ROOTKITMON] [VCPU] %zu LSTAR @x%1x\n", vcpu, lstar);

Calculate IDT checksum

auto idt_checksum = calc_checksum(vmi, idtr_base, idtr_limit + 1);

Enumerate GDT entries

auto gdt = enumerate_gdt(vmi, gdtr_base, gdtr_limit);




Moaudoukauma IDT/GDT

CBepka 3Ha4YeHUI B KOHLIe aHanmaa

for (const auto& [vcpu, desc_info] : this->descriptors)

const auto& t_desc_info = past_descriptors[vcpu];

if (desc_info.idtr_base != t_desc_info.idtr_base)

{

fmt::print(this->format, "rootkitmon", drakvuf, info,
keyval("Reason", fmt::Qstr("IDTR base modification")));
break;
}
if (desc_info.idt_checksum != t_desc_info.idt_checksum)
{
fmt::print(this->format, "rootkitmon", drakvuf, info,
keyval("Reason", fmt::Qstr("IDT modification")));

break;

"\Windows\System32\explorer.exe":KiDeliverApc SessionlD:0 P1D:1968 PPID:476 Reason:"

"\Windows\System32\Searchindexer.exe":KiDeliverApc SessionID:0 PID:1968 PPID:476 Reason:"



NMepexear MSR LSTAR

CopgepxnT agpec cnegytoulen
NHCTPYKLMK NOCNE CUCTEMHOIO

Bbl30BAa

1: kd> rdmsr ©xceoeees2
msr[ceeeee82] = fffff8e4 5881f6ce

1: kd> u fffffg8e4 5881f6ce L2
nt!KiSystemCall64:

fffff804 5881f6co Bf01f8 swapgs
fffff804 5881f6c3 6548892425100000600 mov

qword ptr gs:[18h],rsp

Figure 5-14. MSRs Used by SYSCALL and SYSRET




NMepexear MSR LSTAR

NHnunanmnanpyertca
Ha paHHMX 3Tanax
3arpy3ku OC

, & ->NtTib.ExceptionlList[-76

shadowing (

->»Number;

if (1vid )
KiTsxSupportedAtBe

if ( 32 )
__writemsr 22 ->MsrIa32TsxCtrl);

if (!
I
1

% uglraps;

d_14€ 58 = 64164;

ebugTraps [KiDebugTrapIndex] =
cebugTraps[++
KiDebugTrapIndex




NMepexear MSR LSTAR

[MepexBaT MSR LSTAR PatchGuard'om

KeGuard
i ( (%




Mepexear MSR LSTAR
[MpoBepka LiefIoCTHOCTU pernctpa B KOHLE aHanmn3a

// Check msr lstar modification

for (const auto& [vcpu, lstar] : this-»>msr_lstar)

if (past_lstar[vcpu] != lstar)

fmt::print(this->format, "rootkitmon", drakvuf, info,

keyval("Reason", fmt::Qstr("LSTAR modification")));

ProcessName = users\\sample.exe, TID = 242, PID = 1107, PPID =534,
plugin = , Reason =




Moaundoumkauma Kkoga aopameepa pt

* [lepexBaTt oTaenbHbIX PYHKLNN
Koda opavieepa

f—%
« 3anucb B NMycToe NpPoCTPaHCTBO
CeKU'M|7| .qpaf/]Bepa CODE ALIGNMENT
%‘,—)

Section size
in memory

Raw size

inject



Moaundoumkauma Kkoga aopameepa

Write Protect (16 bit), oTkntodeHne npaB goctyna namsaTtu

121317 1815

— Data writes to supervisor-mode addresses.
Access rights depend on the value of CRO.WP:

If CRO.WP = 0, data may be written to any supervisor-mode address.

If CRO.WP = 1, data may be written to any supervisor-mode address with a translation for which the
R/W flag (bit 1) is 1 in every paging-structure entry controlling the translation; data may not be written
to any supervisor-mode address with a translation for which the R/W flag is 0 in any paging-structure
entry controlling the translation.




Moaundoumkauma Kkoga aopameepa pt

Rootkit Demodex, patch-cekuun koga gpansepa

while ( ADJI(section_header)-*Misc.VirtualSize - ADJ(section_header)}->5izeOfRawData < @xE
|| (ADI(section_header)-»Characteristics & @x25ee08088) !|= ex25000008 )

1
+section_count;
section_header += 18;
if { section_count >= *(nt_headers_offset + pci _sys_image.p peci sys_image buffer + 6) )
goto end;
¥

address_to_patch = c_pci_sys_image base + ADI(section_header)->5ize0fRawData + ADJI(section_header)->VirtualAddress;
if ( address_to_patch )

1
cr@ = _ readcr@();
__writecr@{cr® & @xFFFFFFFFFFFEFFFFuib4);
*address_to_patch = @x68;
*(address_to_patch + 1) = fn_callback_address;
*(address_to_patch + 5) Bx4244407;
*(address_to_patch + 9) = HIDWORD(fn_callback address);
address_to_patch[13] = @xC3;
__writecr@(cr@);


https://securelist.com/ghostemperor-from-proxylogon-to-kernel-mode/104407/

Moaundoumkauma Kkoga aopameepa pt

->DriverStart;

->e_magic == Ox5A4D
= ( + ->e_lfanew), MmIsAddressValid( ))
= (& ->0OptionalHeader + ->FileHeader.SizeOfOptionalHeader),

MmIsAddressValid_1( ))
&& ( = ->FileHeader.NumberOfSections, =0,

while ( stricmp(sect L mexET) [] i ->SizeOfRawData -
{
++
++ o
ok 2l ¢ >=
goto LABEL_16;

->SizeOfRawData - ->Misc.VirtualSize;
+ ->VirtualAddress +

o_map _mdl(*VirtualAddress, Length, AccessMode, LockOperation, **ppMdl)

e Czlloc._n__map_mdl( ,» 12u, @, IoReadAccess, &'1dl);
if
BHeOpeHve koga B NycTbie { :
* = 0x48; // mov rax, address
o6nacTu cekumm .text *< P

[10] = OxFF;

[11] = oxEo; // jmp rax

1

J

if ( )
IoFreeMdl( ¥




Moaundoumkauma Kkoga aopameepa pt

[lepeumncneHune 3arpy>keHHbIX
OpanBepoB

kd> dt
+8x2008

nt! KLDR_DATA_TABLE_ENTRY
InLoadOrderlLinks : _LIST_ENTRY

+8x810
+@xB818
+@xB828
+8xB28
+@x830

ExceptionTable Ptr64 Void
ExceptionTableSize : Uint4B
GpValue : Ptre4d Void

NonPagedDebugInfo :

D11Base

+B8xB38
+B8xB48

EntryPoint
S5ize0fImage

+8:xB48

FullDllMName

+0xB58
+@xB68
+BxB6c
+0xBb6e
+@xB878
+ExB878
+8xB7c
+8xB88
+axB88
+8xB2908
+0xB98
+@xB9¢c

BaseDllName
Flags
LoadCount
ul

SectionPointer

CheckSum

CoverageSectionSize
CoverageSection
LoadedImports

Spare

Ptr64 _NON_PAGED DEBUG_INFO
Ptré4 Void

Ptre4 Void

Uint4B

_UNICODE STRING
UNICODE_STRING

. Uint4B

Uint2B
<anonymous-tag>
Ptr6d4 Void
Uint4B

Uint4B
Ptr6d Void
Ptre4 Void
Ptred4 Void

SizeOfImageNotRounded : Uint4B

TimeDateStamp

Uint4B

PsLoadedModuleList

InLoadOrder InLoadOrder

_LIST_ENTRY

FullDIIName

BaseDIIName

FullDIIName

ntoskrnl.exe

BaseDIlIName

_KLDR_DATA TABLE_ENTRY

hal.dll

InLoadOrder

FullDIIName

BaseDIIName

_KLDR_DATA_TABLE_ENTRY

KLDR_DATA_TABLE_ENTRY




Moaundchmkaumna

[TogcyeT KOHTPONbHbLIX CYyMM
cekumn gpaveBepos

Koaa ppavBepa

drakvuf_enumerate_drivers(drakvuf, driver_visitor, static_cast<void*>(this));

This callback is cuted on y dis
It is used to calculate checksums of d

river - LDR_DATA_TABLE_ENTRY pointer.

ection and save it into “dri\
for (const aute& [virt_addr, virt_size] : get_pe_code_sections(module, imagebase))
{

auto aligned_size = align_by_page(virt_size);

checksum_data_t data
{
.virtual_address = virt_addr,

.virtual_size = aligned_size,

.checksum = calc_checksum(vmi, virt_addr, aligned_size)

1

plugin->driver_sections_checksums[driver].push_back(data);

pt



Moaundoumkauma Kkoga aopameepa

[lepeuncneHune cekumn gpavieepa

static std::vector<std::pair<addr_t, size_t>> get pe code_ sections(void* module, addr_t read_imagebase)

{

std::vector<std::pair<addr_t, size_t>> out;

auto dos_h = static_cast<dos_header_t*>(module);
for (size_t i = @; i < dos_h->get_nt_headers()->file_header.num_sections; i++)
{

auto section = dos_h-»>get_nt_headers()->get_section(i);

2}

GE, INIT) might not be present in memory, that's

[}
(o)}

we process only non pagable sections.

=
()]
~

It is important to check for write access as well since there are sections

=
()]
o]

with RWX access rights on win7 and below. e.g. RWEXEC in hal.dll and ntoskrnl.

=
()]
w

if (section->characteristics & mem_execute

~
®

&& section->characteristics & mem_not_paged

~
iy

&& ! (section->characteristics & mem_write))

~
N

~

auto aligned_size = align_by page(section->virtual_size);

out.emplace_back(section->virtual_address + read_imagebase, aligned_size);

~
ul

~
(o)

}

~

~

return out;

T T <
~J
B

~
00




Moaundoumkauma Kkoga aopameepa pt

[IpoBepKa KOHTPOSIbHOU CYMMbI CEKL U

if (checksum_data.checksum != p_checksum_data.checksum)

{

vmi_lock_guard vmi(drakvuf);

unicode_string_t* drvname = drakvuf_read_unicode_va(vmi, driver + this->offsets[LDR_DATA_TABLE_ENTRY_BASEDLLNAME], 4);
if (drvname)

{

fmt: :print(this->format, "rootkitmon", drakvuf, info,

keyval("Reason", fmt::Qstr("Driver section modification")),
keyval("Driver", fmt::Qstr((const char*)drvname->contents)));

vmi_free_unicode_str(drvname);

"\Windows\System32\explorer.exe": K|DeI|verApc SeSS|onID 0 PID:1968 PPID:476
Reason:" " Driver:”



Moaudukauma DRIVER_OBJECT pt

« DRIVER_OBJECT onucbiBaet
3arpy>eHHbl\ gpanBep B cUCTeMe

« Co3pgaeTtca un nepenaeTtcsd rnepBbIM
napameTtpom B DriverEntry 10
ancnetdyepom Windows

: kd> dt
+0x00e0
+0xee2
+0xB688
+0x01e
+Bx018
+0x820

+0x028
+8x838e
+0x838
+0x048
+@x858
+8xB858

660
+0xB68

nt! DRIVER_OBJECT
Type :
Size
DeviceObject
Flags
DriverStart
DriverSize
DriverSection
DriverExtension
DriverName
HardwareDatabase
FastIoDispatch
DriverInit
DriverStartIo
DriverUnload

Int2B

: Int2B

: Ptré4 _DEVICE_OBJECT

: Uint4B

: Ptr64 Void

. Uint4B

: Ptré4 Void

: Ptrée4 _DRIVER_EXTENSION

UNICODE_STRING

: Ptre4 _UNICODE_STRING

: Ptre4 _FAST_IO_DISPATCH
: Ptr64d long
: Ptred

: Ptréd /o1d

+0x0870 MajorFunction : [28] Ptré64 long




Moaundchmkaumna

« MajorFunction — maccuB 13 28

0bpaboTymkoB pasnnyHbix IRP
3arnpocos:
ReadFile — IRP_MJ READ

CreateFile — IRP_MJ CREATE

DRIVER OBJECT [t

Dispatch routines:
IRP_MJ_CREATE
IRP_MJ_CREATE_NAMED_PIPE
IRP_MJ_CLOSE
IRP_MJ_READ
IRP_MJ_WRITE
IRP_MJ_QUERY_INFORMATION
IRP_MJ_SET_INFORMATION
IRP_MJ_QUERY_EA
IRP_MJ_SET_EA
IRP_MJ_FLUSH_BUFFERS

IRP_MJ_QUERY_VOLUME_INFORMATION
IRP_MJ_SET_VOLUME_INFORMATION

IRP_MJ_DIRECTORY_CONTROL
IRP_MJ_FILE_SYSTEM_ CONTROL

CloseFile — IRP_MJ_CLOSE - GetTrpstacksize(

n.T.0.

->StackSize
[1].DriverObject)
+ 368);

[1].DriverObject,
->MajorFunction[ IRP_MJ_CREATE]

WORD1(
[1].NextDevice = (
RtlCopyUnicodeString(&

fffffge22fdsefce
fffff8e22db5abge
fffffgez22fdgefce
fffff8e22db5absge
fffff8e22db5abge
fffffgez22db5absge
fffffgez22dbs5absge
fffff8e22db5absge
fffffgez22db5abse
fffffgez22db5absge
fffff8e22db5abse
fffff8e22db5absge
fffff8e22db5abge
fffff8022db5absge

tcpip!N1DispatchCleanup

nt!IopInvalidDeviceRequest
tcpip!N1DispatchCleanup

nt!IopInvalidDeviceRequest
nt!IopInvalidDeviceRequest
nt!IopInvalidDeviceRequest
ntlIopInvalidDeviceRequest
nt!IopInvalidDeviceRequest
nt!IopInvalidDeviceRequest
nt!IopInvalidDeviceRequest
nt!IopInvalidDeviceRequest
nt!IopInvalidDeviceRequest
nt!IopInvalidDeviceRequest
nt!IopInvalidDeviceRequest

->Length;

->MajorFunction[IRP_MJ_CLOSE]

->MajorFunction[IRP_MJ_CLEANUP]

)3
Dispatch;

Dispatch;
= Dispatch;

->MajorFunction[IRP_MJ_DEVICE_CONTROL] = Dispatch;

->DriverUnload

g_RegistryPath.Buffer

if ( !g_RegistryPath.Buffer )

return 8xCo6E017;

Unload

cate WithTag(512, 2ie4 *




Moaudukauma DRIVER_OBJECT pt

] o = inject jmp_code(L"\\FileSystem\\F1ltMgr",
[TogmeHa major-joyHKUMKN  EEE )
goto LABEL_15;
IRP_MJ CREATE n [13] = %%
< = 'D\@\\’;
IRP MJ READ [2] = 's\@o';
I String[4] = 'e\@D';
[6] = "i\@v’;

if: ( <0 || ( = ObReferenceObjectByHandle 1(Fil , lu, 0164, 0, &
I

ToGetRelatedDeviceObject 64(
)

( )
original F1tMgr MJ READ = v7->DriverObject->MajorFunction[IRP_M] READ];
else
original F1tMgr MJ_CREATE = v7->DriverObject->MajorFunction[IRP_MJ_CREATE];
->DriverObject->MajorFunction|] XXX] = =

i
J

else




Moaudukauma DRIVER_OBJECT pt

 Mopenb IRP-3anpocoB n cteka

ﬂpaVIBepOB | NtCreateFile }4—5{ lopCallDriver m

Filter Driver

NTFS Driver

USE Storage Port Driver

FN dMl

o]
A
@ |
=]
c
@
7]

JIV3IHD
(o] Re;,ponse

IUSE Hub Driver

IRP_MJ_CREATE

(USE 2 Mini ISE Port)

Device Stack

https://docs.microsoft.com/en-us/windows- https://googleprojectzero.blogspot.com/2021/01/hunting-for-bugs-in-
hardware/drivers/gettingstarted/driver-stacks windows-mini-filter.html



Moaudukauma DRIVER_OBJECT pt

* NextDevice — ykasarersnb P o ;;;;DE”CE—OB“”: Int2s
PiEi (;f1€3l1)/*()Lllb1b4 Igigg; ::;:renceCount ; gi::EB
DEVICE OBJ ECT B CMMCKe +0x008 DriverObject : Ptr64 _DRIVER_OBJECT
« AttachedDevice — cnncok
NOAKNHOYEHHbIX JeBaNCcoB

+0x018 NextDevice : Ptr64 DEVICE OBJECT
+0x018 AttachedDevice : Ptr64 DEVICE OBJECT
+0x828 CurrentIrp : Ptre4 _IRP

+0x028 Timer : Ptre4 _IO _TIMER
+0x038 Flags : Uint4B

+0x034
+0x038
+0x040
+0x048
+0x084c
+0x858
+0x098
+0x0ae
+0xec8
+0x188
+0x116
+8x118
+0x138
+0x132
+0x138
+0x140

Characteristics
Vpb
DeviceExtension
DeviceType
StackSize

Queue

AlignmentRequirement :

DeviceQueue
Dpc

ActiveThreadCount :
SecurityDescriptor :

Devicelock
SectorSize
Sparel

DeviceObjectExtension :

Reserved

: Uint4B

: Ptre4 _VPB
: Ptre4 Void
: Uint4B

: Char

.

. <anonymous-tag>

Uint4B

: _KDEVICE_QUEUE
: _KDPC

Uint4B
Ptr6e4 Void

: _KEVENT
: Uint2B
: Uint2B

: Ptre4 Void

Ptré4 _DEVOBIJ_EXTENSION



Moaudukauma DRIVER OBJECT

OBJECT_HEADER P

o +0x00@ PointerCount : Int8B
Cneu'l/laanb”/l 3ar0nOBOK +0x808 HandleCount : Int8B
’ +0x0808 NextToFree : Ptr64 Void
-~ +0x01@ Lock : _EX_PUSH_LOCK
KOTOPbIM HaxoauTCcAa nepen TeNom e ~Schar]
+0x819 TraceFlags : UChar
06‘be|(Ta N KOTOpb||V| BnaﬂeeT +0x019 DbgRefTrace : Pos @, 1 Bit
+0x0819 DbgTracePermanent : Pos 1, 1 Bit
+8x81a InfoMask : UChar
avcneTyep o6bEKTOB ! char
+0x81b NewObject : Pos @, Bit
+0x01b KernelObject : Pos 1, Bit
+0x01b KernelOnlyAccess : Pos Bit
Py _ +0x081b ExclusiveObject : Pos 3, Bit
Typelndex MHluleKC B MaCCMBe +0x081b PermanentObject : Pos 4, Bit
+0x081b DefaultSecurityQuota : Pos 5, 1 Bit
ntIObTypeIndeXTable +0x01b SingleHandleEntry : Pos 6, 1 Bit
+8x81b DeletedInline : Pos 7, 1 Bit
° BOdy —_ Teno O6‘beKTa +0x0@1c Reserved : Uint4B
+0x020 ObjectCreateInfo : Ptré4 _OBJECT_CREATE_INFORMATION

+0x0820 QuotaBlockCharged : Ptré4 Void
+0x028 SecurityDescriptor : Ptr64 Void

+0x0830 Bod :  QUAD




Moaudukauma DRIVER_OBJECT pt

[Mpmep nony4vyeHns UMeHn obbekTa U3 CTPYKTYpPbl ero Tuna

kd> dps nt!ObTypeIndexTable L8

fFffgel’
fFffgel’
fFffgel’
fFffgel’
fFffgel’

fFFF801°
fFFF8O1"
FFFF8O1°

©9319e88
©9319e88
89319e90@
©9319e98
©9319ea@
©9319ea8
©9319ebo
©9319eb8

00000008"
ffffdeel"
ffffbb87"
ffffbb87"
ffffbb87"
ffffbb87"
ffffbb87"

ffffbb87 6c68ce80

s]5]5]5]5]5]5]5)
38583000
6c68cBco
6c68cdeld
6c68c7av
6c68cbco
6c68cd20

: kd> dt

+8x0800e
+8x081e
+8x0820
+8x0828
+8x82c¢
+8x0838e
+8x0834
+8x0838
+8x0848e
+8xB8b8
+8xB8ce
+8xB8c8

nt! _OBJECT_TYPE ffffbb87 6c68ce80

Typelist
Name

DefaultObject
Index

TotalNumberOfObjects
TotalNumberOfHandles
HighWaterNumberOfObjects :
HighWaterNumberOfHandles
: _OBJECT_TYPE_INITIALIZER

TypeInfo
Typelock

Key
CallbackList

: _LIST_ENTRY [ exffffbb87 6c68ce80 -
» _UNICODE_STRING "Process"

(null)

o ex7 !

. Bx360

: 8x29d
©x53
: Bx3a6

EX_PUSH_LOCK

. @Xx636F7250

_LIST_ENTRY [ @xffff8f85 69cabes8e -



Moaudukauma DRIVER_OBJECT pt

©: kd> dt nt!_OBJECT_DIRECTORY
lDIMpeKTOpMH’ CO,EI,Gp)KaLLI,aFI 37 +8x880 HashBuckets : [37] Ptred OBJECT DIRECTORY ENTRY
+8x128 Lock : _EX_PUSH_LOCK
SneMeHTOB +8x138 DeviceMa : Ptred4d DEVICE MAP
p — -
- +0x138 ShadowDirectory : Ptr64 _OBJECT_DIRECTORY
Ka)Kﬂ.bIVI aneMeHT MMeeT TV“-I +0x148 NamespaceEntry : Ptré4 Void

_OBJECT DIRECTORY ENTRY roxtse Frase 0 Uineas
g +0x154 SessionId : Uint4B
MoykeT ObITb BITOXXEHHOW

: kd> dt nt! OBJECT DIRECTORY ENTRY
YKasaTenb Ha KOPHEBYHIO +0x000 ChainLink . Ptr64 OBJECT DIRECTORY ENTRY
+0x0088 Object : Ptr64 Void
ANPEKTOPUIO COOEPKNTCHAH +0x010 HashValue . Uint4B

B ObpRootDirectoryObject



Moaucdukauuma DRIVER_OBJECT pt

Mopaenb BNOXeHHOU ANPEKTOpUM agucnetyepa obbLEKTOB

nt!ObTypelndexTable

OBJECT_TYPE*

OBJECT_TYPE*

7 OBJECT_TYPE

Index

- -
Name "Di ry”

OBJECT_TYPE*

= OBJEC YPE*
OBJECT_HEADER BJECT_TYPE

X

OBJECT_DIRECTORY_ENTRY

ChainLink

HashWalue

OBJE DIRECTORY




Moaucdukauuma DRIVER_OBJECT pt

[TlepedncneHmne oObLEKTOB ApanBepoB

std: :set<driver_t> rootkitmon::enumerate_directory(vmi_instance_t vmi, addr_t directory)

{

std: :set<driver_t> out;
(int 1 = @; 1 < 37; i++)

addr_t hashbucket = @;
if (VMI_SUCCESS != vmi_read_addr_va(vmi, directory + this->guest_ptr_size * i, 4, &hashbucket) || !hashbucket)

continue;

while (true)
{
addr_t object = @;
if (VMI_SUCCESS != vmi_read_addr_va(vmi, hashbucket + this->offsets[OBIJECT_DIRECTORY_ENTRY_OBJECT], 4, &object)

break;

unicode_string_t* obj_name = get_object_type name(vmi, object);
if (obj_name)
{

if (!strcmp((const char*)obj_name->contents, "Driver™))

out.insert(object);

if (!strcmp((const char*)obj_name->contents, "Directory"))

for (auto obj : enumerate_directory(vmi, object))

out.insert(obj);




Moaucdukauuma DRIVER_OBJECT pt

[Tony4yeHne nmeHun obbekTa

OBJECT_TYPE *_ fastcall ObGetObjectType(void *object)
{

return ObTypeIndexTable[ObHeaderCookie ~ *( -24) ™ (( - 48) >> 8)1;

unicode_string_t* rootkitmon::get_object_type name(vmi_instance_t vmi, addr_t object)
{
addr_t ob_header = object - this->object_header_size + this->guest_ptr_size;

uint8_t type_index;

Object header is always present before actual object
if (VMI_SUCCESS != vmi_read_8_va(vmi, ob_header + this->offsets[OBJECT_HEADER_TYPEINDEX], 4, &type_index))
return nullptr;

if (this-»>winver == VMI_OS_WINDOWS_10)
type_index = type_index ~ ((ob_header >> 8) & oxff) ~ this->ob_header_cookie;

addr_t ob_type;
if (VMI_SUCCESS != vmi_read_addr_va(vmi, this->type_idx_table + type_index * this->guest_ptr_size, 4, &ob_type))

return nullptr;

return drakvuf_read_unicode_va(vmi, ob_type + this->offsets[OBIECT_TYPE_NAME], 4);




Moaucdukauuma DRIVER_OBJECT pt

CoxpaHeHune obbekta apamBepa u ero cnucka DEVICE_OBJECT

for (const auto& drv_object : enumerate_driver_objects(vmi))
{
auto address = drv_object + offsets[DRIVER_OBJECT STARTIO];

// 28 Major functions + DriveruUnload + DriverStartIo = 3@ pointers

driver_object_checksums[drv_object] = calc_checksum(vmi, address, this->guest_ptr_size * 30);

// Enumerate all device_stacks of a particular driver

driver_stacks[drv_object] = enumerate_driver_stacks(vmi, drv_object);

"\DeV|ce\Hardd|skVqume2\W|ndows\SystemSZ\explorer exe":KiDeliverApc SessionlD:0 PID:1968 PPID:476
Reason:"

"\DeV|ce\Hardd|skVqume2\W|ndows\SystemSZ\explorer exe":KiDeliverApc SessionlD:0 PID:1968 PPID:476
Reason:"



CokpbiTHe npouecca

EPROCESS - cTpyKTypa, onuckiBaroLlada NnpoLecc B CUCTEME
PsActiveProcessHead — Ha4ano ceasaHHoro cnncka ctpyktyp EPROCESS

_EPROCE

_EPROCE:!

. Ptre4 UniquePr

: _LIST_ENTRY

LIST |



https://www.ired.team/miscellaneous-reversing-forensics/windows-kernel-internals/manipulating-activeprocesslinks-to-unlink-processes-in-userland

CokpbiTHMe npouecca pt

 [Mopaep’kMBaeM CrMCOK XXMBbIX NPOLIECCOB B CUCTEME
« Ha sTtane 3aBepLueHns npouecca — yaansem
« Ha artane co3gaHua npouecca — gobasnsem

breakpoint_in_system_process_searcher bp;
if (!register_trap(nullptr, delete_process_cb, bp.for_syscall_name("PspProcessDelete™))

lregister_trap(nullptr, insert_process_cb, bp.for_syscall name("PspInsertProcess™))

B
~J
J

B
O 00~

PRINT_DEBUG("[DKOMMON] Inserting process %d\n", pid); done:

plugin->live_processes.insert(pid); plugin->live_processes.erase(pid);

® W 0

// In case new proce is created with the same pid plugin->dead_processes.insert(pid);

Ul
[y

plugin->dead_processes.erase(pid);

w w w w w w
w w w N N N

-
3

2

3
2

3
.
3509
k=]

3

=]

3

18]

PRINT_DEBUG("[DKOMMON] Terminating process %d\n", (vmi_pid_t)pid);

v
(]



CokpbiTHMe npouecca pt

[1lpoBepka cTpykTypbl EPROCESS npu 3aBepLieHnn npouecca U B KOHLE aHanusa

ctx.addr = list_entry_va + plugin->offsets[LIST_ENTRY_FLINK]; 364 auto temp_processes = std::move(plugin->live_processes);
if (VMI_FAILURE == vmi_read_addr(vmi, &ctx, &flink)) plugin->live_processes.clear();

goto done; drakvuf_enumerate_processes(drakvuf, process_visitor, static_cast<void*>(plugin));

ctx.addr = list_entry_va + plugin->offsets[LIST_ENTRY_BLINK];
if (VMI_FAILURE == vmi_read_addr(vmi, &ctx, &blink))

goto done;

for (vmi_pid_t pid : temp_processes)

{

if (std::find(plugin->live_processes.begin(), plugin->live_processes.end(), pid) == plugin->live_processes.end())

if (list_entry_va == flink & flink == blink 8& flink && blink) {
{ print_hidden_process_information(drakvuf, info, plugin, pid);

print_hidden_process_information(drakvuf, info, plugin, pid); 373 ¥

1
J

"\Device\HarddiskVolume2\Windows\System32\explorer.exe":KiDeliverApc
SessionID:0 PID:1968 PPID:476 Reason:" " HiddenPid:



Perncrpaumsa CMCTeMHbIX pt
callback-cdbyHkuun

 PspSetCreateProcessNotifyRotuine — nognucka Ha co3gaHue/3aBepLueHne
npouecca

 PspSetCreateThreadNotifyRoutine — nognucka Ha co3gaHue/3aBeplLueHue
NoTOKa

 PsSetLoadlmageNotifyRoutine — nognucka Ha 3arpysky moayseu

 ODbRegisterCallbacks — nognucka Ha nony4eHue onucaTenen npouecca,
noToka u pabo4vero ctona



Permcrpauma CUCTEMHbIX
callback-cbyHkuun

BHyTpeHHUM maccus callback-dyHkunn PspCreateProcessNotifyRoutine

rnelApcDisable;

1)

ExReferenceCallBackBlock(&PspCreateProcesshotifyRoutine + vo9);

OXFFFFFFFE;

allBack(&PspCreat
outineCount;
outineExCount;

&PspCreatePro




kd> dd nt!CmpCallBackCount L1
fffff806 0283f76¢C
kd> dps nt!CallbackListHead
fffff806 0283b2a@ ffffe28a bfdoc740
fffff806 0283b2a8 ffffe28a c6055b30
kd> dt nt! LIST_ENTRY fffff306 ©283b2a0
[ oxffffe28a bfdoc740 - oxffffe28a c6055b30 ]
+0x000 Flink
+0x008 Blink

kd> dps exffffe28a"

ffffe28a’
ffffe28a°
ffffe28a"
ffffe28a
ffffe28a
ffffe28a°
ffffe28a’
ffffe28a”

c6055b30
c6055b38
c6055b40
c6055b48
c6055b50
c6055b58
c6055b60
c6055b68

80000002

c6055b30

fffff806°
ffffe28a’
©00000000"
@1d72c7a’
00000000°
fffff806°
00000000
ffffe28a”

L2

L8

Permcrpauma CUCTEMHbIX
callback-cbyHkuun

Rootkit Demodex, callback Ha paboTy c peecTpom

: Oxffffe28a bfdec740 _LIST_ENTRY [
: Oxffffe28a c6055b30 _LIST_ENTRY [ exfffff

©283b2a@ nt!CallbacklListHead

bfdec740
00000001
e5e2140e
00000000
©5220e00
200c800cC
c58bc250

ci!ArblLibraryDeinitialize+0xa4d

- Oxfffff806 0283b2a0 ]

) - Oxffffe28a bfdec74e ]

https://securelist.com/ghostemperor-from-proxylogon-to-kernel-mode/104407/



Permcrpauma CUCTEMHbIX
callback-cbyHkuun

[lepexBar perMCTpaumm callback- beHKLI,I/II/I

st auto& target : hook_target

auto hook = createSyscallHook(target, &rootkitmon::callback hooks cb);
if (!hook)

PRINT_DEBUG("[ROOTKITMON] Failed to hook %s\n™, target);

hook->trap -»name = target;

j=A=L ]

this-»syscall_hooks.push_back(std: :move(hook));

<1tmon::callback_heo

;_cb(drakvuf_t drakvuf, drakvuf_trap_info_t* info)

fmt::print(this->format, "rootkitmon", drakvuf, info,
keyval ("Reason”, fmt::Qstr(info->trap->name)));
return VMI_EVENT RESPONSE NONE;




Moaundchmkaumna
HalPrivateDispatchTable

[epexsat HalPrepareForBugCheck O can1357 /ByePg i
ANs BOCCTAaHOBMNEHNSA U3 COCTOAHMUSA

OLLUMNOKU

{? Code () Issues 3

F master ~

LONG (*HalDpReplaceBegin)(struct _HAL_DP_REPLACE_PARAMETERS* argl, VOID** arg2);
VOID (*HalDpReplaceTarget)(VOID* argl);

LONG (*HalDpReplaceControl)(ULONG argl, VOID* arg2);

VOID (*HalDpReplaceEnd)(VOID* argl);

" &HalPrepareForBugcheck) LK TS -4 B

UCHAR (*HalQueryWakeTime)(ULONGLONG* argl, ULONGLONG* arg2);
VOID (*HalReportIdleStateUsage)(UCHAR argl, struct KAFFINITY EX* arg2);
VOID (*HalTscSynchronization)(UCHAR argl, ULONG* arg2);

{1 Pull requests

¥ 1branch

e 5 -
{';) Actions

O 0tags




CopepxaHme

« CyTb Nnpobnemsbl
e [MnaruH rootkitmon
* TexHUKn

» Uto OyoeT ganbLue

e 3aksoyeHune



Uro 6yaer panbuwe

« 3awwmTa CI.DLL!g CiOptions / ntoskrnl!g CiEnabled

« 3awmta OBJECT TYPE_INTIALIZER

« 3awwmTa callback-cnucka Tnna oobekToB

« 3awumTta IAT/EAT

« 3awuta SERVICE_RECORD

« 3aluuTta CUCTEMHbIX Tabnuy B Apaneepax tcpip.sys, http.sys, Srv.sys
 3awmuTta cnucka SAFESEH



Uro 6yaer panbuwe

OTKNoYEHME NPOBEPKU NOAMNUCH
3arpykaembix Moaynemn nyTem
nepesanucun g_CiEnabled nepemeHHOM I

}

Y

= 9i64;
g CiEnabled )
return ;
if ( validateImage )
= ValidateImage();

else

= OxCOLP0428i64;

return



Uro 6yaer panbuwe

: kd> dt nt!_OBJECT_TYPE ffffcf85 7688c38@
+Bx0880 Typelist : _LIST_ENTRY [ @xffffcf85 7688c380

Pre un Post operation callback-dyHkunn

// CALLBACK_ENTRY_ITEM

typedef struct _CALLBACK_ENTRY_ITEM {
LIST_ENTRY CallbackList; // oxe
OB_OPERATION Operations; // exle
DWORD Active; // ©x14
CALLBACK_ENTRY *CallbackEntry; // ox18

PVOID ObjectType; // ©x20

POB_PRE_OPERATION_CALLBACK PreOperation; // ©x28
POB_POST_OPERATION_CALLBACK PostOperation; // ©x3@
QWORD unkl; // @x38

} CALLBACK_ENTRY_ITEM, *PCALLBACK_ENTRY_ITEM; // size: ©@x4e

+8x010 Name

+0x020 DefaultObject

+0x028 Index

: _UNICODE_STRING "Process"

: (null)
:ex7 !

+0x02c TotalNumberOfObjects : 2
+0xe30 TotalNumberOfHandles : 3
+0x0834 HighWaterNumberOfObjects : 2
+8x0838 HighWaterNumberOfHandles : 5
: _OBJECT_TYPE_INITIALIZER

+6x840 Typelnfe

+0xeb8 Typelock
+8xece Key

+0x@c8 CallbackList

: _EX_PUSH_LOCK
: @x636f7250

: _LIST_ENTRY [ exffffoes85 ea272980

©: kd> dps ffff9e85 ea272980

ffff90885 ea272980
ffff9e85 ea272988
ffff9e85 ea27299@
ffff9885 ea272998
ffffo9e85 ea2729a@
ffff9e85 ea2729a8
ffff9885 ea2729b0
ffff9e85 ea2729b8

ffffcf85 7688c448
ffffcf85 7688c448
00000001 0000083
ffff9085 ea272960
ffffcf85 7688c380
fffff864 5a2c3b9e
00000000 POEBLLRS
©0000000 ©0OPLee

WdFilter+8x43b96




Uro 6yaer panbuwe

DyHKUMM 0OpaboTkM OOLEKTOB

kd> dt

+0xeee Typelist
Name

+8xe1e
+8x020
+6x028
+6x82c
+0x038
+0x034
+0x038

nt! OBJECT_TYPE ffffcf85 7688c380

_LIST_ENTRY [ exffffcf85 7688c
_UNICODE_STRING "Process"
DefaultObject (null)

Index ex7 "'

TotalNumberOfObjects : 2

TotalNumberOfHandles : 3

HighWaterNumberOfObjects : 2
HighWaterNumberOfHandles : 5

+8x040 TypeInfo : OBJECT TYPE INITIALIZER

+0x0b8
+0x0ece
+0x0c8

_EX_PUSH_LOCK
0x6367250
LIST ENTRY

Typelock
Key
CallbackList

@xff{f9e85 ea272

: kd> dt

+0x060
+0x082
+8x062
+0x082
+0x082
+0x062
+0x082
+0x882
+@xe82
+0x082
+@x063
+0x003
+0x084
+0x088
+0x08c
+8x01c
+0x020
+0x024
+0x828
+@x02c¢

+0x030
+8x838
+0x040
+0x048
+0x0850
+@x058
+0x858

nt!_OBJECT_TYPE_INITIALIZER @xffffcf857688c3c@®
Length : Bx78

ObjectTypeFlags : @xca

CaseInsensitive : @y®@

UnnamedObjectsOnly : eyl

UseDefaultObject : @ye

SecurityRequired : @yl
MaintainHandleCount : eye
MaintainTypelist : @ye
SupportsObjectCallbacks : eyl
CacheAligned : eyl
UseEKtendedParameters : 8ye

Reserved . @yeeoeeeee (@)
ObjectTypeCode . Bx2e

InvalidAttributes : ©xbe

GenericMapping : _GENERIC_MAPPING
ValidAccessMask : ex1fffff

RetainAccess : exleleee

PoolType 200 ( NonPagedPoolNx )
DefaultPagedPoolCharge : exleee
DefaultNonPagedPoolCharge . ©xa9s
DumpProcedure . (null)

OpenProcedure . exfffff8e4 58acch50
CloseProcedure . exfffff8e4 58afbeee
DeleteProcedure | exfffff804 58a31650
ParseProcedure | (null)
ParseProcedureEx |
SecurityProcedure| :

long
void
void

(null)
oxfffffged4 58a7ffed

long

nt!PspProcessOpen+@
nt!PspProcessClose+@
nt!PspProcessDelete+8

nt!SeDefaultObjectMethod+@
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