YKa3 250: KTO N KakK
Ternepb oTBe4aeT
3a Knbepbes3ornacHoCTb



O yem cerogHa nonaeT pedb pt

Bce 3akoHOOaTenbCTBO
no Vb

[ log3akoHHble HITA

nog 250-mM YKa3om

250-1n YKas

Bce 3akoHOOaTenbCTBO




[Mpe>xpe 4yem Mbl Ha4YHem




Pabo4yas TteTpaab

Mno peannsaumnnm
TpeboBaH 250-ro
YKasa y noa3aKoOHHbIX
aKTOB

Cogep>XNT KakKk OCHOBHblE TpeboBaHUS

No NHPOPMALIMIOHHOI 6Ee30MNacHOCTU, KOTOPbIE
O0O/MKHbI ObIThb peann3oBaHbl B OpraHn3aumnsax,
noanagarowmx nog aencrteme 250-ro Ykaaza,
TakK 1 ngem n NoackKas3Km no 3Ton TemMe

Yexknuct gns CaMOnpoBepKH

O Bebl 3HaeTe, Ha YeM 3apabaTbiBaeT Balla OpraHn3aums?
O Yro OCTAHOBUT MNK 3aMeQNUT ONepaLK B BaLLeil opraHnaauun?

O Yro npuseneT K CHUXEHMIO NPUBLINK | BLIPYYKY / I
MapX1HanbHOCTH / 40NV PbiHKa BalLer KOMNaHun?

O Yro npueeneT K CHXeHWIoO kKavecTea

npegocrasnsemoro samMmu nNpogykTa / ycnyrm? yKa3 2 50 ] KTO “ Ka K
|}
O Yro npuBefeT K HeraTnuBHOMY BTMSHWIO Ha LEnb KOMNaHun /

6usHec-noppasaeneHns [ 6usHec-npoekTa / executive sponsc Te n e p b OT Be q a eT 3 a
KnébepbesonacHoOCTb

O Kakue knioueBbie NPOLECCH! B BaLLei KOMnaHun?

Pabouaq TeTpagpb

MpuMepHbIA CNNCOK BO3MOXHbIX HEAOMY(
cobbiTnin

« Kpaxa peHer co cueta komnaHum B pasmepe 10-15% ot unctoi
« HenpegocTaBneHne rocynapcTBEHHON yenyrin Ha 4 yaca

. QEMOHCTpauMSI NONNTUYECKNX NO3YHIOB Ha TeNneBN3NOHHOM Ki
+ CpbiB KOHTPaKTHbIX 0693aTenbCTB No nocTaske Tpybonpokarta
»  Heponyck 60nenblUnKOB Ha MaTy KpYNHOro CropTUBHOrO Mep:
+  YTeuka nepcoHanbHbIX AaHHbIX 6onee 10 TbicaY KINeHTOB KOM

noenekwas wWrpad B pasmepe 4% ot obopoTa
- Pasznue HedTenpoaykTa

BoamoxHo Yy Bac CBOMU HegonycTtnmMbie cobbiTns. Kakue oHu?

Positive Technologies / PT Takxxe moxeT nomo4b chopMNpoBaTh NepeyeHb Hej
cobbiTuit. O6pautaiiTecs no agpecy: pt@ptsecurity.com



BHnMmaHume

K NHPOPMaALINIOHHOW
6e30MacHOCTI CO CTOPOHDI
rocygapcTtBa MHOMOKpPaTHO
BO3pacTaeT!

Ho Hn4ero KapaHaJibHO HOBOI'O B 3aKOHOOATEJ1IbCTBE HE INOABJ1AETCH



Knro4deBble nagem YkKaza N2 250

1 PykoBoanTenb opraHnsaunn ormKeH OTBETUTb/OTBEYaTb
- 3a VIB n y Hero pon>kHbl 6bITb «PYKIK» O1A9 3TOro

2 B gormkHa ObiTb NPaAKTUYEeCKON 1 pe3yNbTaTUBHOW, a HE «O/19 rano4vyKm»,
m VU TbIBaOLLEN MOTPEOHOCTU N 3agadn bursHeca/rocynpaBneHns

CpencTtB 3aLlnThbl N3 Hegpy>KecTBeHHbIX CTpaH
(a B nepcrneKkTmBe n N3 gpyrmx rocyaapcTB) ObITb HE OO/I>KHO




Ha Koro pacnpocTtpaHaeTcs

ﬁ\\ OpraHobl ﬁ\\ IHble npennpuaTing,
&y rocBnacTu &y CcoO3gaHHble Ha ocHoBaHN D3

BbicLUe NcnoJIHATENbHbIE
OpraHbl roCceJsjiacCTu

CTpaTtermndyeckme npegnpnaTting
N CTpaTernyeckme akyrMoHepHsbie obLLlecTBa
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&y FocdoHAb! &y opraHn3auvl 3KOHOMUMKW
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prnopaunn CyobekTbl KNV
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B NEPBOHAYA/IbHOM
BEPCUU CYBBEKTbI KUWU
HE YIOMWHAINUCb BOOBLLE

Bcero opraHuM3auum, noagnasLuinx noa aemcrsme YKasa, bonee




S KNo4YeBbiX y4aCcTHMKa npoLuecca

0 > 0 <
o | PykoBoauTenb TN

3amecTmTenb

PykoBoguTenb
opraHmsaunmn

= BoznaraeTt Ha samecTmnTend
nonHomo4na no Vib

» CoszpaeT nogpasgeneHue no Vb

= [lpn HEOHXOANMOCTU MPUHNMAET
peLLeHVie O NpUBNEYEHVN BHELLHINX
opraHnsaumin — nMUeH3naToB
PCTOK nnnm akkpegnToBaHHbIX
dOCb opraHmnzaumnin

= HeceT nepcoHarbHVYHO
OTBETCTBEHHOCTb

3amMmpykKkoBoguTens
opraHnsaunmnm

» KypupyeT oedTenlbHOCTb
no obecneveHnto Nb

» BzaunmopgewncrteyeT ¢ HKLKW

= OTBe4yaeT 3a cornacoBaHme
cTpaTervuv opraHmnsaunm
B YacTtunm 1b

= CornacosbiBaeT nonntuky VT,
LT n unppoBmzaumn

» OcyLecTBNAET perynsapHbIv
KOHTPO/b

» VIHpoOpMMpYET pYyKOBOOCTBO
06 nHumpgeHTax b

= PyKoBOOWUT nofgpasgeneHmnem
rno Vb

= BxoauT B KOJI1ermanbHbIi OpraH

(O)
(C)

NoppazpeneHme

NoapaszpeneHume
no Nb

= [lnaHnpoBaHue,
opraHmnsauns,
KoopaHauMa N KOHTPOMNb
paboT no b

» BbigBneHune yrpos Vb
N YA3BVIMOCTEN

» [lpegoTBpalleHVe yTedek
NHpopmaumnmn

= (Ob6ecneyeHne
KNGepyCcTON4YNBOCTI
opraHm3auunm

= BganmvopgencTtsre ¢ HKLKN




HAJTMYUE KOJITETUANIBHOIO
OPIAHA OPTAHNSALUAN
ONPEAENAETCA YCTABOM

OPFAHU3ALMW

[MpaBneHne, AnpeKkumnsa, coBeT AUPEKTOPOB U T. M.




KTO Takom 3amecTmntenb
pvKoBoOaoNTENA opraHn3aunm

[MpaBMnnbHO HenpaBmnnbHO

PyKOBO,EI,VITeJ'I b KOMWNTETAa

Buue-ryoepHaTo
% nue-ryoepHaTtop No nHdpopmMaTn3aunm

% 3aMecTuTenb MNHUCTPAa % [urpeKkTop genaptameHTa T
% 3aMecTunTENb % Briue-npe3ngeHT no b
npegcepnartens

npaBeHns



TocTaHoBNeHe

[MpaBunTenoctBa P®D
N2 1272

«O06 yTBEP>KOEHNIN TUMOBOIO MNOJSIOXXEHNS
O 3aMEeCTUTeNne pyKoBoaNTENA opraHa
(opraHnsauun), oTBETCTBEHHOM 3a
obecrneyvyeHre NHPOoPMaALIMIOHHOW
6e30MnacHOCTM B opraHe (opraHmnsaummn),
N TUMNOBOIO NONOXXEHWUSA O CTPYKTYPHOM
nogpasgeneHnnm B opraHe (opraHmlawinin),
obecne4dmBaroLLeM NMHPOPMALIMIOHHYIO
6e30MnacHOCTb opraHa (opraHmlauum)»

[NPABUTEJIbCTBO POCCUMCKON ®EJAEPALIAU
[TIOCTAHOBIJIEHHUE

orT 15 mosis 2022 r. Ne 1272

MOCKBA

OO yTBepKIeHHH THIIOBOTO MOJIOKEHHS 0 3AMECTHTEJIe PYKOBOIHTEIs
opraHa (opraHu3auMH), 0TBETCTBEHHOM 3a o0ecreyeHne HHHOPMaAHOHHOH
0e30nmacHOCTH B OpraHe (0praHu3auMM), ¥ THIIOBOTO MOJIOKEHHsI 0
CTPYKTYPHOM I10APAa3/ieJIeHHH B OpraHe (OpraHus3aumu), odecneynBariemM
HH(OopMaLHOHHYI0 0€30MaCHOCTh OPraHa (OpraHu3aLmH)

B coorBerctBuM ¢ moamynktom "a" mynkra 3 VYkasa [lpe3unenra
Poccuiickoit ®enepaunn ot 1 mas 2022 r. Ne 250 "O nonosiHUTEIbHBIX Mepax
no obecneuennto mHpopmauuonnon Oezonacuoctu Poccuiickoit Menepanun”
[IpaButenscTBo Poccuiickoit deepaumi mo CTAHOBJSI €T :

YTBEepaAUTH NpHIaraeMble:

TUIOBOE  TIOJIOKEHME O  3aMECTHUTENIE  PYKOBOJUTE/s  Oprasa
(opranu3aumu),  OTBETCTBEHHOM  3a  olecnieueHue  MH(OpPMALUMOHHOM
0e30nmacHOCTH B OpraHe (OpraHu3auum),

TUMOBOE TMOJIOKEHHE O CTPYKTYPHOM TMOJpa3Je/ieHUH B OpraHe
(opranu3zaumu), obecneuuBaromeM HHGpOpMAUMOHHYIO 0€30MacHOCTh OpraHa
(OpraHu3aumu).

[Tpeacenarens IlpaBurenscTra SRR s
D N = ~ CBEAEHWA O CEPTUDUKATE O v
Poccuiickoii denepaunn eosss o M.MumycTus

flocTasupt: CeAPPANNHOE KATHANORCTIO
Mpasurenscreo Poconicnci Seaepasm
Aeiicranrenes ¢ 10.12.2021 no 10.03.2023

£I%L02E 71 10N




4TO fOI>KeH 3HaTb
oTBeTCTBeHHbiI 3a 1b

( )
\ J/

OCHOBHBbIEe MpoLecchbl opraHnsaunm
N crieundpuky obecnedeHmnsa nx
NHPOPMALIMOHHOW 6e30MacHOCTW

BnnadHme VIT Ha
O0eATENbHOCTb OpraHmsaunmnm

Oobecne4dveHme Vb

CoBpeMeHHbIe
NHPOPMAaLIOHHbIE

N TENEKOMMYHUKaALUMNOHHbIE
TEXHOOrnm

HopmaTrBHbIE MpaBOBbIE
aKTbl B obnactm V1b n 3V




O6pa3oBaHMe OTBEeTCTBEeHHOIro Jinua

<BbICLIJee npocl:vlanoe> NN <I'Ipoc|>nepenop,r0TOBKa>

= 10.03.01 «VITHpopmMaLmMoHHaa 6e30MacHOCTb»  MunHmnMmanbHbI CPOK NpodeccmoHarbHOM

nepenoaroToBkm — 250 akapemMmyecKmx 4yacoB
- 10.05.01 «KomMmnbloTepHas 6e30MacHOCTb» penon A

n. 12 NMpukaza MunHmnctepcTBa obpasoBaHNA
= 10.05.02 «/IBb TenekoMmMyHUNKaLIMOHHbIX 1 HayKu PD N2 499 oT 01.07.2013

CNCTEM>»
» MuHMManbHbII CPOK OCBOEHVA MPOorpaMmM

= 10.05.03 «VIb aBTOMAaTMN3MpOBaHHbLIX CYICTEM» y
npodeccrnoHanbHOW NepenoaroToBKY

= 10.05.04 «/I[HpopMaLUMNOHHO-aHaNMNTN4YecKme B obnacTtu nHpopmMaurMoHHON 6e30rnacHOCTN —
cncTemMbl 6e30nacHoOCTU» He meHee 360 4YacoB
= 10.05.05 «<besonacHocTb VT n. 17 Npunkasa MunHmnctepcTBa ob6paloBaHNSA

B NpaBoOOXpPaHNTENbHbIX OpraHax» 1 Hayk P®D N2 1316 o1 19.10.2020



CKOJIbKO CTONT nepenoaroToBKa

rnno1

®CT3K
®Cb

rnrno3

NEW
OCT3K

rnrno4

NEW
®CTIK

MNpodeccuoHanbHaa nepenogrotoBka 512 ak. yaca ViHansrpyanbHblid rpadnk 120 000 £
no HanpasneHur "UHdopmMaLMoHHan G

6e3onacHoOCTb"

KomnnekcHas rnporpamMmma

OHnaitH-TpaHcnsaumua

YuebHbin ueHTp «<MHbopm3awmTar»

lNMpodeccuoHanbHas nepenogroroeka 360 ak. yacos WHanBsuayanbHbii rpaguk 98 000 P
no Hanpasnexnuio "UHdopmaLmoHHas Outic

6e3onacHocTb. TexHuyeckKas 3awuTa OHnaiH-TpaHcNALmnA

KoHbuaeHuuanbHoi nHpopmaumuu"

KomMnnekcHas nporpamMmma

YyebHbin ueHTp «MHbopm3awmTar»

NMpodeccuoHanbHaa nepenoarotoeka 510 ak. yacos WHAnenayansHbii rpaguk 98 000 P
no HanpasneHuo "UHpopmaLMoHHaRA Oifio
6e3onacHocTb. TexHMyeckas 3aliuTa OHnaitH-TpaHcnALMNA

KOHpUaeHUManbH

KomMmnekcHas nporpammi
YyebHbivt ueHTp «MHboph

<

LlaT.a
20.08.2022
Lpyrue gatbl

% KoMnnekcHasa nporpamMma - 200 aK.4
[laTa o 6bl 6
3TUYHDIN XaKep U pyKoBoAUTE b C/TY)KObl ©0€30MNaCHOCTHU
20.08.2022
Lpyrue gatbl Bbl akoHOMUTE 51% CTOMMOCTU YETBEPTOIO Kypca!

[OdunnoMHaa nporpamMma - 296 aK.4

Cneumanucr no Ku6ep6e3onaCHoc1'u

MpoOonKUTENbHOCTL: OT 3 A0 6 MecAaLeB

PACIMUCAHMUE

PACMUCAHME

PACMUCAHUE

Dun3. nnua

12 790 P

Dus. nnua

590690 P

OpraHusaunum

328 590 P

OpraHusaunm

588 990 P

3AMNMUCATbCH

SANMUCATbCH




dBa Bonpoca no orBeTcTBeHHOMY

Hy>XHO nn
cornacoepaHwve
nporpamm rnpod
nepenogroToBKn?

A MO>XXHO
Ton-MeHep)kepy
He YYNTbCH

360 yacoB?

N
/

L

[0 Nnpunkasy
MurHobpaszoBaHWA

N2 1316 — ga, no Ykasy
[Mpe3snpgeHTa PO — HeT

Cen4dac paccmaTpmBaeTCs BOMpocC
pasgeneHnsa TpeboBaHU MO YPOBHIO
KOMMeTeHU 11 06pa3oBaHnS

0na 3amMmecTuTena pykosoguTens
opraHmsaunm 1 pykosogunTens
nogpaspgeneHnda Vib. Ho noka, yBbl...




[1Ba Bonpoca no nofgpaspeneHuio Vib

A MO>XHO
BO3NMOXXNTb BCe
Ha VIT-noppaspeneHmne?

A MOXXHO
He co3paBaTb
N BCe ayTCOPCnNTbL?

N
/

L

[1a, MO>XHO (HO PHaAHCOBbLIM
opraHmsaunam cTonT
NnepenpoBEPNTb 3TO B COOTBETCTBUI
C nonoXxeHviem 716-I1)

B cny4dae HexBaTKM cneumnanncToB
BO3MO>XHO Mopy4eHre gaHHOW 3aga4yv
BHELLUHEN OpraHmsaymm, HO KOHTPOIb

3a cobnogeHrem YKasa 1 KOHTPOIb
ayTcopcepa OO/I>KHbl ObITb peanmM30BaHbI
BCe paBHO




KTO-TO AOJIXXEH YCTAHABJ/IUBATDb
TPEBOBAHUWA 110 Ub
N KOHTPOJIMPOBATDb UX

He3saBucnmo ot Toro, KTo byaer atu tpeboBaHna peannsoBbiBaThb!




Ho He Ka)kabin MO>KeT ayTCOpPCUTb
b B BaLuewn opraHn3aumnm

A 4YTO C 3aLUNTOI \\ BHeLLHASa opraHn3auuns
o OO/MKHA ObITb NMNUEH3NATOM
NMHopmaLnn® / DOCTIK Poccun

Ad4TOoC MOHUTOPWHIOM \\ BHeLLHAA opraHnsaunsa o/i>KHa MeETb
VIHCI)OpMaLI,VIOHHOVI / akkpegnTauno @Cb Poccuin B KadecTBe
6e3onacHOCTI? HeHTpa [ ocCONKM

A 4TO C OLIeHKOW
VPOBHS
3auveHHocTn?

BHeLUHAA opraHn3aumsa gormkHa ObiTb
nueHsnaTom PCTIK Poccm nn @CH
Poccunim

L



Ykas lNpe3svnpeHTa PP
ot 01.05.2022 N 250

Uek-nucr

Hek-nmcT

MO BbIMNOJTHEHMIO
TpeboBaH 250-ro
YKasa y noa3aKoOHHbIX
aKTOB

Bobpan B cebs nepeydeHb OCHOBHbIX
TpeboBaHMIN MO 0becrnevyYeHmo
NHPOPMALIMIOHHOWV 6e30MNacHOCTI, KOTOpPbIE
O0O/MKHbI ObITb PeanM3oBaHbl B
opraHmsaunsax, nognasBLUMX Nog AaencrTBme
250-ro Ykasza

OTHOCUTCS NN Balwla opraHmsauus
K N060MYy N3 yKa3aHHbIX TUMOB?

e denepanbHblit oprad e cTparernvyeckoe
VNCNONHUTENLHOM BNacTu; aKumoHepHoe obWecTBo;
® BbICLUMA NCNONHUTENbHBIN e cucremoobpazynowas
opraH rocenactu cybvexkta P®; OpraHn3auns 3KOHOMNKN
e roCynapcTaeHHbil hoHA: (Ha yposxe P® unn cybbekra PD);
e rockopnopauus (rockomnaHua); ® CyGbEeKT KPUTUYECKOH

MHPOPMaLNOHHON MHDPAaCTPYKTYPbI
(HesaBucumo Ot Hanuuus
3HauyMMbix obbvekTos KW),

e NpegnpusTue, Co3AanHoe
Ha OCHOBaHWW deaepansHoro 3akoHa;

cTpaTternyeckoe npeanpusTue;

Ecnu pa, To B cootsercTeum ¢ Ykaaom Mpeaugexrta P® or 01.05.2022 Ne 250

«O pononHuTENbHBIX Mepax No obecneveHno nHdopmaumnoHHol 6e3onacHocT Poccuitckon
Denepaun» N NOAIAKOHHBIMI 3KTAMI BAM HEOBXOANMO BbINONHWUTL Cneaylowme 3agaun 8 obnact
wHpopmaunoHHon esonacHocTu (nanee takke — VIB), crpynnupoBaHHbie No HanpasneHusm

OpraHbl ynpaBneHus opraHn3aumm no o6ecrnevyeHuio
nHpopmaunoHHON 6e3onacHoOCTU

() HaszsHaueH samecTuTenb PyKOBOANTENS OPraHnaauni,
OTBETCTBEHHbIN 3a o6ecneverHne Vb.

MoaroToBneHO U YTBEPXAGHO NOMOXEHNe O 3aMecTUTene pykosoanTens
OpraHnu3aunn, OTBeTCTBEHHOM 3a obecneveHune V1B, B coorBeTcTeum
¢ Mocranosnenunem Mpasurenscrea PP o1 15.07.2022 Ne 1272

Npumevanue. Orser
ryGepHarop unv 3a

SHHbBIM

Gecneuerne VB 8 cybuexrax PP gonkex GbiTh HasHaueH suue
TUTENL M3PA, 8 B MUHUCTEPCTBAX — NNLO B PAHIE 3AMECTUTENS MUHUCTRE

3amecTnTens pyKoBOAWTENS OpraHvu3aLni, OTBETCTBEHHbI 3a o6ecneyeHne
1B, BXOAUT B COCTaB KONNErnanbHbiX OPraHoB OpraHnsaunn

MNpumevanune, Hanuune xor
K xonnernansHiim

Wa/bHOro OPraHa opPraHU3aunn CNPeAenIeTCs YCTasoM OpraHn3aunm
PEKTOROB U T. N

Opradam OTHOCATCH NpasaneHue, AMpeKuns, CoseT Ay

(O 3amectuTens pykoBOAWTENS OPraHu3aLmi, OTBETCTBEHHDIN 3a o6ecnederne UG,
obnapaeT BbiCLWMM 06pa3oBaHmMeM (He HUXe YPOBHSA CNeunaniTera uin MarncTparyps)
B chepe U6 nnmn npowen npodnepenoaroTosky rno nporpamme ANnTeNbHOCTLIO He
menee 360 uacos, cornacoBaHHoln ¢ DCT3K Poccun nnu ®CE Poccuu B COOTBETCTBUN
c Mpwukazom MuHucTepcTea o6pa3oBaHung 1 Hayku ot 19.10.2020 Ne 1316.

() 3amecTnrens pykOBOAUTENS OPraHu3aLni, OTBETCTBEHHbIN 3a o6ecnedenve VB,
NPOXOAUT NOBbIWEHWEe KBanudukaumm He MeHee OQHOro pasa B NAThL NeT

(O OcHogononaraowme AoKyMeHTbl opraHnzaunn & cdepe UT, undposraaummn
1 UPpoBOI TPAHCHOPMALIMN NPOXOAAT COrnacoBaKue ¢ 3amecTuTenem
PYKOBOAWNTENS OPraHn3alumni, OTBETCTBEHHbIM 3a ob6ecneverue UB.

() HanaxeHo perynspHoe WHGOPMUpPOBaHWe PyKOBOACTEA OPraHnsaLun
0 KOMMBIOTEPHBIX MHUMASHTaX 1 TekyLiem yposHe VB B opradnzauunn.

(J PykoBOACTBO OpraHn3aLi 03HaKOMIeHO C MepamMin OTBETCTBEHHOCTH
3a o6ecnevenue Wb (cT,13.12,13.12.1,19.5 KoAM, c1, 274 n 2741 YK PP n ap.)




BbinonHeHne Tpe6oBaHm PCTIK

«O Mepax rno rnoBbILLUEHUIO 3
3aLUVILLIEHHOCT MHDOPMAaLNOHHOM :

NHPPACTPYKTYPbI» OT 24 mapTa
2022 r. N 240/22/1549

«O6 OTMEHE MMaHOBbIX MNPOBEPOK
No Bornpocam NMUEH3NOHHOIro 4_
KOHTpoNAa B 2022 rogy»

oT 14 mapTa 2022 r. N 240/13/1294

C gecdaToK nmcem orpaHmn4eHHoro

O0OCTynMna Cc peKkomMmeHgaunamm, B TOM
qucne N2 240/22/952, N2 240/22/953,
N2 240/22/960

NMpukasbl PCTIK

[Mpnkas @CTOK N2 17 no N'C
[Mpnkas OCTIOK N2 21 no VICI'AdH
[Mpnkas OCTOK N2 31 no ACY TI1
[Mpnkas OCTIOK N2 31 no OlK
[Mpnkas OCTIK N2 239 no SOKUN/




BbinonHeHmne TpeboBaHnn HKLIKW

PekomeHpaunim

Nno 3aLnTe OT yrpos
PULLNHIOBbIX

N BPEeOOHOCHbIX MNCEM

PekomeHpaunm

Mo nepBoo4depenHbIM Mepam
pearmnpoBaHNg

Ha KOMMbOTEPHbIE aTaKn

[MpenynpexxgeHvie
00 yA3BMMOCTAX
B obopyaoBaHun Cisco

2.

.

8.

PekomMeHpaumim gna KomMmnaHum
MO 3aLUMTe OT KOMIMbIOTEPHbIX
aTaK C MCNoNIb30BaHVEM

nporpamMmM-LndpoBanbLLNKOB

PekomeHgau i no NoBbILLUEHNIO
3aLUMILLIEHHOCTN POCCUINCKUNX
BEO-MPUIO>XKEHNIN

PekomeHaaunm no samnTe
NHPOPMALIMIOHHbLIX PECYPCOB
OT KOMMbIOTEPHbIX aTaK

PekomeHaaunm

Nno komneHcauum VI'T-pmnckos
019 KOMMNaHMIA B YCIOBUAX
CaHKLMOHHbLIX OrpaHn4eHnm

PekomeHpaaunm

Nno obecne4vyeHmo 6e30nacHoOCTI
TeENeKOMMYHUNKaUMNOHHOIO
obopyaoBaHUS

Odpyrmne 6ronneTteHu
N TpeboBaHNA



O6GHapVv>XeHune, npepvnpe>xxgeHme
N NNKBMNOauUnAa nocneancTBvin
KOMIMbIOTEPHbIX aTaK

MoBbiweHue

ocBegoMNIeHHOCTU nepcoHaia

M NoNb30BaTeNnen
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PT Al MPVM  MP SIEM

UHBeHTapu3auusa

BbiaBneHue
YS3BMMOCTEMN

AHanus yrpos
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PTISIM PTMS/SB PTAF PTNAD

O6HapyXeHue
aTakK

PekxomeHagaunmn
®dCb Poccunm

o

'_—

AHanus3 gaHHbIX
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[MpoeKT Npnkasa OCH

«O06 onpengeneHnm nepexogHoro rnepvoga»

OnpepenseT nepexoaHbI nepvop, B TedeHne
KOTOPOro AornycKaeTcs OCyLeCcTBNATb
MeponpuATSA NO OOHaPY>XEeHMIO, NMpenyrnpe>xgeHuto
N NNKBMaaLunm nocneacTB KOMMbOTEPHbIX aTaK
N pearnpoBaHNIO HA KOMMbOTEPHbIE NHUWNOEHTDI
B HTepecax Bcex nognasLumx nog Ykas N2 250
opraHmlayn Ha OCHOBaHWNW 3aKJ/TIOYEHHbIX

c ®PCb (HKUKW) cornaweHmnm o coTpygHMN4YecTBe
(B3anmopgencTBm) B 06nacTtm obHapy>KeHus,
npenynpexxgeHnsa n NnMKBmgaunm rnocnegcteBnn
KOMIMbIOTEPHbIX aTaK 1 pearnpoBaHnA Ha
KOMMbOTEPHbIE NHLUNOEHTDI

= OTOT CPOK paBeH
360 gHAM

= 3a oT10 Bpema HKUKW
OormKeH éyaeT
pa3paboTaTb HOBbIN
pernameHT
akKpeagnTaunm
COOTBETCTBYHOLLMX
LIEHTPOB MOHUTOPUMHIa



OTaenbHble «kHebyMa>kHblIe»
no Vb

TpeboBaHUSA

1 OueHKa rnpakTn4YeckKom
B BO3MOXXHOCTU
MCMNOIb30OBaHUA
VA3BUMOCTEN U Yrpo3

4 KOHTPOMb

PE3YNbTaTUBHOCTW
(adpPpekTMBHOCTI)

7 HenpepbIBHBLIV NpoLecc
"  BbIGBMEHUNA N YCTPaAHEHNSA

VIrpPo3 1N YA3BUIMOCTEN

2.

dDopmMmpoBaHmMe NepedHA
N OTCNeXXmBaHme HegonycTMMbIX
CObObITNIN

[MpoBeoeHvie perynapHbIX
NPaKTUYECKUNX KNOEepy4YeHNI

HenpepbIBHLIV NpoLecc
MOHWNTOPWVIHIFa U pearmpoBaHns
Ha KOMIMbOTEPHbIE MHLUNOEHTbI

OueHKa BO3MOXXHOCTWU
BO3HNKHOBEHUSA

N peannlaunmn
HeOonyCTMbIX COObITUN

PerynapHbin aHanns3 n oueHkKa
HOBbIX Yrpos3 (threat
intelligence)




[MToyemy OHM NoABNNINCH

Ncxopa ns onbita Positive Technologies

CoOGbITS, B KOTOPbIX OblN1a BaXkHa HEe «byMma>kHasa» b

20135
2014
2018
2018
2019
2020
2021

YHuBepcmaga B KasaHu

Onnvnuraga B Co4m

YemrnroHaT mMmumpa rno pyTtoéony

Bbioopbl NpesngeHTa Poccrnckom depepaunin

YHBepcmaga B KpacHodapcke

[ onocoBaHMe 3a nameHeHme KoHCTUTyunm Poccum

Bbibopbl B [[OcyaapCcCTBEHHYIO AYMY
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YT0O Mbl BUOM No o6e CTOPOHDLI
6appukan

L\ :
4\\00 3N10yMbILWNEHHUKMU: @ 3aLlUTHUKMU:

- MHCprMEHTbI dBTOMaTU3aunnm anAa nposegeHuA Sd)d)eKTMBHbIX " MOHMTOpMHI’ «anAa ra1o04Kmn»

Knbepartak (Al n ML) = «BymaxHas» 6e30MacHOCTb

|
C1nbHOE KOMbIOHUTY ANA obmea MPAKTARAMN " «lUTabHblie» OMPOCHUKU BMECTO MPaAKTNYHECKUX

= CepBuCHasA moaenb ANA 3aKa3HbIX KamnaHu nrboro KnbepyyeHuni
MacwTaba -
" Peanunsauma TUNOBbIX mep 6e3 npakTnyeckomn
= JlocTtynHbie 6ecnnaTHblie YTUAUTDBI ANA B3/10MA \ / OLLeHKM yrpo3
23 nOCI'Ie,CI,CTBVIFI . CKpbITHble AENCTBUA 3/I0YMbILL/IEHHUKOB,
npuBoAALLME K peanmnsaumm HegonycTMmMbIX ANS
Sl o
opraHu3aumm cobbITuin
M4 HOTPEGHOCTb' CoBpeMeHHble NoAxXoAbl U TEXHONOMUN,
E [] NCKAOYaoLWmMe peannsaunto HegonyCcTUMbIX

cobbITUN



{

NOAPASAENEHUNIO b HEOBXOAUMO
OBHAPYHUTb U SAKPbITb BCE

YASBUMOCTU B UHOPACTPYKTYPE

3/10yMbILU/IEHHUKY HY*KHO HaNTH BCero oaHy!




[1Ba nogxopa K peannsaunm
npoekToB no Vb

NJOCDHI MVIHYCbI
bbIiCcTpada peannsaund nNpoeKTa
NMOKPBLIBAEM 38 CHET OTCYTCTBUS [1loporo n HepaumnoHasnbHO

(HEBO3MOX>KHO B YC/10BUAX

BCE npenBapuTenbHOro ayamTa ONTVIMU3ALINN PECYPCOR)

N MPOEKTNPOBaAHVA

OnTMManbHble 3aTpaThbl PecypcoB YBenmdeHme BpemMeHm
NMOKPbLIBAEM Ha KJ/lloYeBble CUCTEeMbl, aTaka Ha peannsaynio NpoeKTa 3a cyeT
FTMABHOE Ha KOTOpble NpmMBOONT K npenBapunTenbHOro ayamnTta v

MaKCVIMarnbHOMY YLLIepby NPOEKTNPOBaHUA



B He6onbLLUOW opraHn3aunm
pa3HMLUbl Mie>XXay ABYMSA
cTpaTernmamMmm rnpakTmn4eckKunm HerT.
Yero He cka)xellub O KPpyNHON

opraHnsauuvuun, rpvnne KomMmmnaHmnnm

NN XOoNnaviHre




Kak onpepennTtb camMmoe rnaBHoe

Nogxopn
«OT perynaropa»

CnepgoBaHme
peKoMeHaaumnam
633-I1, 747-11, 719-11,
nprkasosB 17, 21, 239

N T. M. MO BblAENEHNIO
KOHTYPOB (CErMeHTOB,
KOHTPONMMPYEMbIX 30H)

NMoaoxopn

«OT genapTameHTa NT»

ACA
Ejlul
=8

CnegoBaHme
NnpaKTnKe
BbloeneHms
cermeHToB
N MNKPOCErMeHTOB,

ornpeneneHHbIX
cny>xébom NT

XaoTM4HbIN
noaxopn,

O

CnepoBaHme
NCTOPWNYECKIN
CJITO>KBLUVIMCHA

B OpraHmnsauunv
npaBuIam

1 BUOEHUIO
oTOesIbHbIX NoOen

Noaxon

«OT HeaonyctTmmbiX

cCoObITN»
& | &
X | O

BbigpeneHume
HeOonyCcTUMbIX
anga bnsHeca
COObITUI

C nocrneayrLlen
Bepundpmkaymem mnx
peanmlaunmnm un
3aLnNTON OT HNX




Bcsa Halla > XN3Hb 3aK/1ro4YaeTca B BblIbope
MeXXay OonyCTUMbIM, HeEXXenaTenbHbIM N HeEQOMYCTUMbIM

B npepenax
AOMNYyCTUMOro

* [lpeBbiCcnn
CKOpOCTb Ha 20 KMm/Y
* Ywmnbnuce, nrpasa B
dyTOON
 [loTpaTnnm 100 P
Ha TyaneT

He)XxenaTtenbHoO

* [Touapanannm

aBTOMOOWUb
Ha NapKoOBKEe

 Cnomanunm Hory,

nrpasa B pyToon

* [loTepann koLlenek

c 10 OO0 P

— —~ <
~

HeponycTtumo

« [1TI1 co cmepTenbHbIM
NCXOOOM

« CoTpdaceHme Mmoa3ra
C HeobpaTNMbIMW
nocneacTBUNAMUN

« Kpaxxa1mnH P
CO cyeTa B 6baHKke

B e e e e e e e e e e e e e e e e e e e e e e ) ) e e ) ) e e o




YTO Takoe HepgonycTnMmoe cobbiTme

Ha kaxgom ypoBHe
3KOHOMMUMKUN eCTb CcObbITUS,
KOTOpble HeponyCTUMbI

— cobbITN4, AenaloLmne HeBO3MOXHbIM AOCTVXEHNE npeanpuaTnem, oTpacrblo,
rocygapCTBOM OMNepaLiOHHbIX U CTPpaTernyecknx Luenen nnvm NnpneoagLmne K gantenbHomMy
HapyLLEeHNIO OCHOBHOW 0eATEeNbHOCTN

BospencTteue knbepataku BbinosiHseT Bce BbinonHsieT cBON He BbinonHgeT

Ha opraHusauuio cBOU PYHKLNN dYHKLUUN YAaCTUYHO CcBOU PYHKLUUN
(T  kpynHble
D duHaHcosbie noTepu o TN

Ny6nnYHble cyaebHble

pasbupaTtenbcTBa

OCTaHOBKa NPON3BOACTBEHHbIX

npoLueccoB

noTeps —_ E——
00NN PblHKa

A0MNYCTUMbIN yLLepPO 3HaYUTENbHbIN yLLIEPD

l CPbIB KOHTPAKTHbIX N s
OfezatenEcTEl

—

S e e e e e e e e e e e e e e e e e e e e e e e e e e e e

HeaonyCTMMbIN yuepb



PeecTp HEQonycCTNMbIX COObITUIA

HEOOMYCTVMMOE CLUEHAPI LLEJTIEBDbIE KPUTEPW
COBbITVIE PEAJIMISALINN CVNCTEMDbI PEAJIMISALIINN
Kpa>ka gpeHer = [logmeHa = baHK-KneHT = [1oCTyn K OaHK-K/TMEHTY
CO cHeTa KoMnaHunu PEKBN3NTOB . 1C:ERP v SAP C NpmBUNernaMmm Ha cosgaHme
B pa3amvepe 10-15% B N1aTEXXHOM N NSMEHEHME OaHHbIX
OT 4YMCTOWN NPUBLINN nopy4YeHun « KaTtanor obmeHa B M1aTEXXHOM Mopy4yeHunmnm
nnaTe>XXHbIMU
L 2 [gEEi e e = CospaHme = [locTyn K KaTanory obmeHa
npeBbILLaroLWeM OOKYMEeHTaMU
NMTO>XXHOIMO KOHTpareHTa C NpaBaMu Ha 3anncb
CTPaxoOBKY)
= [logmeHa = [locTtyn K 1C Cc npaBamMwu
CYMMbI NepeBoga Ha co3gaHvie 1 USBMEeHeHIe
B M/1aTEXXHOM 3a4BOK Ha onnaTy
nopy4YeHun

= [locTyn K 6a3e gaHHbIX 1C
C npaBamMm Ha NSMEHeEHnEe
naTe>XHoum MHpopmMau i



Odpyrmne npunmvepsbl
HegonyCTNMbIX COObITUIN

2

2

HenpepocTtaBneHume
rocypgapCcTBeHHOMN YCnyrm
B Te4dyeHue 4 4yacoB

3a cyeT DDoS-atakm nnn SQL-nHbekumnm
N LLULNGPPOBaHWIA NopTarna rocycnyr
NN yoganeHuns 6a3bl Nonb3oBaTernen...

OJemoHcTpauuna
NONMNTUNYECKUNX JTIO3YHIroB
Ha TeneBn3MoHHOM KaHane

3a cyeT B3noma CDN mnnv CTpriMMHIrOBOI O
cepBuca Cc nocnenyrowrm nepeHanpasneHnem
Ha pecypcbl onno3nuoHHbIX CMI nnn
nogmMeLumBaHvie NOCTOPOHHEIo KOHTEHTa Ui
B3/1I0OM CUCTEMbI MOKa3a peK/iaMbl...

@

@

CpbIiB KOHTPaKTHbIX
o6s13aTenbCcTB MO NocTaBKe
Tpyb6onpokaTa Ha 3 AoHA

3a c4yeT HapyLweHNA TeEXHOJTOIMM4HYEeCKOIo
npouecca nim YHNHTO>XXEeHNA CNCTEMDbI
yripaBrneHnsd termo4xKkamm rnoctaBOoK...

Heponyck 6onenbLimKos
Ha KPVYMHbIA CIOPTUBHbLIN MaTY

3a cyeT 0bHyNneHna 6asbl
oconenbwmkosB (FanlD) nnmn Banoma
CUCTEMbI KOHTPONA OOCTyna Ha
CTagVoOH...




YIPO3bl HAPYLUEHUA
ROHOUAEHUUNAIBHOCTU, LENOCTHOCTWU
N AOCTYINHOCTUN —

9TO  HEAONYCTUMBbIE COBbITUA!

XOTA TaKad IOrMKa U NpuBbIYHA ANA cneunaaucrtos no Ub




OTO HEe HoBaLUNA —
Mbl C 3TM Vy>Xe cTalnkmBasrvCb

=

Kno4deBble HeratTmBHbIE MocneacTBUA
PUVCKW B aHanmsae B MeToOnKeE OLEeHKW yrpos
PVCKOB DOCTOK




PeecTp HEQonycCTNMbIX COObITUIA

HEOOMYCTVMMOE CLUEHAPI LIEJTIEBbIE KPUTEPIN

COBbITVIE PEAJIMISALINN CVICTEMDbI PEAJINNSALNN

YTedKa nepcoHanbHbIX = HecaHKUMOHMPOBaAHHbLIV = CRM-cuctema = [locTtyn kK CRM-cuncTteme

AaHHbIX 6onee 10 Tbica4y O0OCTVYIN K cepBepy 6a3 _ C NpUBUNErMAMUN Ha KonmpoBaHMe
= 1C:ERP nnn SAP .

KJIMMeHTOB KOMMaHnn, OaHHbIX c I'NOH OaHHbIX Ha BHELLUHU HOCUTENb

noenekwas wrpadp ) = Cncrtema ynpaBneHns ]

S BREREEE A BT ST Kpa>ka HoyTbyka c INAJH MOANBHOCTLIO [docTtyn K 1C nnn SAP ¢ npaBamMmwu

Ha BbIFPY3KY WU OTMpPaBKY
OAHHbIX BHELLUHEMY
nosib3oBaTenNto

= B3nom 4yepes
nogpsagymnka (supply
chain attack)
= [locTyn K HOYTOYKY COoTpyaOHVKa
oTOoena npopax

= [locTyn K pesepBHO Kornumn 6as3bl
OAaHHbIX MNP YCNOBUN OTCYTCTBUSA
ee WwnppoBaHmnA



[Moyemy HegonycTMMoe CcobbiTne pt
BO3MOXXHO

BU3SHEC-NMPOLECCHI MO/Ib3OBATE/IA UT-UHOPACTPYKTYPA

CNo>XMBLUNNCHA UNCTOPUNYECKW, [Tonb30oBaTENN C HN3KOW YA3BMOCTU NT-

No ownmobke winm no 3foMy KBannpmkaumem win  3MblM NHPPACTPYKTYPbI 7al%

VMbICY Bbn3Hec-npoLuecc, VMbICJ1IOM, gonyckaroLume HEBEPHO HaCTPOEHHbIE

npmBOOALLIMN K peanmsauunn OLLNOKN MmN coBepLuaroLme npuio>XXeHna un uHble WUT-

yulepba HeCaHKLIMOHVPOBaAHHbIE aKTUBbI, aKcnnyartauns
OEencTing, npmBoasaLLne KOTOPbLIX MOXET T[MpVBECTU
K peanmsaunm yuiepba K peanmsaunm yuepba




Kak y3HaTb, UTO HEeaQonycTmmo

(1)

@
[ Y (|

TON-MEHEOXMEHT

3HaeT, YTO OeNCTBNTENbHO
HeponycTUMO 4,19 613Heca

ONEPALMNOHHDIE PYKOBOAUTEJN

[loMOryT MoH4ATb, Kak HegonycTUMoe
MOXET 6bITb peann3oBaHo

CNEUWMANNCTDI IT U UB

[TomoryT 0603Ha4YnNTb CUCTEMDI,
Ha KOTOpPbIX HegonycTuUMoe
MOXET 6bITb peann3oBaHo

NEPEYEHD

HegonyCTUMbIX ONg
br3Heca cobbITUI

CUEHAPUU

peannsauunm
HeponyCTUMbIX COObITAN

CUCTEMDI,

B3/TOM KOTOPbIX MoBfeyYyeT
HegonycTnmoe cobbiTne
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MOMHMUTE, B METOAUKE OLEHKUA YTPO3
®CT3K BAM HYHHO BbbiJ10 ONPEAE/IUTD

HEFTATUBHbIE NOC/IEACTBUA?

U perynatop peKkomeHA0BasA BaM BbIACHUTb 3TO Yy bu3Heca




[TpoBepka HOBOIro
nogxoaa

B orpaHN4YeHHOM
MacLuTabe

[TocTaHoBneHume lNpaBuntenscTBa N2 860
«O npoBepeHn aKcneprmMmeHTa no
NOBbILLEHNIO YPOBHSA 3aLLUNLLIEHHOCT
rocyagapcTBEHHbIX MHPOPMALIMIOHHbIX
cnctem pepeparnbHbIX OpraHoB
NCMNOSTHNTENBbHOM BNAacTn U
NnoaBeOoOMCTBEHHbIX IM YYpeXgeHnin»

IMPABUTEJIbCTBO POCCHUCKOU ®EJIEPALIUU
ITOCTAHOBJIEHHUE

or 13 mas 2022 r. Ne 860

MOCKBA

O npoBeaeHHH IKCNEPHMEHTA MO NOBbILIEHHIO YPOBHS 3alIHIIEHHOCTH
rocyiapcTBeHHbIX HHPOPMAUHOHHBIX cHcTeM (peepaibHbIX OPraHoB
HCMOJIHHTE/IbHOH BJIACTH H NMOABEAOMCTBEHHbIX HM Y4YpeKIeHHH

[IpaButenscTBo Poccuiickoi Peepauui mOCTAHOBJ A E T :

1. Ilpoect ¢ 16 mas 2022 r. no 30 mapra 2023 r. 3KCNEepUMEHT
MO TMOBBILICHUIO YPOBHS 3aLUMILEHHOCTH FOCYyAapCTBEHHBIX MH()OPMaLMOHHBIX
cucreM (peaepaibHbIX OPraHOB MCIIOJHUTENBHON BJIACTH M M0/BEJIOMCTBEHHBIX
MM YUpexJeHHH (Jasiee - SKCIIEPHMEHT).

2. YrBepauts npunaraemoe [losoxeHue o INpoBeJCHHH 3IKCIIEPUMEHTa
MO MOBBILIEHHUIO YPOBHS 3aLUIIEHHOCTH MOCYJapCTBEHHBIX WH(GOPMaLHOHHBIX
chcTeM (enepalbHbIX OPraHOB MCIIOJHUTEIBHON BJIACTH U [101BEJOMCTBEHHBIX
MM YUPEKIECHHH.

3. MunucrepcTBy  UM(PPOBOrO  pa3BMTHS, CBS3H M MacCoOBBIX
KoMMyHHKallui Poccuiickoit Meepaumu:

obecrnevyuTh peain3auuio paboT, NMPOBOAUMBIX B paMKax 3KCIIEpUMEHTa,
M UX MOHHTOPHUHT;

copmMecTHO ¢ @enepanvHor cayxboi OGe3onacHoctH  Poccuiickoi
®Oenepaunn M DesepanbHOi Ciyk00H MO TEXHUYECKOMY M IKCIIOPTHOMY
KOHTPOJIIO M C Y4yaCTHEM 3auMHTEPECOBAHHbIX (e/lepasibHbIX OpPraHoOB
MCMOJIHUTENbHOM BiaacTH 10 | ¢espans 2023 r. npeacraButh B [IpaBUTENBCTBO
Poccuiickoit  @epepaui  J0KAaJ O XojAe TMPOBEACHHUS IKCIEPHUMEHTA
M HEOOXOAMMOCTH €ro NnpoJUleHHUs.

4. ObecrnieyeHue TMNpPOBEACHUS IKCIEPUMEHTa B 4YacTH MEpOINpPHATHH
110 MOBBIMEHNIO YPOBHS 3alMIIEHHOCTH IOCYAapCTBEHHBIX HH(MOPMALMOHHBIX

AT R EL BT
[ |
| |




YTo TpebveT INMN-860

CbHop nHpopmMaunm o cuctTemax
3awnTbl IHPOPMaLU NI
N BbIABNEHME HEQOCTATKOB B HUX

He3aBricmMmagda oueHKa
VPOBHSA 3aLLUNLLIEHHOCTWU

[MpoBepKa NpakKTNYECKOW
BO3MO>XHOCTW MCMOJ1Ib30BaHWA

HeOJOCTaTKOB 3J10YyMbILLJTEHHVNKaMWM

(@)

LV

I:II__I

|
X|

BbiaBneHmne HegocTaTKoB
B opraHmnsaunm n apxmntektype Vib

PaspaboTKka nepeyHs
Mep HenTpanmsaunm

OueHKa BO3MOXXXHOCTU
BO3HNKHOBEHWUA
HeOonyCTMbIX COObITUIN




Kak coBMeCcTnNTb
«BymMmadkHyro» 1B
C pe3ynNbTaTBHOW

OTO OOVH N3 Ba>XKHELLNX
mMmomeHTOoB [1'1-860 n HoBoro
noagxona K ViIb co CToOpOHbI
rocygapcrtseal

ITpuMep 3am01HEHHOH THIIOBOM (pOPMBI 0THYETA O NPOBEACHUH MEPONPUATHHI

[To pe3ynbraTaM npoBoAUMBIX paboT B nepuop ¢ 28 uroHs no S aBrycra 2021 roga crenuaaIucThl
« » (manee - UcnonHuTens) mpoBeau paboThl MO BepUGUKALIMA HETOMYCTUMBIX COOBITHI
(manee — HC) B oTHOIIEHHH « » (manee - 3aKazyuK).

1. DxcnepTHas OLEHKA YPOBHS 3alMIIEHHOCTH NepUMeTpa: KpaiiHe HU3KHUH, HU3KHUH, CPeIHHH,
BBICOKHI (T11e KpaiiHe HU3KUI — HaJIWIue OOIIEN3BECTHOM YI3BUMOCTH
€ BO3MOJKHOCTBIO yaneHHoro BeinonHeHus koaa (RCE))

Cpennuii — 00Hapy»XeHO HCIIOIb30BaHKE HeOe30macHbIX cepBrCOB Ha nnepumerpe (SMB, HP iLO),
00Hapy’>X€HO MHOXKECTBO JIOMEHOB C MPOCPOYECHHBIMH CEPTU(HUKATAMH, & TAKIKE JOMEHEI C
CaMOITONIMCAaHHBIMU CEPTU(DUKATAMHU.

2. Oomee konuyecTBo ucciaegyemoix HC, konmmyecrso peanuzoBanubix HC

HC — 20; Peamu3oBannsix HC - 4.

3. Peectp peanu3oBanubix HC (moarBepxaenue, JIMTEJIbHOCTh, KBAJIH(PHKAIUA)

1. «YTeuka nepcoOHAIBHBIX JaHHBIX TPAXKIaH U Apyroi uHbopMau KOHPUIEHIHATHEHOTO
XapakTepay: YaCTU4Has Bepudukanms, 12 CyToK, Hu3Kas KBaJTu(DUKAIUA.

2. «Hapymenue npouecca 0Ka3aHus TOCY/1apCTBEHHBIX yCIIYT IO pHYuHe HepaboTocrocoOHOCTH Beb-
pecypcoB B pe3ynbsTare Kubeparaku»: nonHas Bepudukamnus, 18 cyTok, HU3Kas KBaTUpHUKAIIHSL.

3. «MomreHHUYEeCKHE IeHCTBUSA B OAHKOBCKHAX CHCTEMaX C UCIOJIb30BAHUEM CKOMIIPOMETHPOBAHHOH
M poBOH IMYHOCTH MOTB30BATEN: TIOTHAS BepuuKaus, 27 CyToK, HU3Kas KBaTu(pUKaIus.

4. «MoIEHHUYECTBO B a[JpecC MOIb30BaTENEeH ITyTeM OAMEHBI 0TOOpaXKaeMbIX Ha CaliTe JaHHBIX»):
qacTuyHas Bepuukanus, 11 cyTok, cpeanss KBamu@ukamms.

5. Ilepevyenb orpaHHYeHM i, HAJIOKEHHBIX B pAaMKaXx peaju3anuu pador

Opranu3anoHHBIC: OTCYTCTBUE COITIACOBAaHUS IPOBEICHUS paboT B BEIXOAHBIC THH.
Texuuueckue: npuoctanoBka pabot ¢ 10 mo 15 urons 2021 ropxa.

6. IlporuBoaeiicTBHE CO CTOPOHBI 3aKa3zynKa

[TpuHSATHIE MEPHI: OTKIIIOYEHBI BEO-TIPUIIOKEHUE, 3a0IOKUPOBAaHEI CETEBBIE ITOAKITIOUECHUS
crnenmuanuctoB UcromHurens.

D¢ hEeKTHBHOCTE: MEPHI TI0 IIPOTUBOACHCTBHUIO, IPEANPUHATEIC COTPYIHUKAMH CITY>KOBI 6€30ITaCHOCTH,
oKa3anuch HedPHEKTHBHBIMH.

7. Pesome UcnoinuTe M € yKAa3aHHEM KBAIH(HUKAIUN COTPYIHUKOB

30 KBaJ'IHd)PIIH/IPOBaHHLIX CIICIMMAaJIUCTOB IIO HpaKTI/I‘lCCKOf;I KH6€p6C3OHaCHOCTI/I B IITAaTC KOMIIAHHH.

100 IMPOCKTOB IIO TCCTUPOBAHHUIO HA IIPOHUKHOBCHHUE U aHAJIU3Y 3aIMHUIIICHHO CTH l'IpPIJ'IO)KeHI/Iﬁ
YCIE€ITHO BBIIIOJIHEHO.

Cepruduxarer: OSCP, OSWE, GPEN, GWAPT, CISSP, CISM, CRISC, CISA, CEH.

8. Onucanue nejied U CPOKOB MOCIEAYIOIIEH OLeHKH 3alHIEeHHOCTH

Cpoxu npoBenenust: 1 kBapran 2023 rona
[Tnanupyemsiii % mokperTis uHGopManuoHHOM HHPpacTpykTyphl: 100%
[Tnanupyemsiit % nokperrus HC: 100%

9. BoiBOabI 0 PE3V/IbLTATAX NIPOBEACHUA PA0OT 110 OLEHKE VDOBHA 3aluIIeHHocTH (He 6oiee 250
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> Cnocob nepsoHaYanbHOro NPOHUKHOBEHMA B MHPPACTPYKTYPY

NHOPMaUMOHHDBIN PECYPC MK KOMIMOHEHT CUCTEM U CeTein,
B0O3AEMCTBME HA KOTOPbI MOMET HenocpeaCTBEHHO NPUBECTH CErMEHT - LeNeBoW CErMEHT BHYTPEHHEN CeTh
Wl K HacTYNAeHMIo HeAoNyCTUMOTO Ana BusHeca cobbrua /

L CueHapmii aTaku 3010y MblLLNEHHAKA



BEPUOUKALIUA (MOAOTBEPXXAEHUE)
HEAONYCTUMbIX COBbITUN —
3TO HE CAMOLE/b

3agaya — pa3paboraTb KOMMJIEKCHYIO cCUCTEMY OBHapyKeHus,
npeaoTspaLLeHUsa U ANKBUAaLnm cobbitmmn 6e3onacHOCTHU, NPNBOAALLUNX
K He4onyCcTMMbIM NOCAEACTBUAM




HenTtpannsaumna HegonycTMMbIX
COObITIN BO3MO>XXHAa Ha TpeX YPOBHSAX

BU3HEC-NPOLLECCHI ﬂ% @ MOHUTOPUHT

MOHUTOPUHI peann3aumv
HeOonyCTMbIX COObITUN
HY>XeH He3aBVICMO OT
TOro, Ha KakomM ypoBHe
Mbl X HENTpPaNMM3yem

OTBeTCTBEHHbIV: OD3HEC
AdnntenbHoOCTL: 1+ roa
Cno>XHOCTb: MakcmanbHada

NPOLECCHI UB

UT-NPOLIECCHI ? i

i

OTBeTCTBEHHLIN: NT-cny>xkb6a
[dnntTenbHOCTb: 9+ MmecaAueB
Cno>XHOCTb: cpeaHdas (3aBncunT
OT MHO>XecTBa paKTOpPOB)

OTBeTCTBEHHbIN: Ccny>x6a Vb

[NnnTenbHOCTb: 6+ MecsALeEB
Cno>XHOCTb: cpenoHas




10 OKOH4YaHM KCNepMeHTa
no Nr-860 npepnonaraeTcya
PaCnPOCTPaHNTb AaHHbIN
noaxoa Ha Bce opraHmsaunn,
noanaswme noa 250-m Ykas

XoTa n cenyac TpedboBaHna GCTIK n baHka Poccum
MOCTPOEHbI MO CXOXXEeWM Ngeonornm/KoHLUenumm



MdrHanbHbIN akkopa 250-ro Ykasza

Bce nognasLume nop YKas opraHnsaummy He CMOryT 3aKyrnaTbh U MCMNOJSIb30BaTb
cpeacTBa 3aLUNTbl N3 HEOPY>KECTBEHHbIX FOCYAapCTB, a Tak>Xe 13 opraHn3aunn,
KOTOpPbIE MPAMO NI KOCBEHHO MOAKOHTPOIbHbI TAKNM rocygapcTBam

3anpeT BcTynaeT B cuny ¢ 1 aHBapsa 2025 roga. He 3abbiBanTe Tak>ke npo Ykas N2 166 v
NnNaHnpyemoe pacrnpocTpaHeHne 166-ro Ykasa Ha Bce cyobekTbl KV, a He ToNbKO Ha
3aKa34rKoOB Mo 2235-O3

Cnmcok Hegpy>XecTBEHHbIX CTpaH onpenendeT [NpaBNTENbCTBO, 11 OH PerynapHo
pacLUnpsaeTcs, 4TO co30aeT PUCKW N NCNofb30BaHMA NHOObIX MHOCTPAHHbIX peLLUeHVIA.
/1 He 3abbiBanTe Npo 166-n YKas, KOTOPbIV pacrnpocTpaHaeTca Ha Ntoboe NHOCTPaHHoEe
[10, a He TONMbKO Ha NcxodsLlee N3 Hegpy>XKeCTBEHHLIX rOCyOapcTB




KToO Hepgpvy>XecTBeHeH K Ham

Pacnopsa>keHme lNpaBuntenbcTtBa OT 5 MapTa 2022 roga N2 450-p
N pacnoparkeHume lNpaButenbcTBa OT 23 nonga 2022 roga N2 2018-p

= ABCTpanuga = [[ocypapcTBa — 4eHbl = CaH-MapviHO
EBpoOnenckoro corsa
= AnbaHuns P « CeBepHaa MakegoHunsa
= ichaHgn4
= AHOOpPPAa a = CuyHranyp
» KaHapa
= baramckurie ocTpoBa a = CLLA
= JlInXTeHwTenH y
 BennkobpuTtaHug, BKto4as = TaviBaHb
KOPOHHble BnageHuna [ epHcuy, = MunkKpoHesnd
P A P P = YKpanHa
[I>kepcn n MsH
= MoHakKo
N MOOKOHTPObHbIE 3aMOpCKIMe = HepHoropwusa
TeppuTopunm — 0. AHINbSA, = HoBaga SenaHona

bputTaHckme BnprnHckme * ULsenuapus
P P = HopBerusa

OCTpoOBa, mMbpanTap « AnoHmsa
» Pecnybnuka Kopes



250-n YKas — 3TO He BCe, UTO HaC >XAaeT m

Tpeobyolwme yBeaoMMNATb 3arpeTa Mcrnosjib30BaHV4
06 yTeykax NAaH MHocTpaHHoro MO Ha nbbIX
obbekTax KNI

S

[NMonpaBkn B @3-152, @ YcuneHme TpeboBaHM B 061acTw

BO3MO>XHasaA yronoBHa4d KN n obHoBneHmne
OTBETCTBEHHOCTb 3a yTe4dku [N'NJH rocygapcTBeEHHOW CUCTEMBbI 3aLLUThI
NHpopmMaLnmn

S

OBO0pPOTHbIE LUTPadbI 1 @ OCHOBbI FrOCNONMNTUKN B 061acTw



KuébepyueHua Ha nuHppactpykrype Positive Technologies

HeponycTtumoe
cobbiTue

XuueHne aeHeXHbIX CpeacTB B pasmepe 6onee 30 mnH py6.

Mbl 3TO cagenann y ceb6bs!

PeanunsoBaHoO
HeponyCTUMbIX COBBITUM

Yreuka KoHpuaeHUnanbHou nHpopmaummn

Supply chain: BHegpeHne Koaa B NPOAYKTbI

KoMrnpomeHTaumns AOBEepPEeHHbIX OTHOLIEHWUIA

MaxPatrol 02

B edcn  Medc M20Z20NS-03%0

[ e o |°

UHudpacTpykTypa
Positive Technologies

Bcero akTuBOB: 3 171
Pa6oume cTaHuum: 1131
CepBepbl 1 gpyroe o6opyaoBaHune: 2 040

LieneBbie cucremsbl: 773
Kniouesbie cuctembl: 1865
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B KaydecTBe 3aK/Ni4YeHnsA

N3MEHEeHA B HOPMAaTVBHO-MPaBOBbIX akKTax B
obnactm Wb, BHMMaHME ©n rocygapcTBa, W
Bn3Heca K 9To TEME YBENNYMBaAETCSA

('_: NMOCMOTPUTE HALLU MATEPUAJIDI

NMbl nogrotToBWv gnsg Bac YeK-JINCT BbINOMTHEHUNSA
TpeboBaHN Ykaza N2250, a Takyke pabouyyto
TeTpadb, KOTOpble MOOCKa>XyT BaM WHTEPECHbIe
nagen rno gaHHoum tTeme

e POSITIVE TECHNOLOGIES NOMOMXET BAM

Mbl y>Xe BbIMNOHWUIN BHYTPW HaLUen KOMMaHNW
MHOrme TpeboBaHNS N3 250-ro YKasa
N MOA3aKOHHbIX aKTOB 11 TOTOBbI AEMNTbCA CBOUM
OMbITOM, CBOUMW TEXHONOMMAMU N PELLUEHNAMM

0 HE YXAUTE — HAYHUTE Y)KE CEFOQHA
YynTbiBag BcCe rnpomcxogdLiume 1M riiaHmpyemble




[Tpe>xkpe 4em Mbl 3aBepLUunm




alukatsky@ptsecurity.com

@ ptsecurity.com

Tenerpam-kaHan

ansg obmeHa none3HbIMY E |_E
MaTepumanamMmm no peannmlaunm
YKaza 250

[=]

https://t.me/polza250




Cnacunbo 3a BHMUMaAHMe

O Positive Technologies

20 neT 300+ 10 net

NCCnenoBaHNIi N OMNbITa SKCMEepPTOB B KPYMNHEeNLIeM MPOBOAVIM C el ol
B obecrneyeHunn nccnenoBaTeibCKOM KpynHble B Poccum
Knéepbe3onacHOCTH LeHTpe B EBpone n EBpone kKnbepyyeHud

NPOAOYKTbl 1 yCny

Positive Technologies yxe 20 neT cosgaeT NHHOBaLMOHHbIE peLleHns B chepe NHGOPMaLNOHHON
6e3onacHocT. [poayKTbl 1 CEPBUCHI KOMMaHWK NO3BOMAOT BbISBNATb, BepndpuuUnpoBaTb

N HENTPaNN3oBaTb peasibHble B3HEC-PUCKM, KOTOPbIE MOTYT BO3HMKATb B IT-uHPpacTpykType
npeanpuaTnin. Hawm TexHonorum noCcTPoeHbl Ha MHOMONIETHEM UCCeqoBaTeNbCKOM OMbiTe

N 3KCNepTn3e BeayLLX CreumnanncToB rno Knbepbes3onacHoOCTH.

CerogHs cBoio 6€30MacHOCTb Ham goepstoT 6onee 2000 komnaHui B 30 cTpaHax Mupa.
B uncne Hawwmx knneHtoB B Poccun — 80% yyacTHUKOB penTuHra «2kcnepTt-400».
CnepnunTte 3a HaMM B COLICETSX, a Takxe B pasnene «HoBocTu» Ha canTe ptsecurity.com.



