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MacwTabHoe obHOBNeHne KoHTeHTa MaxPatrol SIEM 7.0: Kak U3MEHUTCS XM3Hb Mosib30BaTens m

TekywWwmnn noaxon K HopMmanamlsauumm

1 1S0M = "EventCode=28038"
. Oﬂ,HOYpOBHeBaﬂ CprKTypa SU b_]eCt n Ob_]eCt 2 COND = $Logfile=="System" and %$SourceName=="Remotehccess"
I action = "bind”

5 object "ip_address"

B Cy6bekTUBHBbIM MOAXO04 KaXA0ro aKCnepTa K COXpaHEHUIO AaHHbIX
B NOJISX HOPMannM30BaHHOIO cobbITUS

6 status "success”

& assigned_dst_ip = %InsertionStrings[@]
@ time = $TimeGenerated

1 msgid = $EventCode
2 importance = "info”

B yTaHuua B nonsax datafield

1 event_src.vendor = "microsoft”

5 event_src.title = "windows”

6 event_src.subsys = "VPN-Gateway"

if find_substr($ComputerMame, ".") != null then

event_src.fgdn = lower($Computeriame)

: event_src.hostname = lower(substr(%ComputerName, @, find_substr(fComputerName, ".')))
@ else

Kak cneacrteBue, MHOrAa C/A0XHO NUcaTb NpaBuia
Koppensauun, nckatb cobbiTUa N paccnenoBaTb MHLUMAEHTDI

event_src.hostname = lower(%ComputerNams)
2 endif
3 event_src.category = "Operating system”

5 id = "PT_Microsoft_Windows_wmi_20088 RemoteAccess_Server_acquired_IP_Address”
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MacwTabHoe obHoBNeHne KoHTeHTa MaxPatrol SIEM 7.0: Kak U3MEHUTCHA XXU3Hb Nosib3oBaTend

KaTteropmun cobbitnn

TunoBble KaTeropmmn cobbiTUN B SKCNEPTHOM KOHTEHTE:
B Bxoa B cuctemy
B MaHunynsaymm c akkayHtamuy, damnamm, peectpom
B 3anyck npoueccos, cnyx6
B licnonHeHne KoMaHAa

B O6HapyxeHune ceTeBblX COeAVNHEHUN, NAKETOB

CobbITUS 04HON KAaTeropum NpUHOCAT 0AMHAKOBbIN HAabop TUMNOB AaHHbIX
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MacwTabHoe obHoBNeHne KoHTeHTa MaxPatrol SIEM 7.0: Kak U3MEHUTCHA XXU3Hb Nosib3oBaTend

[loaroToBKa TAKCOHOMUU

BBoAMM AONOJIHUTE/IbHbIE NOJNSA AJIA XpaHEeHUA CBOMCTB cybbekTa n o6bekTa

B subject.account.name B object.process.id

B subject.account.domain B object.process.name
B subject.account.id B object.process.path

B subject.account.session_id B object.process.cmdline
m .. | ..
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MacwTabHoe obHoBNeHne KoHTeHTa MaxPatrol SIEM 7.0: Kak U3MEHUTCHA XXU3Hb Nosib3oBaTend

[loaroToBKa TAKCOHOMUU

PacwupsaeM nHPOpMaTUBHOCTDb

B object.storage.*

B object.new_value, object.num_value
B protocol + protocol.layer7

B alert.key, alert.context, labels

B numfieldl..numfield5

PacwupsieM coctaB 06beKkToB

B file > file_object, reg_object
B session, tunnel
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MacwTabHoe obHoBNeHne KoHTeHTa MaxPatrol SIEM 7.0: Kak U3MEHUTCHA XXU3Hb Nosib3oBaTend

CxeMbl HOpMasin3auunm

B KaKOM TaKCOHOMMYECKOM none
COXPaHUTb 3TOT TUMN AAHHbIX?

B [lna ogHOM KaTeropun — oAHa cxeMa HopManmsauuu

B Tun AaHHbIX U3 CbIPOro COBbLITUA COXPAHAETCA B 3a4aHHOM
TAaKCOHOMUYECKOM rose

B Cokpawaem ncnonb3loBaHue nonen datafield*

B Yxe npopaboTaHbl CXeMbl HOpManusaunu Anas KatUYeBbIX COObITUN
MNaKEeTOB 3KCMepTU3bl

Positive Technologies ptsecurity.com

one

JHa4YeHne

nhject type

object.id

object.name

object.domain

vbjecl.path

ohject fullpath

object.group
object.hash

object.property

object.value

Tun ofkexkTa
HMaoenTrdukaTop oGbexKTa

MiMA BeINONHEeHHoro ckpunta / MimaAa
KOMaHAbl

He zanonnAaeTtca
My1b K BBINWIHEHHUMY CRpMITTY

MonHBIR NYTE K BEINOAHEHHOMY CKPUNTY
(ofhenuHeHUe cTPOK M3 Nonei ohject path
W object.name)

He sanonniactes
3Ha4yeHWe Xew-CyMmMbl OB beKTa
He zanonHaeTcA

MexogHBIA BUY KOMEHALL. To, Kak UHa Gblld
BEEAEHa NONb30BEATENEM B TEPMUHANE.
MecnonHeHHyo cMcTEMHOR KoMaHgy
JanycKa oBLCKTa HYXKIIO YKaILIDaTL D Nonc



MacwTabHoe obHOBNeHne KoHTeHTa MaxPatrol SIEM 7.0: Kak U3MEHUTCS XM3Hb Mosib30BaTens m

CxeMbl HOpManm3auummu

[MakeTbl 3KCNepTU3bl + Cosgamb v

ca—

Mankwn = + P Ba30BbIA NaKeT 0 nakete

+~ (0 Bce ofbexTbl

Cxembl HOpManusayguu 0 nakeTe 3KCNepTU3bI

> [ BGa30BbIA NaKkeT
I Cxembl HOpManu3sauwm

» Active Directol -
@ Y Mpw cospanumn popmMyn HopManusauuu aAna cobbiTMM, OTHOCALLMXCA K PasfNU4HbIM

Bxoa W BbIXOA M3 CUCTEMBI

> B9 Active Directory. Mogo3puTenbHaa aKTHEHOCTE MNONB3O... KaTeropuaM, peKoOMeHAyeTcA NpuaepxuBaeTca onpefeneHHblx Npasun 3anonHedua nonein. B

@ ATT&CK: «Bbinontenuer u «MpepoTepalesme o6Hapy... Tabnuuax Huxe NpuBefeHbl NpaBuna 3anofHeHnA Nonel cobbITUA ANA COXPaHeHKa 3anyck NpoLeccos W NOTOKOB
mHbopmaunK 0 XxapakTepe B3aUMO4eRCTBMA, cyEbekTe (MHMUMaTOp B3auMOOeRCTBMA), - .

> B ATT&CK: «3aKpennexues , Boinonnetne komann
ob6bexTe (Lenn B3aMMOLERCTEMA), MCTOYHHKE, HA KOTOPOM 3a8perMcTpUpoBaHo cobbiTHe, U

. ABapWiHbLIA OCTAaHOB NPOLECCOB, NOTOKOB
> (P ATTRCK: «llepemelieHUe BHYTPH NepUMeTpar LONONHUTENEHOW MHGOPMaLKK. l v
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MacwTabHoe obHoBNeHne KoHTeHTa MaxPatrol SIEM 7.0: Kak U3MEHUTCHA XXU3Hb Nosib3oBaTend

CxeMbl HOpManm3auummu

Kateropus

MNone 3HaueHne

CEEEEE B Availability Management

category.generic

Process
gory )
category.low Control
MapameTpbl B3anmopfeicTBUA
MNapameTpbl B3auMogencTBuA
MNone 3HaveHne
subject
J 3aBMUCHT OT cybbeKTa:
* CyBbEeKT OTCYTCTBYET — HE 3ano/IHAETCH,
= account — account
action
start
object
process
St 3aBWUCKHT OT cTaTyca IeAcTBKA
* SUCCESS — success;
o failure — faliure;
= ongoing — ongoing
reason

3aBUCKHT OT cTaTyca AelCTBUA:

® SUCCESS — HE 3anoNHAETCH;

= failure — npu4KHa, No kKoTopoit Nporsowno
cobbITuE;

* ongoing — He 3anonHAeTCA
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Positive Technologies

CxeMbl HOpManm3auummu

ptsecurity.com

CeoicTBa o6bekTa-npoLecca

object.process.id

object

object

ocbject

object

object

object

object

object

object

-process.

.process

.process

.process

.process

-process

-process

.process

-process.

name

.path

.fullpath

.cmdline

.original_name

.guid

-meta

.hash

cwd

MaoeHTudukaTop npouecca (PID)

Mma ucnonHaemoro daiina npouecca

MyTb &k Nanke, rae HaXxoQMTCA MCMONHAEeMbIR (ainn
npouecca

[NonHbIA NYTh K MCNonHAeMomMy danny npouecca
(koHkaTeHauWA object.process.path U
object.process.name)

KomaHngHas cTpoka npouecca (¢ aprymeHTamm)

3anaHHoe paspaboT4MKOM W B3ATOE M3
METaAaHHbLIX MMA MCNOMHAEMOrO dadna npouecca

GUID npouecca

MeTafnaHHble U3 daina npouecca B dopmate
Description:<TexkcT> | Product:<TekeT> | Company:
<TekcT=

Xew-cymmbl chaina npouecca Yepes npo6en B
dopmare NAME:HASH

PaGouan avpekTopua npouecca
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MacwTabHoe obHoBNeHne KoHTeHTa MaxPatrol SIEM 7.0: Kak U3MEHUTCHA XXU3Hb Nosib3oBaTend

CxeMbl HOpMasin3auunm

B OauH TVN AaHHbIX — B OAHOM TAKCOHOMMUYECKOM noJse
B CobblTus 04HOM KaTeropun HopMasan3oBaHbl OANHAKOBO
B Ya06HO nckatb cobbiTUA U AE€NUTbBCA KOHTEHTOM

B nnaHax co3gatb U OI'IY6J'IVIKOBaTb CXeMbl HOpMann3auumnm AanAa ewe He NOKPbITbIX KaTeFOpVIVI cobbITUN

Positive Technologies ptsecurity.com
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MacwTtabHoe o6bHOBMEeHUe KOHTeHTa MaxPatrol SIEM 7.0: Kak U3MEHUTCS XXMU3Hb NMosib30oBaTend m

O6HOBIEHHbIE MpaBu/a HOpMann3auuu

B paBwuia HopManmn3auum cobbIiTUIA AN KNOUYEBbIX COBbITUN NAKETOB 3KCMepPTU3bl TEMNEPb COOTBETCTBYIOT CXEMaM
B Hawnbonee Ba)kHble AaHHble NPOoAY6NMPOBaHbl B UCXOAHbIX MNOMSX B LENsIX COXpPaHEHUS 06paTHON COBMECTUMOCTMU

B [lakeThbl 3KCNEPTU3bl aaanTnpoBaHbl ANA paGOTbI C 06HOBNEHHbIMU npaBmniaMm HopMaanmsaumnu
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MacwTabHoe obHoBNeHne KoHTeHTa MaxPatrol SIEM 7.0: Kak U3MEHUTCHA XXU3Hb Nosib3oBaTend

Positive Technologies

Bxoa B cucteMy (<JIOfTUH>»)

"subject": "account",
"action": "login",

"object": "system”,
"status": "success",
"datafield1": "0",

"datafield2": "SOMEONE",
"datafielde": "Metwork",
"datafield7": "132324102",
"datafield8": "Kerberos",
"datafield9": "Kerberos",
"dst.fgdn": "someone.acme.com”,
"dst.hostname": "someone",
"event_src.category”: "AAA",
"event_src.fqdn": "someone.acme.com"”,
"event_src.hostname": "someone",
"event_src.subsys": "Security”,
"event_src.title": "windows",
"event_src.vendor": "microsoft”,

"id": "PT_Microsoft_Windows_eventlog_4624_An_account_was_successfully_
"importance": "info",

"logon_type": 3,

"msgid": "4624",

"src.ip": "fe80::de5:f739:amad:affc",
"src.port": 62033,

"subject.domain”: "acme",
"subject.id": "S-1-5-21-1000000030-700000027-3900000002-18208", —
"subject.name": "dcl-kav-01$",
"time": "2013-10-17T15:45:192"

/

ptsecurity.com

"subject": "account",

"action": "login",

"gbject": "system",

"status": "success",

"category.generic": "Operating System”,
"category.high": "Access Management",
"category.low": "Communication”,
"datafield1": "0",

"datafield2": "SOMEONE",

"datafield6": "Metwork",

"datafield7": "132324102",

"datafield8": "Kerberos",

"datafield9": "Kerberos",

"dst.fgdn": "someone.acme.com",
"dst.hostname": "someone",
"event_src.category”: "AAA",
"event_src.fqdn": "someone.acme.com”,
"event_src.hostname": "someone”,
"event_src.subsys™: "Security”,
"event_src.title": "windows",
"event_src.vendor": "microsoft”,

"id": "PT_Microsoft_Windows_eventlog_4624_An_account_was_successfully_
"importance": "info",
"logon_auth_method": "remote",
"logon_service": "Kerberos",

"logon_type": 3,

"msgid": "4624",

"src.ip": "fe80::de5:f739:aaad:affc",
"src.port": 62033,
"subject.account.domain”: "acme",
"subject.account.id": "S-1-5-21-1000000030-700000027-3900000002-18209",
"subject.account.name": "dcl-kav-01%",
"subject.account.session_id": "132324102",
"subject.domain": "acme",

"subject.id": "5-1-5-21-1000000030-700000027-3900000002-18209",
"subject.name": "dcl-kav-015",

"time": "2013-10-17T15:45:19Z"
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Bxoa B cucteMy (<JIOfTUH>»)

"subject": "account",

"action": "login",

"object": "system",

"status": "success",

"datafield1": "0",

"datafield2": "SOMEOME",

"datafield&": "Metwork",

"datafield?": "132324102",

"datafield8": "Kerberos",

"datafield9": "Kerberos",

"dst.fqdn": "someone.acme.com”,
"dst.hostname": "someone",
"event_src.category”: "AAA",
"event_src.fqdn": "someone.acme.com”,
"event_src.hostname": "someone",
"event_src.subsys": "Security”,
"event_src.title": "windows",
"event_src.vendor": "microsoft”,

"id": "PT_Microsoft_Windows_eventlog_4624_An_account_was_successfully_
"importance": "info",

"logon_type": 3,

"msgid": "4624",

"src.ip": "fed0::de5:f739:aaad:affc",
"src.port": 62033,

"subject.domain": "acme",

"subject.id": "5-1-5-21-1000000030-700000027-3900000002-18209",
"subject.name": "dci-kav-013",

"time": "2013-10-17T15:45:192"

ptsecurity.com

MacwTabHoe obHoBNeHne KoHTeHTa MaxPatrol SIEM 7.0: Kak U3MEHUTCHA XXU3Hb Nosib3oBaTend

"subject": "account",

"action": "login",

"object": "system",

"status": "success",

"category.generic": "Operating System”",
"category.high": "Access Management”,
"category.low": "Communication”,
"datafield1": "0",

"datafield2": "SOMEOME",

"datafield6": "Metwork",

"datafield?": "132324102",

"datafield8": "Kerberos",

"datafield9": "Kerberos",

"dst.fgdn": "someone.acme.com”,
"dst.hostname": "someone",
"event_src.category™: "AAA",
"event_src.fqdn": "someone.acme.com”,
"event_src.hostname": "someone",
"event_src.subsys": "Security”,
"event_src.title": "windows",
"event_src.vendor": "microsoft”,

"id": "PT_Microsoft_Windows_eventlog_4624_An_account_was_successfully_
"importance": "info",
"logon_auth_method": "remote",
"logon_service": "Kerberos",

"logon_type": 3,

"msgid": "4624",

"src.ip": "feB0::de5:f739:aaad:affc",
"src.port": 62033,
"subject.account.domain": "acme",
"subject.account.id": "S$-1-5-21-1000000030-700000027-3900000002-18209"
"subject.account.name": "dcl-kav-01%",
"subject.account.session_id": "132324102",
"subject.domain": "acme",

"subject.id": "S-1-5-21-1000000030-700000027-3900000002-18209",
"subject.name": "dcl-kav-01%",

"time": "2013-10-17T15:45:19Z"
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anyckK npouecca

"subject": "account",

"action": "start",

"object": "process”,

"status": "success",

"datafield1": "935702",

"datafield2": "5384",

"datafields": "\"C:\\Windows\\system32\\mmc.exe\"",

"event_src.category™: "Operating system",

"event_src.fgdn": "aivanov.somedomain.ru”,

"event_src.hostname": "aivanov",

"event_src.subsys": "Security",

"event_src.title": "windows",

"event_src.vendor": "microsoft”,

"id": "PT_Microsoft_Windows_eventlog_4688_A_new_process_has_been_created”,
"impertance": "info",
"msgid": "4688",
"object.id": "1884",
"object.name": "mmc.exe",
"object.path": "c:\\windows\\sy stem32\\",

"subject.domain”: "somedomain”,

"subject.id": "5-1-5-21-1023191730-727829927-3985050192-16353",
"subject.name": "aivanov",
"time": "2017-08-23T17:30:36Z"

ptsecurity.com

o

"subject™: "account”,

"action": "start",

"object": "process",

"status": "success",

"category.generic": "Process”,

"category.high": "Availability Management",

"category.low": "Control",

"datafield1": "935702",

"datafield2": "5384",

"datafields": "\"C:\\Windows\\system32\\mmc.exe\"",
"event_src.category”: "Operating system",

"event_src.fqdn": "aivanov.somedomain.ru”,
"event_src.hostname": "aivanov",

"event_src.subsys": "Security”,

"event_src.title": "windows",

"event_src.vendor": "microsoft”,

"id": "PT_Microsoft_Windows_eventlog_4688_A_new_process_has_been_created”,
"importance”: "info",

"msgid": "4688",

"object.id": "1884",

"object.name": "mmc.exe",

"object.path”: "c:\\windows\\system32\\",
"object.process.cmdline”: "\"C:\\Windows\\system32\\mmc.exe\"",
"object.process.fullpath": "c:\\windows\\system32\\mmc.exe",
"object.process.id": "1884",

"object.process.name": "mmc.exa",

"object.process.parent.id”": "5384",

"object.process.path”: "c:\\windows\\system32\\",
"subject.account.domain”: "somedomain”,

"subject.account.id": "5-1-5-21-1023191730-727829927-3985050192-16353",
"subject.account.name": "aivanov",

"subject.account.privileges": "TokenElevationTypelLimited",
"subject.account.session_id": "935702",

"subject.domain": "somedomain”,

"subject.id": "5-1-5-21-1023191730-727829927-3985050192-16353",
"subject.name": "aivanov",

"time": "2017-08-23T17:30:362"
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Positive Technologies

3anyckK npouecca

51
52
53
54

event_src.vendor = "microsoft”
event_src.title = "windows”
event_src.subsys = %Channel

if find substr($Computer, '.") != null then
event_src.fgdn = lower(%Computer)
event_src.hostname = lower(substr(%Computer, @, find substr(%Computer,
else
event_src.hostname = lower(%Computer)
endif
event_src.category = "Operating system”

id = "PT_Microsoft_Windows_eventlog_ 4688 _A_new_process_has_been_created”

# -- DEPRECATED --
# lines from here will be deleted in future releases

subject.name = subject.account.name
subject.domain = subject.account.domain
subject.id = subject.account.id
subject.privileges = %Data[ “TokenElevationType"]
object.id = object.process.id

object.name = object.process.name

object.path = object.process.path

datafieldl = subject.account.session_id
datafield2 = cbject.process.parent.id
datafield3 = object.process.parent.path
datafieldd = object.process.parent.name
datafield5 = object.process.cmdline

datafield7 = maybe_numberl6($Data["TargetLogonId"])

ptsecurity.com
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: KaK U3MEHMUTCS XU3Hb NONb30BaTens m

OTBe4yaeM Ha BOMpOoChHl

Q CxeMbl HOpManmsaunun cobbiTnm

D/ NMepepaboTka npasun HopManusayum

Nanee

ﬁ O6HOBEHHbIE NaKeTbl 3KCNEPTU3bI
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MacwTabHoe obHoBNeHne KoHTeHTa MaxPatrol SIEM 7.0: Kak U3MEHUTCHA XXU3Hb Nosib3oBaTend

O6HOBNEHHbIE MAKETbl 3KCNEPTU3bI

> @ ATT&CK: «BeinonHenue» u «[pegoTepalyexne obHap...
B Yayywunu nornky obHapy>XeHus y uenoro psaa npasun , @ ATT&CK: <3axpennesmer
Koppensaumm B pasfiMdHbIX NakeTaxX 3KCnepTu3bl » @ ATTACK: <lepemetyenme sHyTpH nepumerpas
> ) ATT&CK: «MoBbileHUe NpUBMAEruii» U «YNpaBneHue ...
B [obasunun 6onee 50 HOBbIX NpaBuf, paclMpMB NOKpPbITUE > @ ATTE&CK: lonyuenve yueTHbix AaHbix:
9 NaKeToB 3KCMepTU3bI > @ ATTECK: Passepxa»
> ) ATT&CK: «C6op paHHbIX» U «BozpeiicTEne»
> @@ Linux. MogospuTenbHaa ceTeBas aKTMEHOCTD
B HekoTopble NoTepsiBLUME aKTYaNIbHOCTb NpaBuaa 3aMeHUIN Ha » @ Linux. MogospuTensHie aeficTans nonssosarenci
bonee apdpeKkTUBHLIE aHANOrK, NONpoWwanancb C pssaom > @ Linux. MoRoSpATENbHbIE USMEHEHNS CHCTEMHBIX OBb...
yCTapeBLWMNX «aKageMnyeckmnx» rnpasus > @ Microsoft SQL Server
> @ MongoDB
> (@ Oracle Database
> @) PostgresQL

> SAP NetWeaver AS ABAP

Positive Technologies ptsecurity.com

Oracle Database

U Positive Technologies

Bepcua 1.1.0

OnucaHue nakeTa

O nakeTe akKcn

B cocTae nakeTa BKIIK
cO6bITUIA MHDOPMaLK
CYB/ Oracle Databast
Ha IT-uHdpacTpyKTYpY

Npw nepBoHa4YanbHOM
cnucok Oracle_tables_
OTC/IEXMUBATLCA YTEHV
yka3aHbl Taénuubl SY!
Tabnu4HbIA cnncok Or
OTC/EXMBATbCA A06al



MacwTabHoe obHoBNeHne KoHTeHTa MaxPatrol SIEM 7.0: Kak U3MEHUTCHA XXU3Hb Nosib3oBaTend

O6HOBNEHHbIE MAKETbl 3KCNEPTU3bI

B ApantupoBanu npasuia nNog U3MEHEHUS B TAKCOHOMUM
N HOpManusaumu

° CDVI}'IprbI npaBun/1 OCHOBAHblI HaA OAHOTUMHBLIX MaKpoCaX

« B TakcoHoMun4yeckoMm nose alert.context coxpaHsaeTcsa BaxHas
MHpopMaumsa U3 geTekTa

* Bce cpaboTaBluve npasuia Tenepb MOXHO ya06HO rpynnuMpoBaTbh
M NpocMaTpuBaTb C NoMoLbio ogHoro PDQL-3anpoca

* Wcnonb3oBaHue nong labels no3sonsieT TouHee ynpaBnsaTb
pearMpoBaHMnEM

Positive Technologies ptsecurity.com

ATT&CK: «3akpenneHune»

ATT&CK: «[MepemewjeHne BEHYTPH NepuMeTpa»

ATT&CK: «[onyyeHne y4eTHbIX gaHHbIX»
ATT&CK: «<Passepka»

ATT&CK: «C6op gaHHbIx» n «BozgeiicTEne»
Linux. MogospuTencHan ceTeBan aKkTMEHOCTE
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MacwTtabHoe o6bHOBMEeHUe KOHTeHTa MaxPatrol SIEM 7.0: Kak U3MEHUTCS XXMU3Hb NMosib30oBaTend m

O6HOBNEHHbIE MAKETbl 3KCNEPTU3bI

Aopa6otann n yHudbumpoBasin MexaHU3M UCKJIIOUEHUN AJIA BCeX NaKeTOB 3KCNepTus3bl:
B HoBas CTpyKTypa NYHKTOB MeHt0 Ans gobasneHus uckirodeHnn ms Ul
B BO3MOXHOCTb BPY4YHYO A406aBNATb UCKIKOYEHUS, UCNOMb3YS perynsipHble BblpaXeHus

@ BO3MOXHOCTb CO34aBaTb «KOMM/1EKCHbIe» BaApuvaHThbI NCKTIOYEHNI pa3H01‘/'| cteneHn CZ10>XKHOCTUN C NMpUMEeHEHNEM
KOMOMHaunmn «benbix» n KYEepHbIX>»> CNMUCKOB

[Job6aBnnun B CNNCKU UCKNIOYEHNI AaHHblE€, OCHOBAHHbIE HA OMNbITE 3KCNEPTOB. OHu MOMOryT 6onee TOYHO
BbIAB/1ATb dTAaKW
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MacwTabHoe obHoBNeHne KoHTeHTa MaxPatrol SIEM 7.0: Kak U3MEHUTCHA XXU3Hb Nosib3oBaTend

O6HOBNEHHbIE MAKETbl 3KCNEPTU3bI

event Run_command download:

key:

event_src.host
filter {
5 filter: :NotFromCorrelator()
and filter::ProcessStart Windows commandline("curl.exe"”,"http|ftp|smb|dict|scp™)
7 and filter::CheckWL Process Creation("Download File Through Curl™, lower(object.process.cmdline))

8}

—

18 rule Download File Through Curl: Run_command_download
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MacwTabHoe obHoBNeHne KoHTeHTa MaxPatrol SIEM 7.0: Kak U3MEHUTCHA XXU3Hb Nosib3oBaTend

O6HOBNEHHbIE MAKETbl 3KCNEPTU3bI

®unerp: Bee cobbiTua *

T correlation_name '= null @ » ||l time, correlation_name, subject.accou..

time -
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Run_Masguerading_Executable_File

MSBuild_AWL_Bypass

System_Network_Configuration_Discov...

MSBuild_AWL_Bypass
Run_Masquerading_Executable_File

Run_Masquerading_Executable_File

System_Network_Configuration_Discov...

MSBuild_AWL_Bypass

ptsecurity.com

It time (ceewee ceepxy)

Binary without metainformation: Description:- | Product:- | Company:-
regex_match: .proj

cmd.exe | nslookup.exe | regex_match: nslookup

regex_match: .proj

Binary without metainformation: Description:? | Product:? | Company:?
Binary without metainformation: Description:? | Product:? | Company:?
cmd.exe | nslookup.exe | regex_match: nslookup

regex_match: .proj

22



Cnacnbo 3a BHMMaAaHUe

CnegnTte 3a HOBOCTSIMU U 3a4aBanTe
BOMnpockl B 4Yate MaxPatrol SIEM
B Telegram:

Positive Technologies


https://t.me/MPSIEMChat

