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NnaH BebuHapa

BBoaHas PaccnenoBaHue

- UeneHanpaeneHHas ataka (APT)
- APT cerogHs: ctTaTUCTUKA,;

- IHCTpyMeHT paccrenoBaHus;
- Pa3bop kenca;

- TpeHa APT: komnpomeTtauums
CTOPOHHEWN OpraHn3auuun.

- OTBETbI Ha BONPOCHI.




OcHOBHbIE onpepeneHus

Advanced persistent threat (APT)

Jiobas ataka, koTopasi 06xoanT MMeKLLInECS
cpeacTBa 3aluThl, OCTAETCS He3aMe4YEeHHOM
N NPOAOIHKAET HAHOCUTb yLepb*



OcHOBHBbIE onpepeneHun

Advanced persistent threat (APT)

OnpeaeneHue

Jiobas ataka, koTopasi 06xoanT MMeKLLInECS
cpeacTBa 3aluThl, OCTAETCS He3aMe4YEeHHOM
N NPOAOIHKAET HAHOCUTb yLepb*

CeroaHs

- MHOrogasHble;
- pacnpegerneHbl N0 BPEMEHU;
- MOTYT rOTOBUTbLCSA MOA KOHKPETHYIO MHAPPACTPYKTYPY;




APT ceropHs

aTak ObInu

B Q3 2019*

rPynnMpPOBOK HAYMHAKOT aTaky C KoOMNpoMeTauum
pecypcoB *x

, Positive Technologies
*k , Positive Technologies


https://www.ptsecurity.com/ru-ru/research/analytics/cybersecurity-threatscape-2019-q3
https://www.ptsecurity.com/ru-ru/research/analytics/apt-attacks-energy-2019

PaccnepoBaHue

KomnaHus

Invulnerable corp.

- 10 000+ coTpygHUKOB,;
- 5+ JoYepHUX opraHunsaumm;

Invulnerable child

- 250+ coTpyaHMKOB;
- cywectBytoT ¢ 2011 r;
- ctann 30 B 2019 r;
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UHuunpaeHT

- Mronb 2019:

YcnoBusi Bocripon3sBeaeHus

- HacTb, cornacoBaHHasd ¢ 3aKa34vymnKom;
- BocnpounaseneHo B Hawen nabopatopuu;
- IP, DNS-nmeHa, cCbIfnikn 3aMeHEHbI;




PaccnepoBaHue

KomMmnaHus UHuunpaeHT

- 10 000+ coTpygHUKOB,;

- Monb 2019;
- 5+ JoYepHUX opraHunsaumm;
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- 250+ coTpyaHMKOB; BT Network - HacTb, cornacoBaHHasd ¢ 3aKa34vymnKom;
- cywectBytoT ¢ 2011 r; Attack Discovery

- BocnpounaseneHo B Hawen nabopatopuu;
- ctann 30 B 2019 r; - I[P, DNS-nmeHa, cCbIfikn 3aMEHEHDI;



PT Network
Attack Discovery

— cuctema rnybokoro
aHanusa ceteoro Tpadguka (NTA)
ONS BbIABNEHUSA aTak Ha nepumeTpe
N BHYTPW CETW.

Cuctema 3HaerT, 4To NnponucxoauT

B CETW, 0OHapy>XMBaeT akTUBHOCTb
3M10YMbILLIIEHHMKOB Aaxe

B 3alundppoBaHHOM Tpaduke

N NOMOraeT B paccrieqoBaHUsX.

NTA — peweHus knacca Network Traffic Analysis




Bupeo...



Yto 61510 caenaHo

B ocCHOBHOM opraHnsauuu B noyepHeun opraHmsauuu

Ha Domain controller Ha cepBepe Exim

- CMeHa naponeu; - ObHoBMNeHa Bepcus Exim;

- 3anpeT Ha nosiHoe aenerpoBaHue - YoaneH 3arpyeHHbin pann(B T.4. U3 aBTo3arnycka)

(Full-delegation across trusts)

Ha cepBepe MS Exchange

Ha paboumx cTaHuusAX coTpyAHMKOB - OTKNtOYeHMe BO3MOXHOCTU Relay B peecTpe;

- NpaBka Habopa npas y4eTHOM 3anncn MS Exchange
Ha DC.

- Unctka dpannos.



PekomeHaauum

AHanu3 Tpaduka XpaHeHuMe n nHaekcauus
- ONS BbISABIIEHNA BHELIHUX 3JT0YMbILLIEHHUKOB. - Ins npoBeaeHns paccnenoBaHuin;

- HezaBncmmo oT obHapyXeHun;

BHyTpeHHero
XpaHeHue cbiporo Tpaduka
- ANA BbIABINIEHUA BHYTPEHHNX 3/TOYMbILLUJTEHHUKOB.

- [1ns1 pokasartenbHon 6a3bl
N OgetanbHOro Py4YHOro aHanuaa;




NMone3Haa Harpy3ska

[lpo ya3BuMocCTH

CVE-2019-10149 (Exim) B

CVE-2018-8581 (MS Exchange) |

Printer Bug


https://www.harmj0y.net/blog/redteaming/not-a-security-boundary-breaking-forest-trusts/
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-8581
http://dirkjanm.io/abusing-exchange-one-api-call-away-from-domain-admin/
http://dirkjanm.io/abusing-exchange-one-api-call-away-from-domain-admin/
http://dirkjanm.io/abusing-exchange-one-api-call-away-from-domain-admin/
http://github.com/ptresearch/AttackDetection
http://github.com/ptresearch/AttackDetection
http://github.com/ptresearch/AttackDetection
http://github.com/ptresearch/AttackDetection
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2019-10149
http://github.com/dhn/exploits/tree/master/CVE-2019-10149
http://github.com/dhn/exploits/tree/master/CVE-2019-10149
http://github.com/dhn/exploits/tree/master/CVE-2019-10149

NMone3Hana Harpys3kKa

NMpo PT NAD

N POMUIIOTUPOBATDL

Yart B Tenerpam [RRulaiNLsleiEy

BGGMHapr » [1po KOHTPONb CETEBOrO KOMMIaeHca -

* [1po BbigBNEeHME Maneapemn B LUNPPOBAHHOM Tpaduke -
* [lpo oBbHapyxeHue atak Ha AD -
» Kewucebl threat hunting ¢ PT NAD -



https://www.ptsecurity.com/ru-ru/products/network-attack-discovery/
https://www.ptsecurity.com/ru-ru/research/webinar/298584/
https://www.ptsecurity.com/ru-ru/research/webinar/298584/
https://www.ptsecurity.com/ru-ru/research/webinar/298584/
http://www.ptsecurity.com/ru-ru/research/webinar/298091/
https://www.ptsecurity.com/ru-ru/research/webinar/290582/
https://www.ptsecurity.com/ru-ru/research/webinar/302112/
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