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CopepxaHme

« KopoTtko o PT Sandbox

« Kak paboTtaet besareHTHas necovHuua
* TexHMKn aBTO3arnycka

* TeXHUKN BbINOMHEHUSA MO COObLITUIO

« TeXHUKM BHEOPEHUS B MPOLECCHI




PT Sandbox

[MecoyHuua Ang 3awnTbl OT LieneBbIX
M MaccoBbIX aTak C MPUMEHEHNEM HEU3BECTHOIO
BpeaoHocHoro MO 1 yrpo3 HyneBoro AHS.

H Sandbox

MoHuTOpUHr

Bbino/IHeHHble 3aAaHMA 3agaHua ¢ onacHbIMn d)al?inamw e

« ObecnevnBaeT KOMMEKCHbIM aHann3
doannos n Tpaduka (BKNoYas WMdpoBaHHbLIN)

* [NogaepxuBaeT rmbKyto HAaCTPOMKY BUPTYanbHbIX
cpen v 3awmiieHa oT TEXHMK obxoda neco4vHuLy

* Mcnonb3yeT yHuKanbHble 1 Hanbonee akTyanbHble
3HaHMﬂ ,EI,J'IFl BblﬂBJ'IeHVIH yl—p03 PelTUHIr $alinos no onacHocTn v ! MpoeepeHo $aiiNoB METOAOM MOBE
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Kak pabortaer 6esareHTHan

necouyHuua

Positive Technologies — ogHun u3
y4acTHUKOB pa3BuTusa npoekta DRAKVUF ™

ogithub.com/tklengyel /drakvuf

Malware analysis

DRAKVUF™ provides a perfect platform for stealthy malware
analysis as its footprint is nearly undectebable from the
malware's perspective. While DRAKVUF has been mainly developed
with malware analysis in mind, it is certainly not Timited to
that task as it can be used to monitor the execution of
arbitrary binaries.

Demos

Using DRAKVUF™ to trace Windows internal kernel functions,
including heap allocations.

‘ DRAKVUF Dynamic Malware Anal... o ~»



https://github.com/tklengyel/drakvuf

Kak paboraer 6esareHTHan
necoYHMLa

[MnepBn3op Xen

BupTtyanbHas BuptyanbHas BupTyanbHas BuptyanbHas
MawimHa Ne1 MawimHa Ne2 MawmHa Ne3 MawimHa Nen



Kak paboraer 6esareHTHan
necovyHmLua

TpaHcnauua agpecos

[ocTeBas BupTyanbHas CepBepHas XocToBas
BUPTYyarnbHas domsnyeckas
e MallunHa MallunHa e

\ [ocTeBad XocTtoBad /
pusnyeckas = ——p BUPTYanbHas

NnamMaAaTb NnamMaTb



Kak pabortaer 6esareHTHan
necoyHumua

TexHonorma SLAT
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Kak paboraer 6esareHTHan
necoYHMLa

[TepexBaT coObITUN
* Hantn B namMaTn MHTEpeCyLWnn doparMeHT Koga nUnn gaHHbIX
* M3amMeHnTb NpaBa gocTyna COOTBETCTBYHOLLEN CTpaHuLbl NamaTn (4 K6)

* [lonmaTtb ucknoyeHue (#PF)

ObpaboTaTtb cobbiTne

BoccTtaHoBUTbL npaBa A0CTyna CTpaHuUubl NaMATHU



TexHUKMU aBTo3anycka
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TexXHUKM aBTo3anyckKa

HKCU\Software\Policies\Microsoft\Windows\System\Scripts\* (Script)
HKLM\SOF TWARE\Microsoft\Windows\CurrentVersion\Explorer\AppKey\* (ShellExecute)
HKLM\SYSTEM\CurrentControlSet\Control\BootVerificationProgram (ImageName)

... saule-spb.ru/library/autorun.html

Time = 1234567890.123456, PID = 1660, PPID = 3636, TID = 920, ProcessName =
“\Device\HarddiskVolume2\Windows\System32\malware.exe", Method = , Key =
“\REGISTRY\USER\S-1-5-21-2110523999-2054815194-2341945532-1001 ", ValueName =
i ", Value = "C:\TMP\mim.exe sekurlsa::LogonPasswords > C:\TMP\o.txt™


https://www.saule-spb.ru/library/autorun.html

TexXHUKM aBTo3anyckKa

%APPDATA%\Microsoft\Windows\Start Menu\Programs\Startup

%ProgramData%\Microsoft\Windows\Start Menu\Programs\Startup

%windir%\Start Menu\Programs\StartUp

Time = 1234567890.123456, PID = 3656, PPID = 1252, TID = 1136, ProcessName =
“\Device\HarddiskVolume2\Windows\System32\malware.exe", Method = , FileName =

“\Users\Victim\AppData\Roaming\Microsoft\Windows Updater.Ink",
FileHandle = 0x60



TexXHUKM aBTo3anyckKa

[TnaHnpoBLKK 3a0au

OPER TION .

TASKMASTERS

KnbepLunmoHa X B 3rnoxy
Operation TaskMasters:

ptsecurity.com/ru-ru/research/analytics/operation-

taskmasters-2019/ Dt%;rity.com


https://www.ptsecurity.com/ru-ru/research/analytics/operation-taskmasters-2019/

TexXHUKM aBTo3anyckKa

3agaya: Kak obHapyXnTb creayroLwmn BeI30B™?

schtasks.exe /create /sc daily /tn "Malware task” /TR
"C:\Windows\System32\malware.exe" /ST 12:34



TexXHUKM aBTo3anyckKa

1) CosgaHue npouecca schtasks.exe

Time = 1234567890.123456, PID = 2000, PPID = 1252, TID = 3592, ProcessName =
“\Device\HarddiskVolume2\Windows\System32\cmd.exe", Method = , Status
= 0x0, NewProcessHandle = 0x5C, NewPid = 3476, NewThreadHandle = 0x60, NewTid = 2364,
CommandLine = "schtasks.exe /create /sc daily /tn \"Malware task\" /TR
\"C:\\Windows\\System32\\malware.exe\" /ST 12:34", ImagePathName =
"C: tem32 ", CWD = "C:\Users\Victim\Desktop\"



TexHUKMU aBTo3anycka

2) COM uHTepdenc
Crapua sakpenneHus

MnaHMpoBaHue 3aaa4 ¢ nomoubto COM nHTepdencon

BebuHap «Mlw #41: HOBbI CNOXHbIN 3arpy34mk APT-
rpynnupoBkn TAS505»: ptsecurity.com/ru-
ru/research/webinar/309243/



https://www.ptsecurity.com/ru-ru/research/webinar/309243/

TexXHUKM aBTo3anyckKa

2) COM uHTepdenc
CobbiTne Ne1

Time = 1234567890.123456, PID = 3476, PPID = 2000, TID = 2364, ProcessName =
“\Device\HarddiskVolume2\Windows\System32\malware.exe", Method = , Key =
"\REGISTRY\USER\S-1-5-21-2110523999-2054815194-2341945532-1001_CLASSES



TexXHUKM aBTo3anyckKa

2) COM uHTepdenc
CobbiTne Ne1

Abusing COM & DCOM objects:
dl.packetstormsecurity.net/papers/q

eneral/abusing-objects.pdf

Abusing COM & DCOM objects
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This com object implements the Schedule.Service class for operating the Windows Task
Scheduler Service. This COM object allows privileged users to schedule a task on a host
(including a remote host) without using the schtasks.exe binary or the schtasks.exe at
command. [2]

STaskName = [Guid]::NewGuid().ToString()

Sinstance = [activator]::Createlnstance([type]::GetTypeFromProgID("Schedule.Service"))
Sinstance.Connect()

SFolder = Sinstance.GetFolder("\")

STask = Sinstance.NewTask(0)

STrigger = STask.triggers.Create(0)

STrigger.StartBoundary = Convert-Date -Date ((Get-Date).addSeconds(SDelay))
STrigger.EndBoundary = Convert-Date -Date ((Get-Date).addSeconds(SDelay + 120))
STrigger.ExecutionTimelimit = "PT5M"


https://dl.packetstormsecurity.net/papers/general/abusing-objects.pdf

TexXHUKM aBTo3anyckKa

2) COM uHTepdenc
Co0ObiTna Ne2 n Ne3

Time = 1234567890.123456, PID = 816, PPID = 436, TID = 1584, ProcessName =
“\Device\HarddiskVolume2\Windows\System32\svchost.exe", Method = , Key =
"\REGISTRY\MACHINE\SOFTWARE\MICROSOFT\WINDOWS NT\CURRENTVERSION
C7BE-4E6A-BD96-356C6BDA513C}", ValueName = "Path”, Value = "\Malware task"

Time = 1234567890.123456, PID = 816, PPID = 436, TID = 1584, ProcessName =
“\Device\HarddiskVolume2\Windows\System32\svchost.exe", Method = , Key =
"\REGISTRY\AMACHINE\SOFTWARE\MICROSOFT\WINDOWS NT\CURRENTVERSION
TASK", ValueName = "Id", Value = "{0AE30475-C7BE-4E6A-BD96-356C6BDA513C}"

{OAE30475-

MALWARE



TexXHUKM aBTo3anyckKa

2) COM uHTepdenc
CoObiTne Ne4

Time = 1234567890.123456, PID = 816, PPID = 436, TID = 1584, ProcessName =
“\Device\HarddiskVolume2\Windows\System32\svchost.exe", Method = , FileName =
" Malware task”, FileHandle = 0x1078



TexHUKMU aBTo3anycka

regmon Time = 1234567890.123456, PID = 816, PPID = 436, TID = 1584,

, Method = NtSetValueKey, Key =
"“\REGISTRY\AMACHINE\SOFTWARE\MICROSOFT\WINDOWS NT\CURRENTVERSION\SCHEDULE\TASKCACHE\TASKS\{0OAE30475-
C7BE-4E6A-BD96-356C6BDA513C}", ValueName = "Path”, Value = "\Malware task"

regmon Time = 1234567890.123456, PID = 816, PPID = 436, TID = 1584,

, Method = NtSetValueKey, Key =
"“\REGISTRY\AMACHINE\SOFTWARE\MICROSOFT\WINDOWS NT\CURRENTVERSION\SCHEDULE\TASKCACHE\TREE\MALWARE
TASK", ValueName = "Id", Value = "{0AE30475-C7BE-4E6A-BD96-356C6BDA513C}"

filetracer Time = 1234567890.123456, PID = 816, PPID = 436, TID = 1584,
, Method = NtWriteFile, FileName =
"“\Windows\System32\Tasks\Malware task”, FileHandle = 0x1078



TexXHUKM aBTo3anyckKa

schtasks.exe -> TaskScheduler COM



TexXHUKM aBTo3anyckKa

BbizoBbl 00bekToB TaskScheduler COM

Time = 1234567890.123456, PID = 3476, PPID = 2000, TID = 2364, ProcessName =
“\Device\HarddiskVolume2\Windows\System32\schtasks.exe", Method = , Event = "api_called”, CLSID ="
", CalledFrom = OxFF1FB067, ReturnValue = 0x0, Arg0 = 0x447df0, Arg1 = 0x0, Arg2 = 0x4462b0

Time = 1234567890.123456, PID = 3476, PPID = 2000, TID = 2364, ProcessName =
“\Device\HarddiskVolume2\Windows\System32\schtasks.exe", Method = , Event = "api_called", CLSID = "OF87369F-
A4E5-4CFC-BD3E-73E6154572DD", CalledFrom = OxFF1FA6A5, ReturnValue = 0x0, Arg0 = 0x446740, Arg1 =

Time = 1234567890.123456, PID = 3476, PPID = 2000, TID = 2364, ProcessName =
“\Device\HarddiskVolume2\Windows\System32\schtasks.exe", Method = , Event = "api_called”, CLSID
= "0F87369F-A4E5-4CFC-BD3E-73E6154572DD", CalledFrom = OxFF1FB566, ReturnValue = 0x0, Arg0 = 0x31ff70, Arg1 =" "
Arg2 = 0x4462b0, Arg3 = 0x2, Arg4 = Ox1dcda0, Argh = Ox1dcde0, Argé = 0x3, Arg7 = 0x1dcdcO, Arg8 = 0x446a90

b



TexXHUKM aBTo3anyckKa

A 4TO HacyeT at.exe?



TexXHUKM aBTo3anyckKa

3agaya: Kak obHapyXnTb creayroLwmn BeI30B™?

sc.exe create MalwareService binPath= C:\Windows\malware.exe



TexXHUKM aBTo3anyckKa

3agaya: Kak obHapyXnTb creayroLwmn BeI30B™?

sc.exe create MalwareService binPath= C:\Windows\malware.exe

DESCRIPTION:

Creates a service entry in the registry and Service Database.
USAGE:

sc <server» create [service name] [binPath= ] <optionl> <opt:
OPTIONS:

NOTE: The option name includes the equal sign.
A space is required between the equal sign and the value.
type= <own|share|interact|kernel|filesys|rec|userown|usershare>
(default = own)
start= <boot|system|auto|demand|disabled|delayed-auto>
(default = demand)

error= <normal|severe|critical|ignore>
fdafand+ i 15
Ay

_______ sy

binPath= <BinaryPathName to the .exe file>
group= <LoadUrderGroup:>

tam— suaclnas



TexXHUKM aBTo3anyckKa

CospnaHue crnyxo6ol

Time = 1234567890.123456, PID = 426, PPID = 344, TID = 672, ProcessName =
"\Device\HarddiskVolume2\Windows\System32\services.exe", Method =
Key = "\REGISTRY\MACHINE\SYSTEM MALWARESERVICE",
ValueName = "ImagePath”, Value = "C:\Windows\malware.exe"

)



TexHUKMU aBTo3anycka

CreateServiceA (Advapi32.dll -> sechost.dll) -> NdrClientCall4 (RPCRT4.dll)




TexHUKMU aBTo3anycka

367ABB81-9844-35F1-AD32-98F038001003 - \PIPE\svcctl

docs.microsoft.com/en-us/openspecs/windows protocols/ms-scmr/4c8b7701-b043-
400c-9350-dc29cfaabe’a



https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-scmr/4c8b7701-b043-400c-9350-dc29cfaa5e7a

TexXHUKM aBTo3anyckKa

Tak, 4YTo Tam C at.exe?



TexXHUKM aBTo3anyckKa

at.exe -> NetScheduleJobAdd (schedcli.dll)

rverMame, &GlobalatInfo, &Globallobld);

& awrmy 4
& Bx18) )




TexHUKMU aBTo3anycka

NetScheduleJobAdd (schedcli.dll) -> NdrClientCall4 (RPCRT4.dll)

DWORD _ stdcall MetScheduleleobAdd(LPCWSTR Servername, LPBYTE Buffer, LPDWORD JobId)
I




TexHUKMU aBTo3anycka

1FF70682-0A51-30E8-076D-740BEBCEE98B - ATSvc UUID version 1.0

docs.microsoft.com/en-us/openspecs/windows protocols/ms-tsch/fbab083e-f79f-
4216-af4c-d5104a913d40



https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-tsch/fbab083e-f79f-4216-af4c-d5104a913d40

TexHUKMU aBTo3anycka

Time = 1234567890.123456, PID = 1352, PPID = 3012, TID = 824, ProcessName =
“\Device\HarddiskVolume2\Windows\System32\sc.exe", Method = , CalledFrom =
OxFF2B1822, ReturnValue = 0x406600, hSCManager = 0x4065d0, |pServiceName =
i ", IpDisplayName =™, dwDesiredAccess = 0xfO1ff, dwServiceType = 0x10,
dwStartType = 0x3, dwErrorControl = 0x1, lpBinaryPathName =" "
I[pLoadOrderGroup =", |pdwTagld = 0x0, |pDependencies =", |pServiceStartName = ",
I[pPassword = ™

Time = 1234567890.123456, PID = 1352, PPID = 3012, TID = 824, ProcessName =
“\Device\HarddiskVolume2\Windows\System32\sc.exe", Method = , CalledFrom =
Ox7FEFF076609, ReturnValue = 0x0, pStubDescriptor = 0x7feff075790, pFormat = Ox7feff073acé6,
Interfaceld =" ", TransferSyntax = "8A885D04-1CEB-
11C9-9FE8-08002B104860"



TeXHMKM BbINOJIHEeHMA No cobbiTHIO

AppCert DLLs — 3arpy3Kka 61Mb6/1MOTEK Npu CTapTe NPoLLECCOoB Yyepes
CreateProcess/WinExec

Time = 1234567890.123456, PID = 920, PPID = 3656, TID = 2516, ProcessName =
“\Device\HarddiskVolume2\Windows\System32\malware.exe", Method = , Key =
"“\REGISTRY\MACHINE\SYSTEM\CONTROLSETOO01 Y
ValueName = "foobar”, Value = "C:\malware.dll™



TeXHMKM BbINOJIHEeHMA No cobbiTHIO

(Load)Applnit DLLs — 3arpyska 61M6moTek npu ncnosab3oBaHum user32.dll

Time = 1234567890.123456, PID = 2516, PPID = 3636, TID = 3288, ProcessName =
“\Device\HarddiskVolume2\Windows\System32\malware.exe", Method = , Key =
"\REGISTRY\MACHINE\SOFTWARE\MICROSOFT Y
ValueName =" * Value = "C:\malware.dll™



TeXHMKM BbINOJIHEeHMA No cobbiTHIO

Image File Execution Options — 3anycK npouecca B Ka4ecTse OT/1IaguyMKa

Time = 1234567890.123456, PID = 920, PPID = 3656, TID = 2516, ProcessName =
“\Device\HarddiskVolume2\Windows\System32\malware.exe", Method = , Key =
"\REGISTRY\MACHINE\SOFTWARE\MICROSOFT

NOTEPAD.EXE", ValueName =" " Value = "C:\malware.exe /s"



TeXHMKM BbINOJIHEeHMA No cobbiTHIO

Shimming — nepeHarnpaBrneHme Bbi3oBa CUMMBOSIOB 13 Tabnuubl nMnopTa
NcrnonHAemoro ganna

Time = 1234567890.123456, PID = 2256, PPID = 1992, TID = 2784, ProcessName =
“\Device\HarddiskVolume2\Windows\System32\malware.exe", Method = , FileName =
{55aab41f-5d5c-abdf-4568-baef76587bd7}.sdb", FileHandle = 0x60

Time = 1234567890.123456, PID = 2256, PPID = 1992, TID = 2784, ProcessName =

“\Device\HarddiskVolume2\Windows\System32\malware.exe", Method = , Key =
"“\REGISTRY\AMACHINE\SOFTWARE\MICROSOFT

SERVICES.EXE", ValueName = "{55aab41f-5d5c-abdf-4568-baef76587bd7}.sdb",
Value = "AQ EE E4 0C 27 30 D6 01"



TeXHMKM BbINOJIHEeHMA No cobbiTHIO

Windows hooking — BbINosiHeHWE Koga rnpu HacTynfeHNM CUCTEMHbIX CODbITUN

Time = 1234567890.123456, PID = 3040, PPID = 1324, TID = 1496, ProcessName =
“\Device\HarddiskVolume2\Windows\System32\malware.exe", Method =
, Module = "win32k", vCPU = 1, CR3 = Ox5C5EB000, Syscall = 140, Mod =
0x74C10000, UnsafeModuleName = "C:\Users\Victim\AppData\Local\Temp\malware.dll", Threadld
= 0x0, , HookProc = 0x74C11010, Ansi = 0x0



TeXHUKN BHeapeHUs B NpoueccChl

BHenpeHve B npouecc ‘ MNepenaya ynpasneHus



TeXHUKU BHeApPEeHUs B NPoLecChl

BHegpeHme B npouecc

« NtWriteVirtualMemory (WriteProcessMemory)

« NtMapViewOfSection (MapViewOfSection)

« NtAddAtom + NtQuerylnformationAtom (aka Atom Bombing)

« NtUserFindWindowEx/NtUserSetWindowLong (aka Extra Window)



TeXHUKU BHeApPEeHUs B NPoLecChl

[lepenayva ynpaBneHus

* NtCreateThreadEx (CreateRemoteThread)

* NtQueueApcThread/NtQueueApcThreadEx (QueueUserAPC)

* NtGetContextThread/NtSetContextThread (SetThreadContext)

« NtQuerylnformationThread/NtSetInformationThread
(ThreadInformationClass=0x1D, WoW64)



TeXHUKU BHeApPEeHUs B NPoLecChl

Doppelganging, NtCreateTransaction

Time = 1234567890.123456, PID = 2296, PPID = 1336, TID = 2620, ProcessName =
“\Device\HarddiskVolume2\Users\Victim\Desktop\malware.exe", Method = ,
Module = "nt", vCPU = 1, CR3 = 0x5FC38000, Syscall = 168, TransactionHandle = 0x19BED90,
DesiredAccess = 0x1F003F, ObjectAttributes = Ox19BED38, Uow = 0x0, TmHandle = 0x0,
CreateOptions = 0x0, IsolationLevel = 0x0, IsolationFlags = 0x0, Timeout = 0x0, Description = 0x0



TeXHUKU BHeApPEeHUs B NPoLecChl

Doppelganging, NtRollbackTransaction

Time = 1234567890.123456, PID = 2296, PPID = 1336, TID = 2620, ProcessName =
“\Device\HarddiskVolume2\Users\Victim\Desktop\malware.exe", Method = ,
Module = "nt", vCPU = 0, CR3 = 0x5FC38000, Syscall = 327, TransactionHandle = 0x150, Wait = Ox1



TeXHUKU BHeApPEeHUs B NPoLecChl

Doppelganging, NtCreateProcessEx

Time = 1234567890.123456, PID = 2296, PPID = 1336, TID = 2620, ProcessName =
“\Device\HarddiskVolume2\Users\Victim\Desktop\malware.exe", Method =
Module = "nt", vCPU = 0, CR3 = 0x5FC38000, Syscall = 74, ProcessHandle = O0x19BEE5O0,
DesiredAccess = 0x10000000, ObjectAttributes = 0x0, ParentProcess = OxFFFFFFFFFFFFFFFF, Flags
= 0x4, SectionHandle = 0x15C, DebugPort = 0x0, ExceptionPort = 0x0, JobMemberLevel = 0x0



TeXHUKU BHeApPEeHUs B NPoLecChl

Doppelganging, NtWriteVirtualMemory

Time = 1234567890.123456, PID = 2296, PPID = 1336, TID = 2620, ProcessName =
“\Device\HarddiskVolume2\Users\Victim\Desktop\malware.exe", Method = ,
Module = "nt", vCPU = 0, CR3 = 0x5FC38000, Syscall = 55, , BaseAddress =
0x5C5060, Buffer = 0x5C5060, BufferSize = 0x1724, NumberOfBytesWritten = 0x19BED78



TeXHUKU BHeApPEeHUs B NPoLecChl

Doppelganging, NtCreateThreadEx

Time = 1234567890.123456, PID = 2296, PPID = 1336, TID = 2620, ProcessName =
“\Device\HarddiskVolume2\Users\Victim\Desktop\malware.exe", Method = ,
Module = "nt", vCPU = 0, CR3 = 0x5FC38000, Syscall = 165, ThreadHandle = Ox19BEE70,
DesiredAccess = 0x10000000, ObjectAttributes = 0x0, ProcessHandle = 0x160, StartRoutine =
0x1000170C0, Argument = 0x0, CreateFlags = Ox1, ZeroBits = 0x0, StackSize = 0x0,
MaximumStackSize = 0x0, AttributeList = 0x0



TeXHUKU BHeApPEeHUs B NPoLecChl

« NtUserMessageCall (aka Extra Window)
* Msg=0xf (WM_PAINT)
* NtUserMessageCall (aka ListPlanting)
* Msg=0x1030 (LVM_SORTITEMS)
* Msg=0x109f (LVM_INSERTGROUPSORTED)
* Msg=0x109e (LVM_SORTGROUPS)



NMonesHble CCbINKU

PT Sandbox
ptsecurity.com/ru-ru/products/sandbox/

PT ESC Threat Intelligence blog
ptsecurity.com/ru-ru/research/pt-esc-threat-intelligence/

PT ESC Incident Response Alert
ptsecurity.com/ru-ru/services/esc/

Bonpochbl
webinar@ptsecurity.com

KacTtommnaauunsa neco4HuL:
noYemy 3TO HY>XHO BaM NPSMO cenyac

habr.com/ru/company/pt/bloq/494240/

[leTekTnpoBaHue TEXHUK 0Bxona NecoYHUL,
n BupTyanusauum Ha npumepe PT Sandbox

habr.com/ru/company/pt/blog/507912/

Alexey Vishnyakov
avishnyakov@ptsecurity.com
Twitter: ®@VishnyakQOv
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