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Introduction
Dangerous vulnerabilities are found on corporate information systems (CIS) every year. If left,
these vulnerabilities allow outsiders to compromise critical business systems on corporate networks, providing attackers the ability to expand an initial foothold or even obtain complete
CIS control. When successful, these attacks cause substantial financial and reputational losses.
To prevent such threats, the experts at Positive Technologies perform numerous penetration
tests each year for major organisations worldwide. This testing attempts to answer the question “What would a real attacker do?” This technique evaluates the true level of security and
identifies specific flaws in security mechanisms, including flaws that are not readily discoverable by other audit methods.
This report presents the typical attack scenarios that have been modelled during our penetration tests over the last three years. The scenarios described allow control to be obtained for
critical corporate resources in almost all penetration tests when performed as an insider, resulting in total control of the CIS in over 70% of cases; adopting the role of an outside attacker, the
network perimeter was breached in 80% of cases. All organization names, network address,
employee names, contact information, and other identifying information have been removed.
These attack scenarios are not industry-specific: the protection deficiencies we found can affect any company or organization.
Black-hat hackers use similar techniques for attacking actual targets. Our experts' investigation
of digital incidents in 2016 showed that cybercriminals have moved away from complicated
attacks involving zero-day vulnerabilities. Instead, they are using simpler methods that are inexpensive to implement. Criminals are increasingly using publicly available and/or commercial
tools (such as legitimate penetration testing software: Cobalt Strike, Metasploit, etc.) and builtin OS functionality, which masks their activity on the victim's infrastructure. Examples are the
attacks on banks by the Cobalt1, Carbanak2, and Buhtrap3 hacker groups.
While banks were the targets for those particular hacks, the vulnerabilities that made the attacks possible can be found at any company. The penetration testing methods described in
this report allow for companies to identify these vulnerabilities before criminals can make use
of them. After each scenario, recommendations are given on how to prevent such attacks. By
following these recommendations, system administrators and security specialists can significantly improve the overall level of corporate digital security from both internal and external
threats.

1
2
3

https://www.ptsecurity.com/upload/corporate/ww-en/analytics/Cobalt-Snatch-eng.pdf
http://www.group-ib.com/files/Anunak_APT_against_financial_institutions.pdf
http://www.group-ib.com/brochures/gib-buhtrap-report.pdf
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Breaching the perimeter
Based on years of penetration testing experience, Positive Technologies has identified six key
attack techniques that can be employed by outsiders to breach the network perimeter and
obtain corporate network access. These techniques are based on the following types of vulnerabilities, which potentially occur on the perimeter of almost any organization:
++
++
++
++
++
++

Poor management of accounts and passwords
Vulnerabilities in web applications
Poor traffic filtering
Poor vulnerability and update management
Poor user awareness of information security issues
Poor configuration and access control

To breach the network perimeter, an attacker must be able to run operating system (OS) commands on the victim node. These scenarios not only allow such privileges to be obtained, but
the server to be compromised completely. If an internal network interface is present on the
server, the attacker can proceed to other corporate network resources.
In some penetration tests, each one of the listed scenarios— alone —was successful in compromising the target without requiring additional methods. In other tests, a combination of
methods was necessary, making the attack more complicated, but without detriment to the
ultimate success of the attack.

Scenario 1. Password attacks
Management/remote access interfaces
Administering complex distributed systems using only local connections would be a near-impossible and time-consuming task. System administrators use various protocols—such as
Telnet, RSH, and SSH—to remotely manage devices, plus other protocols—such as RDP—to
connect remotely. Often, admins use widely available software to perform remote connections: RAdmin, Ammyy Admin, etc. The use of such tools gives outsiders an opening to perform password attacks and, if successful, obtain access to the OS.
Attackers do not need special knowledge or skills to do this. In most cases, all they need is a
laptop, program for cracking passwords (easily available online, e.g., Hydra) and a dictionary
(many special dictionaries with common user IDs and passwords for particular systems and
services are available on the Internet). Filtering connections by IP address will complicate the
task for attackers, but they can find alternative routes, such as compromising other nodes on
the network perimeter and continue the attack from the compromised nodes (instead of the
attacker's own address).
Examples of common user name/password combinations for SSH and Telnet access include:
root:root, root:toor, admin:admin; test:test. On occasion passwords are not required to obtain
maximum privileges (root access).
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For RDP access, either local or domain accounts are used. Common user name/passwоrd combinations include: Administrator:P@ssw0rd; Administrator:123456; Administrator:Qwerty123, or
even Guest without a password required.
How to stay safe. For secure remote access via SSH, we recommend using key-based authentication: the client's public key is stored on the server and the private key is stored client
side. Тhe client can log in as long as they have the private key. More broadly speaking, we
recommend restricting access to nodes via remote access over the Internet. Only a limited
number of administrator workstations should have this capability. For this, the relevant firewall
configuration is necessary. In addition, we recommend a strict password policy to prevent
simple or dictionary passwords from being used. If remote administration is truly necessary, we
recommend secure VPN connections.

Web server and database administration interfaces
There are other services that could allow an outsider to obtain total control over a perimeter
node as the beachhead for further attacks. These services include database management systems (DBMS) and web servers.
For server management via SSH, Telnet, and other protocols, a password must be manually
set. However, various “out of the box” DBMS and web servers installed typically have default
(vendor-set) credentials. Of course, the manufacturer documentation recommends passwords
are changed on first use. As experience shows, not all administrators do so and many will use
weak user name/password combinations.
Some of the most widespread default credentials encountered in our penetration tests are:
++
++

For databases: sa:sa, sa:P@ssw0rd; oracle:oracle; postgres:postgres; mysql:mysql, mysql:root;
and various combinations with a blank password.
For Tomcat servers: tomcat:tomcat, tomcat:admin.
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The Tomcat Web Application Manager administrator interface allows uploading of compressed
files with the .war extension. An attacker can upload a web application or web command-line
interpreter, enabling the attacker to run OS commands.

Having DBMS access, an attacker can not only read information from the database, but run OS
commands on the server with the privileges of the database software. In effect, the attacker
obtains server access comparable to the access available via management interfaces, the only
potential difference being in the level of privileges. If privileges are restricted, the attacker can
attempt to leverage OS vulnerabilities to escalate the attacker's role on the system. However,
escalation may not be necessary for attacking corporate network resources.
The privilege levels of the web server, DBMS, and individual users are often a decisive factor
in securing the network perimeter. For example, old versions of MS SQL Server were installed
by default with NT AUTHORITY\SYSTEM privileges, the maximum level possible in Windows.
This meant any attacker who guessed or cracked the database password instantly obtained
full control over the server. This vulnerability has now been fixed in recent versions of MS
SQL Server: the default privileges are restricted under NT SERVICE\MSSQLSERVER4. Such steps

4

https://msdn.microsoft.com/en-us/library/ms143504.aspx#Serv_Perm
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are often insufficient, however. In the course of one penetration test, we found that the NT
SERVICE\MSSQLSERVER user had SeImpersonatePrivilege privileges in the OS. This means that
the user, with the help of an impersonation token5, can assign itself the privileges of any other
user from the list of available users. The Mimikatz utility can be used for this purpose. During
testing, we found that maximum system privileges (NT AUTHORITY\SYSTEM) were among
those that could be assigned.
How to stay safe. Administrators must carefully monitor which privileges are used by software and users, and minimize these privileges wherever possible. We recommend limiting
Internet access to databases and web server administration interfaces. Only a limited number
of administrator workstations should have such access and only from the local network. For
this, the relevant firewall configuration is necessary. In addition, we recommend a strict password policy to prevent simple or dictionary passwords from being used.
If access to the web server administration interface is necessary, we recommend IP filtering to
allow only administrator workstations to perform such connections.

Scenario 2. Exploitation of web vulnerabilities
Running OS commands does not always require an attacker to obtain credentials for management interfaces. Sometimes, web applications on the company's network perimeter have
vulnerabilities that make OS commanding possible. By definition, most web applications are
intended for public (official websites, electronic stores, news sites, etc.) and are intended to be
accessible by every Internet user. This opens up many possibilities for attackers.
The most dangerous vulnerabilities in web applications include: uploading arbitrary files, performing SQL injection, and running arbitrary code. Exploitation of such vulnerabilities can lead
to full server compromise.
An example of a very easy-to-implement attack that has been successful in our tests is as follows. Most public web apps include registration of new user accounts. On the account page,
users can usually upload content (photos, videos, documents, presentations, etc.). In most cases the application verifies which kind of file is being uploaded by comparing them against a list
of forbidden file extensions. But these checks are often ineffective, in which case the attacker
can upload a web command-line interpreter simply by changing the file extension. As a result,
the attacker can run OS commands with the privileges of the web application. If these privileges were excessive to start with, then the attacker can obtain complete control.
Even if the server does a good job of filtering uploaded files, the system configuration must
also be taken into account.
One example could be a web application where files are verified as they are uploaded, forbidding any files with the extension .php. During testing, our experts found that the server
had a vulnerable software/OS combination allowing this rule to be bypassed. The CMS Bitrix
configuration in the file /upload/.htaccess was not restricted against uploading .pht files. That
format is treated on Debian and Ubuntu operating systems as a file in PHP format. Therefore
a vulnerability in the server configuration allowed a web command-line interpreter (.pht) upload to the server despite the restriction (.php) that had been set.

5

https://msdn.microsoft.com/en-us/library/windows/desktop/aa378842(v=vs.85).aspx
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Other methods, such as SQL queries, target web applications to run commands on the server.
These attacks are generally not difficult to perform, although they are not exactly trivial either.
The below screenshot shows the ID command being performed through SQL injection combined with exploitation of Local file inclusion vulnerability.

These methods require knowledge about bypassing server filtering of file uploads and/or creating SQL queries. But this knowledge may not be necessary at all, such as when file uploads
are completely unrestricted.
How to stay safe. In addition to a strict password policy, we recommend restricting file uploads to servers using a white list. To prevent exploitation of vulnerabilities in application code
(SQL injection, OS commanding, etc.), user-provided data should be filtered at the level of application code. We also recommend using a web application firewall.
Note that this report presents only a small sample of possible attacks against web applications.
For more details, please refer to our other reports: “Web Application Vulnerabilities”6 and “Web
Application Attacks”7.
6
7

https://www.ptsecurity.com/upload/corporate/ww-en/analytics/Web-Application-Vulnerability-2016-eng.pdf
https://www.ptsecurity.com/upload/corporate/ww-en/analytics/Web-Application-Attack-Trends-2017-eng.pdf
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Scenario 3. Exploitation of known vulnerabilities
Attacks on a vulnerable protocol
Another example of poor traffic filtering on the network perimeter involves attacks on Java
Debug Wire Protocol (JDWP), one of the components of Java Platform Debug Architecture
(JPDA). The protocol does not perform authentication or encryption of traffic, and outsiders
can utilize this fact if the JDWP interface is Internet-accessible. An attacker can use a publicly
available exploit8 to run OS commands. In addition, the service using JDWP often has maximum privileges, meaning an outsider is just one step away from obtaining total control of the
server. Below is an example of a successful attack utilizing a publicly available exploit.

The file exec.pl with a backconnect script was uploaded to the server. Subsequently, the privileges for running the file were changed. Running the script results in an interactive shell, which
enabled running OS commands to sustain and expand the attack.
How to stay safe. This example shows how the network perimeter can be breached even on
networks with strong passwords and regular software updates. Debugging interfaces should
not be accessible from external networks.

Attacks on vulnerable software
Outdated software is one of the most frequent security threats found on the network perimeter. Penetration testing does not generally involve exploiting software vulnerabilities to
run code remotely (such as buffer overflows) since these exploits can result in system failure.
However, actual attackers are less considerate, and may even have this as their goal. Here are
just a few examples of obsolete software often encountered on network perimeters, with
relevant vulnerabilities: Windows Server 2003 SP1, SP2 (CVE-2012-0002), Nginx 1.3.11 (CVE2013-2028), PHP 5.3.8, 5.3.28, 5.5.1, and many other versions (CVE-2014-3515, CVE-2011-3379,
8

https://github.com/IOActive/jdwp-shellifier
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CVE-2013-6420), ProFTPD FTP Server 1.3.3a (CVE-2011-4130, CVE-2010-4221), and OpenSSH
Server 4.3 (CVE-2006-5051, CVE-2006-5052). Even old standby Windows XP can still be found in
the wild (CVE-2008-4250).
Exploiting such vulnerabilities often requires attackers to have special skills for developing a
new exploit. But publicly available and commercial exploits can also be used, either “out-ofthe-box” or with minimal changes for the conditions of the particular attack target.
A number of projects have demonstrated exploitation of the critical Heartbleed vulnerability
(CVE-2014-0160). On a service that supports SSL connections, or running on a *nix OS with a
vulnerable version of the OpenSSL library installed, portions of memory of the server process
(in this example, the web server) can be read. These portions of memory can contain critical
data in cleartext: account credentials, user sessions, access keys, and more. In this example, the
attack and memory analysis revealed a user password, among other information.

How to stay safe. Preventing such attacks requires regularly updating software and installing
OS security updates. In addition, we recommend against disclosing the version of software in
use, such as the web server version, which is sometimes indicated in standard error messages
or HTTP responses.

Scenario 4. Social engineering
Social engineering is as old as hacking itself. Attackers can trick employees into revealing account data or other important information over the phone or in correspondence.
An example of this from our testing is a social engineering phone call exercise, that was performed as part of awareness testing with a bank employee. The employee was selected based
on a screening mailshot of phishing messages. This employee not only clicked the link in the
message, but then started corresponding with the Positive Technologies expert, whom the
employee falsely believed to be the administrator of the bank's corporate network.
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Our expert, claiming to be the administrator, proposed resolving the non-functioning link provided in an email message. The phone conversation lasted around four minutes, but this was
enough time to accomplish the objective – of getting the account credentials necessary for
accessing the employee's workstation and domain resources.
In addition to eagerly providing confirmation of the software versions in use, the employee
also disclosed the password to our expert, asking that the expert not change it as the current
one was “convenient” (that is to say, very simple). As a result, an actual attacker could have
obtained access to the user's workstation and domain resources—and even be sure that the
employee would not change this password, so the password would continue to remain valid.
Naturally, not all people are so trusting, and this approach has a high risk of a suspicious employee reporting the incident to corporate security. Therefore attackers often turn to more
sophisticated methods requiring additional preparation with a lower risk of detection.
For example, for phishing-type scenarios, an attacker will register a domain and create a fake
sign-in form. The attacker tries to make the phishing page identical in design to the page the
employee normally uses. The attacker also develops special scenarios to determine the software versions used by the employee, plus scenarios for then exploiting vulnerabilities in that
software. If planning to infect a workstation with malware, the attacker takes into account any
protection systems installed on the node, which requires additional reconnaissance. All of this
makes it more difficult to pull off an attack. But as our penetration testing and real-life forensic
investigation experience shows, most organizations today are vulnerable to these social engineering attacks. In recent years, they are the first step taken by cybercriminals to penetrate the
systems of banks, government agencies, and industrial companies.
Another example of a phishing message used by Positive Technologies penetration testers at
various companies in 2016 uses a domain that closely resembles the target company's actual
domain. While an eagle-eyed employee could easily see the suspicious sender address, practice shows that most employees do not notice. In addition, to further evade suspicion the
attacker could change the sender address to a real address belonging to a company employee.
In our pentesting, downloading and opening the attached archive merely sent information on
the user and running software to a special address. In a real attack, however, the workstation
could have been immediately infected with malware.
In one investigation, our experts identified a similar vector used to penetrate a bank's internal
network. Malware was sent by email in an archive. The phishing emails were sent from the
addresses of employees at a partner bank with which the target bank regularly corresponded.
The addresses were fabricated by the attackers, who performed pre-attack reconnaissance
and closely studied legitimate employee correspondence (the partner bank was likely attacked as well).
How to stay safe. As shown above, even the bare minimum of employee vigilance can go a
long way toward preventing social engineering: always verify the sender address, don't click
suspicious links, and don't open attachments unless absolutely sure they are safe. Do not give
account information to anyone, even administrators or security staff.
However, some attack methods are more subtle, such as when messages arrive from a trusted
person. Against these attacks, we recommend antivirus solutions that scan attachments before they are opened by the employee. Some antivirus solutions quarantine suspicious files—
in a safe zone where possible malware can be safely analyzed.
We strongly recommend holding regular security awareness training for employees, and then
verifying the results with social engineering exercises.
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Scenario 5. Cleartext data
This method is not an attack as such, but in many pentests Positive Technologies’ experts have
used it to breach the network perimeter as a stepping stone to other attacks.
The pages of web applications often contain a wealth of information in cleartext: user accounts, software and server versions, addresses of critical systems, hardware configuration files,
and even web application source code. Any outsider could obtain access and upload arbitrary
files, without needing to even perform any attacks on the system, after identifying an account
for SSH access, database connections, or the web application management interface.

The domain account may be present in cleartext as well. In one penetration test, this information allowed our experts to obtain access to a Wi-Fi network, and in turn to the domain
controllers of the corporate network. During another test, one such account was the gateway
for accessing many of the company's Internet-accessible resources, including Jira (how to capitalize on this vector is described in Scenario 6).
The following example shows how dangerous source code can be. In this case, files in the
.svn folder are publicly available on the network perimeter. To download the source code, an
attacker could use dvcs-ripper and Subversion.
External pentesting involves modelling the actions of an attacker who does not have any prior
knowledge of the CIS (black box testing). But armed with the application source code, an
attacker can now perform white box analysis, making the application an open book. Both
manual analysis and widely available automated software can identify weak spots in the code.
As a result, the attacker can identify all possible vulnerabilities and exploit them.
Our analysis of the source code in this particular case showed that one file contains, in cleartext,
the account credentials of the web application administrator. In addition, we found vulnerabilities that grant read/write access to the server, giving complete control as demonstrated in
the previous scenarios.
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How to stay safe. System administrators should be careful about what data is visible on
web pages and impose effective access controls on the files and folders hosted on Internetaccessible servers.
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Scenario 6. Busting out of the sandbox
The network perimeter is home to a company's public-facing web applications available over
HTTP and/or HTTPS. However, some companies go further, with corporate resources, mail services (OWA), portals, and other systems also on the perimeter.
Let's consider an attack scenario that began with obtaining domain credentials (available in
cleartext) from a publicly available web application page, that enabled access to a range of
corporate resources on the network perimeter (see Scenario 5).
Among these resources was Jira, and by connecting to this an outsider could get the names of
all users on the domain. The testers downloaded this list and brute-forced the password ‘P@
ssw0rd’ belonging to one of the domain users. Incidentally, this password is one of the most
popular ones on corporate systems9, so this account could have been cracked directly; this
method tests the passwords of domain accounts to avoid lock-outs after too many unsuccessful password attempts. This method is not part of the attack scenario described here, but yet
again highlights the importance of a strong password policy and secure storage of account
information.)
This account was then used to connect to another of the company's resources available on the
network perimeter—Citrix. The attack on this resource is the essence of Scenario 6.
Citrix is used for virtualization, offering remote access to corporate applications and workstation/server desktops from any device. A user with access to Citrix should not be able to leave
the virtualized environment and run OS commands directly on the Citrix host server. However,
attackers can apply methods to break out of this sandbox. For example, an attacker with Citrix
access can launch Internet Explorer and use its built-in Open File function. If the server is not
configured to properly control access to files and folders, this browser function allows access
to the file system, including the system folder, in which cmd.exe can be launched to run any
commands the attacker desires. Similar vectors exist with other software containing Open File
functionality.

9

https://www.ptsecurity.com/upload/corporate/ww-en/analytics/Corporate-Vulnerability-2016-eng.pdf
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How to stay safe. This example shows exploitation of a vulnerability involving insufficient
restrictions on access to OS functions and files. By using the built-in functionality of standard
software, the attacker could obtain access to any files on the server. This is a serious oversight
of the server administrator.
To prevent such attacks, consider whether it is truly necessary to make such resources available
on the network perimeter. If so, implement a strong password policy and strictly regulate access to OS folders and files so that users of Citrix and similar systems cannot access the server's
file system, especially for executing files (in particular, by restricting access to the system folder).
Minimize access privileges as much as possible. In addition, we recommend using the secure
TLS protocol with client root certificate verification for launching software in Citrix.

Obtaining CIS control
Attacks on internal corporate resources fall into one of two types: inside (via a network plug
at the corporate office) or outside (after breaching the network perimeter). Inside attacks can
differ depending on the segment used to perform the attack, as well as the original set of
privileges in the attacker’s possession.
Internet-based attacks on corporate networks do not require additional network authentication (since the attacker already has certain privileges on the compromised server on a particular network segment). Inside attackers, however, must first somehow log in to obtain privileges
on an internal network resource—assuming, of course, that the attacker is not an employee
given privileges for their role.
The difficulty for an insider performing an attack depends to a certain extent on the network
configuration and equipment in use. First and foremost, key settings include segmentation,
filtering of network protocols, and refusal to allow unauthorized hardware to connect to the
network. Unfortunately, few organizations have sufficient protection at the network level.
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Most corporate information systems are based on domains (Microsoft Active Directory). This
is convenient and allows for centralized administration of even large distributed network infrastructures. However, this is a vulnerable attack surface if security concerns are given short
shrift by administrators and users. In practice, the most common problems are weak password
policies and insufficient protection of privileged domain accounts.
The easiest and most common scenario for attacks on Microsoft Active Directory systems is a
combination of two simple actions by an insider: obtaining local administrator privileges on
a network node and launching special utilities to hack the compromised endpoint to obtain
account credentials.
A local administrator account can be used to obtain cleartext passwords. This is possible due
to a weakness in the single sign-on (SSO) architecture implemented on all Windows systems
with SSO support. Windows subsystems (wdigest, kerberos and tspkg) store user passwords
in reversible format in the OS memory. Due to this, a local administrator can obtain the passwords of all logged-in users. Special tools, freely available online, can be used to perform such
attacks (such as Mimikatz and WCE).
Repeating these steps in sequence on a number of network nodes, an attacker can reach one
on which a domain administrator account is active, thus getting the cleartext password of the
domain administrator.
Scenarios 1 and 2, below, truly differ only in the method used to obtain local administrator
privileges during the first step. In total, this report outlines seven attack scenarios that are most
frequently encountered during insider penetration testing—these are the same attacks preferred by real attackers. Exploitation of known software and OS vulnerabilities could be called
an eighth scenario, but these are less interesting from an exploitation standpoint (such as use
of a public exploit, as shown in the screenshot below) and will not be covered in detail in this
report.

Scenario 1. Brute-forcing domain accounts
Although most corporate information systems have password policies for domain accounts,
not all such policies are effective. Often the rules still allow dictionary combinations to be
used as passwords. An example of a frequently used weak password, which still meets the
strength requirements of most policies, is P@ssw0rd. That password is long enough and complex enough to be considered “strong” but nonetheless is included in most dictionaries of
popular passwords; as a result, it will be one of the first passwords tried by an attacker. An example of an attack involving such a password is described above in the section on perimeter
breaches in Scenario 6. Brute-forcing also works for more complicated combinations, thanks
to dictionaries of common passwords.
Domains usually enforce an upper limit on the number of password entry attempts, after
which the account is locked to prevent automated attacks. But an attacker can guess one (or
two) passwords and try them out against a whole list of user names, if the attacker has information about the users. This is no tall order: an insider (employee) can simply send a request
to the domain controller or analyze the address book in their email client. An outsider can
study public sources of information on the Internet (company publications, presentations, and
contact information from the official site), as well as bypass weak protections on sensitive data
stored on the company's external resources.
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In addition, having figured out how domain accounts are named, an attacker can create a dictionary for brute-forcing. The most common naming method is the first letter of the employee's first name plus last name (i.e., DOMAIN\JSmith), although other letters (based on middle
initials, for example) are sometimes added (DOMAIN\JASmith).

A brute-forced account often has local administrator privileges on a workstation or server, enabling the attacker to connect remotely (such as via RDP) and run hacking tools.
Antivirus software can form a key defense against such an attack, but often it is too poorly
configured to be of use. During practically every pentest project, the problem of antivirus
effectiveness is questioned. Either the antivirus software does not block the launch of hacking
utilities, or local administrator privileges are sufficient to disable antivirus protection and add
the hacking utilities to the white list.
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Even when antivirus protection successfully blocks these actions and is not disabled, an experienced attacker can still find a way in. To bypass protection, it is sufficient to launch a utility
from any shared resource on the internal network or perform a memory dump of the lsass.exe
process (such as with the procdump utility) and run Mimikatz on the attacker's own workstation. Moreover, this utility can be implemented as a PowerShell script, which is not recognized
as malware by antivirus systems.

As a result, the attacker obtains the account credentials of all users logged in to Windows, in
cleartext. These users can include the local administrators of other nodes and privileged domain accounts. This vector is used to obtain full control over the domain infrastructure.
How to stay safe. This scenario works against targets almost without fail. The only way to minimize the risk of such an attack is a strong password policy, forbidding all domain users without
exception from using simple-to-crack passwords, and limiting local user privileges on domain
servers and workstations. We recommend two-factor authentication for privileged accounts,
although two-factor authentication has vulnerabilities of its own (see Scenario 5 below).

Scenario 2. Attacks on network and data link layer protocols
If an attacker is unable to obtain account credentials or does not have a list of domain user
names, the attacker can analyze the protocols used on the corporate network. Man-in-themiddle attacks can intercept traffic (such as if ARP Poisoning is successful), or else attacks on
the NBNS and LLMNR protocols can yield user names and password hashes.
ARP Poisoning is a well-known attack, so this report will concentrate on attacks on other protocols. In addition, ARP protocol attacks are less common as part of penetration testing (performed only by special arrangement with the client), since demonstrating such an attack is
likely to interfere with network function.
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A man-in-the-middle attack can provide the attacker with Challenge-Response values for domain users. These Challenge-Response values make it possible to obtain the user password.
System access is not necessary for this step—the password can be brute-forced locally on the
attacker's computer.
The NetBIOS Name Service (NBNS) and Link Local Multicast Name Resolution (LLMNR) protocols are used to obtain a node's IP address if no corresponding entry is present on DNS servers,
or if DNS servers are unavailable. The lack of protection against attacks on these protocols has
provided fertile ground for LLMNR Spoofing and NBNS Spoofing attacks.
An attacker on the same network segment as a victim node can listen in to broadcast traffic
on these protocols and spoof the node on which the victim node is trying to authenticate. If
successful, the attacker can listen in to, and modify, traffic on the network segment, and also
get user credentials to access other nodes on the network.

After obtaining user names and password hashes in this way, an attacker can brute-force the
user passwords based on the hash values. In addition, the attacker can use the user identifiers
to further develop an attack using the technique outlined in Scenario 1.
The concluding stage of the attack (once credentials have been obtained) is similar to Scenario
1: the attacker connects to nodes on which the corresponding account has local administrator
privileges and launches special hacking tools.
How to stay safe. If possible, disable these protocols. If the protocols are necessary, take preventive measures, such as isolating the systems that use the relevant protocol on separate
network segments. Protection methods for ARP Poisoning are well known and include: use
static ARP entries on gateways, use intrusion detection functionality (such as the arpspoof
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preprocessor in Snort10) or utilities such as arpwatch11, and use Dynamic ARP Inspection on
Cisco switches.

Scenario 3. SMB Relay attack
The NBNS and LLMNR network protocols enable not only attacks that capture the hashes of
user passwords, but also the infamous SMB Relay attack. With this method, an attacker can intercept the authentication data transmitted from one node to another in the process of NTLM
Challenge-Response data exchange. The idea is simple: the attacker listens to network traffic
and waits for a node or automated system to initiate a connection to another node. As soon
as a request occurs, the attacker uses a man-in-the-middle technique (for example, LLMNR
Spoofing), intercepts the authentication request from the requesting node, and transmits it
to the targeted server. The server returns a response (a request to encrypt a certain message
with its hash); the response is similarly redirected to the node that requested the connection.
During the next iteration, the encrypted message is redirected in the same way. Since the
message was encrypted with the correct hash, the targeted server sends authentication approval to the attacker. The attacker successfully authenticates on the server, while the node
that requested authentication receives a connection error. Moreover, the attacker can even
implement this against the same node that is sending a connection request.
This attack is an old one: Microsoft released security bulletin MS08-06812 and the relevant OS
patches back in 2008. If a node is patched, hackers cannot attack the same node if it is initiating
a connection. However, they can still attack other nodes on the domain infrastructure with
SMB Relay, unless SMB Signing has been implemented.
We will show the simplicity of this attack using an example from one of our pentests. During
analysis of network traffic, we found that one of the nodes periodically requested the address
of another node, after which the first node formed an HTTP request for it with a domain account. Using the Responder utility, we implemented a successful attack on the chosen network node using a connection request from the node that originally initiated the connection
request.

10
11
12

http://www.snort.org/
https://en.wikipedia.org/wiki/Arpwatch
https://technet.microsoft.com/library/security/ms08-068
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Commands on the attacked server can be run with the privileges of the user whose credentials were obtained via SMB Relay (in this case, maximum privileges). This resulted in full control
over the server.

The likelihood of this attack is high: large network infrastructures often have many automated
systems for performing resource inventories, installing updates, running backups, and other
tasks. Each day, these systems connect to domain resources and can be abused by attackers.
How to stay safe. Implement SMB Signing on all network nodes and disable the NBNS and
LLMNR protocols. In addition, regularly install OS security updates.

Scenario 4. Reading process memory
To further develop an attack on a corporate network, an attacker can use privileges that were
obtained during a previous phase of the attack (such as in scenarios 1, 2, or 3) or were originally
given to the attacker (a disgruntled employee perhaps). For example, an attacker with local
administrator rights could save a memory dump of OS processes on a workstation. Moreover,
such a high privilege level is not always necessary: generally it is enough to have the privileges
of the user that owns the relevant processes. This dump can then be used to obtain sensitive
information. Scenario 1 offers an example of how a dump of the lsass process can be used; this
scenario will consider another application for this attack.
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Many administrators use special tools to securely store passwords. Here we demonstrate an
attack for obtaining the access key to files created by PINs, which is software that stores passwords for accessing many critical systems of the company in question. The screenshots below
show how easily available software (procdump) obtained a memory dump of the PINs.exe
process, and the dump itself contains the access key a************1.

As a result, an attacker can connect to critical systems with the discovered passwords.
How to stay safe. This attack requires a certain privilege level. If a process is running under the
local administrator, then limiting OS user privileges will help to avoid this threat. However, an
attacker will be able to read the memory of processes running under that user (as shown in the
example above). Therefore we recommend basic security hygiene to prevent unauthorized OS
access by attackers: a strong password policy, regular software updates, and protection from
account brute-forcing.

Scenario 5. Group policies
This scenario was less popular in 2016, but rather common in previous years so still worth
protecting against. It involves domain administrators using group policies to change local
administrator passwords. Privileged domain users when creating such policies on a domain
controller (in the \sysvol folder) often neglect best practice and enter account credentials in
the group policy file. AES is used to encrypt passwords in such cases, but the key is publicly
available at msdn.microsoft.com13. Therefore a user with domain user privileges can obtain
the group policy file and decrypt to obtain the passwords for local administrators on a large
number of network nodes.

13

https://msdn.microsoft.com/en-us/library/cc422924.aspx
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Decryption of a password can take place as follows:
1.

An equal sign is added to the right of the encrypted password dDPhfo*****************
**************ICtL64 so that the total length of the string is divisible by 4.

2. This string is decoded from its base64 representation.

3. AES decryption is then performed, using the key available at msdn.microsoft.com/enus/library/cc422924.aspx.
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4. The password (c******m) has now been recovered.
This attack scenario requires that the attacker has access to group policy files. An employee
who is a domain user may have such privileges, or else such privileges can be obtained under
scenarios 1 and 2.
How to stay safe. This mechanism for changing local administrator passwords is widespread
and particularly convenient on large distributed infrastructures. Instead of having to connect
to each node where a password change is needed, the administrator can perform this task
centrally. We recommend abstaining from this practice entirely, or else creating such policies
for a limited time (when a password change takes place) and deleting the policies immediately
after the password change is completed. However, this does open certain risks for network
compromise.

Scenario 6. Kerberos golden ticket
We have dedicated an entire scenario to this attack because of its extreme degree of danger
for corporate systems, although it requires obtaining a corresponding level of privileges first.
The attack relates to Kerberos access ticket generation based on the NTLM hash of the krbtgt
account, and is possible thanks to some of the finer features of the architecture of the Kerberos
protocol and Windows operating systems.
The Kerberos protocol is based on a ticket system, providing tickets for access to domain resources. An attacker can create a golden ticket valid for access with any privilege level and
therefore can access domain resources with maximum privileges.
The attacker must have the NTLM hash of the password for the krbtgt account, which can
be obtained if the attacker has access to a recent Active Directory backup or domain privileges (such as those of a domain administrator) that allow making such a copy. If the attack is
successful, detecting the actions of an attacker who has connected via Kerberos is extremely
difficult, and even changing the passwords of the accounts for which the tickets were created
offers no protection.
How to stay safe. Once a system has already been compromised, the only method to prevent
continuation of the attack is to change the password14 of the krbtgt user, which requires restarting services that use domain authentication. It should be kept in mind that merely
http://technet.microsoft.com/en-us/library/8e3e4377-ef54-4a70-9215-a5d2ba4d0eb9(v=ws.10)#BKMK_
Resetkrbtgt

14
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changing the krbtgt password does not rule out the attacker obtaining the NTLM hash for
krbtgt a second time, if the attacker still has the original privileges used for the attack.
To avoid this, we recommend protecting privileged accounts (especially those allowed to
perform Active Directory backups), for example with two-factor authentication, and securing
backup copies of the Directory Service. Also be sure to protect workstations and servers from
tools, such as Mimikatz, that obtain account passwords in cleartext.

Scenario 7. Pass the hash + pass the ticket:
attacking two-factor authentication
In the previous example, we recommended two-factor authentication for protecting privileged accounts on critical systems such as domain controllers. Unfortunately, two-factor authentication by itself is no cure-all. Rather it should be regarded as a necessary but not sufficient
condition for in-depth network security. The following scenario demonstrates vulnerabilities in
the two-factor authentication mechanism used in Windows.
Windows authentication can take one of two forms: user name plus password, or smart card.
The administrator can configure the system to request only a smart card or to offer the user a
choice of methods.
Two-factor authentication means that the user knows something (PIN code or password) and
has something (in this case, a smart card with digital certificate). To access the OS, the user
must provide his or her smart card with the correct certificate and enter the correct PIN code.
When the attribute for smart card authentication is configured for a domain account, this account is assigned a particular NT hash. The value of the hash is calculated randomly and does
not change during subsequent connections to domain resources. The domain controller sends
this hash to the node to which the user is connecting each time authentication is performed.
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The vulnerability is that an attacker can get this NT hash and use it for authentication using the
pass-the-hash method. So now the attacker does not need to have a smart card and know
the PIN code—authentication is no longer in reality “two-factor”. And since the hash does not
change, the attacker can continue to attack domain resources indefinitely with the privileges
of the compromised account.
To get the NT hash, the attacker can run Mimikatz on network nodes as described in scenarios
1, 2 and 3.

The above screenshot shows Mimikatz running on a network node. The following screenshot
shows the result of successful pass-the-hash authentication using the user hash that has been
obtained. The user was part of the server administrator group, with access configured to require a smart card.

In addition to the NT hash and user password, an attacker can get the smart card PIN as
cleartext.
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So effectively, as long as an attacker can launch Mimikatz on local network nodes (directly
from the OS or by using any of the methods available for bypassing protection), the attacker
can compromise the credentials of privileged domain users, even when two-factor authentication is used. Windows authentication mechanisms work such that even an attacker who
is unable to obtain an administrator account will still receive an NT hash (generated by the
domain controller when a smart card is used) or Kerberos ticket15. Аn NT hash does not change
and does not expire, and can be used on any network node (including on the domain controller); by contrast, a Kerberos ticket is valid only for that particular node for 10 hours and can be
extended within the following week. These values can be used to bypass two-factor authentication as part of pass-the-hash and pass-the-ticket attacks, respectively.
How to stay safe. Windows 10 employs Remote Credential Guard16, which is intended to
beef up remote access protections for credentials. In all of the penetration tests performed
our experts have not encountered use of this mechanism in the wild, meaning that probing of
its security will come in the near future. As promised by Microsoft, Remote Credential Guard
should substantially harden network protection against pass-the-hash attacks.

15
16

https://technet.microsoft.com/en-us/library/cc780469(v=ws.10).aspx
https://technet.microsoft.com/itpro/windows/keep-secure/remote-credential-guard
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Conclusion
The attack scenarios outlined above are only a few of the options utilised by penetration testing experts. A number of network attacks are rather more complex to implement, but are still
based on the fundamental strategies described.
It is our hope that system administrators, information security staff, and executives realize how
predictable digital attacks actually are. Each of the scenarios draws on the most common vulnerabilities, which can be fixed with configuration changes or minimal financial investment. In
addition, descriptions of vulnerabilities and common protection shortcomings are published
annually in Positive Technologies’ research reports17.
Multilayer protection is the key to frustrating attackers’ attempts to compromise network resources. Even the most expensive solutions are rendered useless if users and administrators
use dictionary passwords. We have seen many cases when a single user’s easily guessable
dictionary password provided the stepping stone that ultimately enabled an attacker to obtain total control over corporate network infrastructure. And, as already noted, obtaining local
administrator privileges on a workstation or server paves the way for running special utilities
to obtain account credentials, even when antivirus protection is present.
With that in mind, here is our “back to basics” approach where corporate security must begin:
++ Enforce a strict password policy.
++ Carefully protect privileged accounts.
++ Improve employee awareness of risks.
++ Do not store sensitive information unencrypted.
++ Minimize the number of network interfaces available on the perimeter.
++ Protect protocols at the data link and network layer, or better still, disable them.
++ Split the network into segments and minimize user/service privileges.
++ Install OS security updates and keep software up to date.
++ Regularly repeat penetration testing and check the security of web applications running
on the network perimeter.
It is essential that all these measures be applied together and consistently—only then will
protection be truly effective, justifying the effort and cost associated with expensive and complicated security products.

17

https://www.ptsecurity.com/ww-en/analytics/
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