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INTRODUCTION

Banking services are becoming more accessible to clients every year, using advanced technol-
ogies to make payments, transfers, and other transactions convenient like never before. In 2016,
these technologies increased in popularity thanks to contactless payment systems: PayPass and
payWave were joined by the NFCG-based Apple Pay and Google Wallet on smartphones.

But the security of web and mobile banking has lagged behind. These applications harbor all of
the vulnerabilities and threats typically encountered in application development (WASC TC v. 2).
The difference is that in the case of banking applications, these vulnerabilities can lead to serious
consequences—theft, unauthorized access to client data and sensitive bank information, and sig-
nificant reputational losses.

Data in this report has been taken from 2016 security audits by Positive Technologies of e-bank-
ing and automated banking systems. Results for 2016 are compared to 2015. The report offers an
overview of the state of protection of banking applications and trends in security. The report also
includes recommendations that will help vendors, developers, bank employees, and clients to
increase the level of security in development, support, and use of banking applications.

EXECUTIVE SUMMARY

Vulnerabilities are becoming more dangerous. The total number of vulnerabilities in bank
applications fell in 2016, but the share of critical vulnerabilities grew by 8%, and medium-severity
vulnerabilities by 18%. The most common vulnerabilities related to flaws in mechanisms for iden-
tification, authentication, and authorization of users.

"Deployed" doesn’t mean "defended." Production systems had an average of twice as many
vulnerabilities as those still in development.

In-house development is more secure. Applications developed by outside vendors had an
average of twice as many vulnerabilities as applications developed in-house.

Most online banking applications (71%) contain flaws in their implementation of two-factor
authentication. One out of three online banking applications has vulnerabilities that make it pos-
sible to steal money.

Mobile banking apps have problems with data storage and transmission. In one out of three
apps, an attacker could intercept or bruteforce user credentials. Banking apps on iOS remain more
secure than their Android equivalents. But the real problems in protection lurk on the server side:
we found dangerous server-side vulnerabilities in every application we tested.

Automated banking systems are usually thought to be out of reach for external attackers. But
two thirds of vulnerabilities found in automated banking systems were critical, some of them even
allowing administrative server access. In targeted attacks in 2016, attackers tended to make more
active use of such vulnerabilities against financial services companies.
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2016 saw a smaller number
of vulnerabilities identified
in financial applications.

The most common vulnerabilities
relate to flaws in identification,
authentication, and authorization.

Vulnerabilities increased
significantly in severity.

Online banking applications tend
to contain more vulnerabilities
than mobile banking apps and
automated banking systems.
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1.

RESEARCH DATA

This report encompasses work performed on 24 applications used for financial transactions and
automation in the banking industry. Data comes from audits performed by Positive Technologies
during 2016.

Audited systems in 2016 included
online banking applications,
mobile banking applications, and
automated banking systems.

Two thirds of the audited
e-banking systems were mobile
banking applications, which
included both Android/iOS clients
and server-side software.

All audited e-banking applications
were intended for use by retail
(individual) customers.
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2. PROTECTION FLAWS

2.1.

Overall statistics

Every application tested had multiple security flaws. On average, each financial application audit-
ed in 2016 contained six vulnerabilities, which is much lower (by three) than in the previous year.
This improvement reflects efforts by banks to tackle security issues head-on.

High-severity vulnerabilities grew
by 8% in 2016. Medium-severity
vulnerabilities increased by 16%.
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In 2015, only a third of vulnerabilities were of high severity, but they were distributed more evenly
among the audited applications; only 10% of applications had no critical vulnerabilities. However,
in 2016 we see a different picture: 38% of vulnerabilities were critical, with these concentrated in
71% of the applications tested. One out of three applications had only medium- or low-severity

vulnerabilities.
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75% of tested applications were
developed by financial services
companies in-house.

2.2. Comparison of in-house and off-the-shelf applications

25%

75%

I In-House Applications
Off-The-Shelf Applications

Shares of in-house vs. off-the-shelf applications

In-House Applications

47

Off-The-Shelf Applications

Average number of vulnerabilities per application

The results of testing for off-the-shelf applications still disappoint. These applications contained
twice as many flaws as their in-house counterparts.

In off-the-shelf applications, 23% of vulnerabilities were of high severity, mainly XML External Entity
and Business Logic Flaws exploitation. 65% of vulnerabilities were of medium severity. Among

in-house applications, 39% contained critical vulnerabilities, most of which related to insufficient
authorization and implementation of two-factor authentication.
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In-house applications tended to have flaws in implementation of protection mechanisms, but
their code contained fewer bugs and vulnerabilities than off-the-shelf ones. Flaws in protection
mechanisms are code vulnerabilities as well, of course, but these flaws do not arise during devel-
opment per se. Programmers are not to blame, since they are writing code based on the artic-
ulated requirements. Rather, such flaws arise during the design stage due to failure to take into
account the nuances of protection, authentication, and authorization.
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Average number of vulnerabilities per application (2015)

The findings show that in-house development creates more secure results. So the cost of hiring
programmers and setting up a Secure Software Development Lifecycle is justified by security
outcomes.

Another argument in favor of in-house development is the lengthy vulnerability remediation pro-
cess of outside vendors. What happens if a vendor is reported about a vulnerability in an off-the-
shelf application used by a client? First a vulnerability is discovered by the client or a security re-
searcher, then this information is sent to the vendor. The vendor tries to understand the true cause
of the vulnerability and verify that the vulnerability actually does, in fact, originate in the vendor’s
product. Then the vendor’s developers create a patch, test it on all versions of the product, and
make it available to clients. The client must then test it on their own systems and, if all goes well,
install it on production systems.

Depending on an outside vendor for security patches has both plusses and minuses: theoretically,
the client doesn't need to spend money on auditing the application and can simply install vendor
updates as they are released. By the same token, an attacker who finds a vulnerability in an ap-
plication can use and re-use the same vulnerability against multiple banks that use applications
developed by the same vendor.

By contrast, banks with in-house development can fix vulnerabilities much more quickly. Speed
is often the name of the game when reacting quickly to prevent financial losses and reputational
damage.
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Production systems had almost
twice as many vulnerabilities
as test systems.

2.3. Comparison of test and production applications

One of the key steps for having a well-protected application is to test it before making it public.
83% of the audited applications were in development, but the average number of vulnerabilities
in them was smaller than in production applications.

9
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Test vs. production applications
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Average number of vulnerabilities of various severity in test and production systems

The largest number of vulnerabilities, on both test and production systems, related to flaws in
implementation of protection mechanisms. Financial applications contained a rather large num-
ber of vulnerabilities, especially Cross-Site Scripting and XML External Entity. This may be because
audits tended to concentrate on applications with recent new functionality. Code changes can
make new vulnerabilities occur, making it important to perform regular security audits.

The source code of a web application can contain many critical vulnerabilities as well. One way to
minimize such vulnerabilities is to practice the Secure Software Development Lifecycle (SSDLC).
For timely identification of vulnerabilities in code, regular audits of code quality are required, such
as with white-box testing (including use of automated analysis tools).
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All online banking applications
(except for one) contained at least
one critical vulnerability. Online
banking applications contained
an average of 2.1 high-severity
vulnerabilities, which is a drop of
50% compared to the prior year
4.2

100% of online banks had flaws
related to implementation of
protection mechanisms.

3. VULNERABILITIES AND THREATS IN ONLINE BANKING SYSTEMS
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Online banking applications developed in-house tended to have problems in implementation of
protection mechanisms (such as insufficient protection from bruteforcing, weak password policy,
or bypassable CAPTCHA). By contrast, off-the-shelf applications contained more code vulnerabili-
ties (for example, Cross-Site Scripting and XML External Entity).

42% 54% 4%
|
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Online Banks
Code Vulnerabilities
73% 15% 12%
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Online Banks
Code Vulnerabilities
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Vulnerabilities by category

In addition, half of in-house online banking applications use out-of-date software. One of the
tested applications contains PrimeFaces 5.3.x, an out-of-date framework with a vulnerability that
enables an attacker to upload any file (including a web command-line interpreter) to the server in
order to perform privilege escalation attacks. If the application has excessive privileges, or if the
attacker exploits OS vulnerabilities, this can result in complete control over the server.

The list of most common vulnerabilities is similar to last year’s. The same vulnerabilities keep recur-
ring, the difference being that in 2016, the top spots in the list went to high-severity vulnerabilities,
as opposed to low-severity ones in prior years.
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Top 10 online bank vulnerabilities

All online banking applications contained medium-severity vulnerabilities. Insufficient Session
Security and Cross-Site Scripting make bank clients vulnerable to attacks (such as interception of
cookies values or theft of user credentials). These two vulnerability types have now made the top
10 list of vulnerabilities in 2016 for all web applications, and not only for online banking applica-
tions, as was shown in our report on vulnerabilities in web applications in 2016.'

Incorrect CAPTCHA implementation (for example, an application allowing re-use of a CAPTCHA
session) makes such measures effectively useless and enables attacks that aim to bruteforce user
credentials.

2016 was marked by growth in critical vulnerabilities related to flawed authentication mechanisms.
This was particularly evident in online banking applications, 71% of which were found to have
flaws in implementation of two-factor authentication.

Two-Factor Authentication Flaws
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— 40%
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Critical vulnerabilities of online banks

1 https//www.ptsecurity.com/ww-en/analytics/
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Two-factor authentication flaws

In 2015, we already saw this problem become more prevalent among all authentication flaws, but
at the time, only 33% of off-the-shelf and 45% of in-house banking applications were vulnerable.

Two-factor authentication for account access was present in only 71% of the tested applications.
Only half required a one-time password for confirming transactions.

Flaws in two-factor authentication (other than its absence) include:

+ Client-side generation of one-time passwords

+ Failure to associate a one-time password with the operation being performed
+ Unlimited number of attempts to enter a one-time password

+ Unlimited one-time password lifetime

If a second authentication factor (in online banking, this is usually a one-time code sent to the
user's mobile phone) is missing or implemented incorrectly, attackers can access a user's account
and conduct financial transactions simply by obtaining a user name and password.

Insufficient protection from brute-force attacks

More than half of financial web applications fail to provide sufficient protection from brute-force
attacks on user names and passwords. Specific examples of such weaknesses include:

Use of predictable IDs, such as mobile number

Use of default, hard-coded, or predictable passwords, such as based on the user's birthdate
Bypassable or absent CAPTCHA mechanism

No lockout after excessive failed login attempts

+ + + +

Safeguarding user authentication data must be an absolute priority for banks.

25% of tested online banking applications contained two particular kinds of vulnerabilities at the
same time: poor protection from bruteforcing of user accounts, and flawed implementation of
two-factor authentication. This means that for almost one out of three online banking applications
an attacker could gain total control over client accounts.

Insufficient authorization

As before, many applications fail to correctly implement authorization mechanisms and restric-
tions on access to sensitive information (57%). Using this kind of vulnerability, an attacker could
target bank clients and obtain unauthorized access to sensitive banking information. In the case
of one online bank, an attacker could learn the loan repayment schedule of a client; at another, an
attacker could learn the account balances of other users.

Business logic flaws

Due to flaws made during the design stage, one out of three online banking applications is vulner-
able to logic-based attacks. One such attack takes advantage of rounding, transferring 1.0009 units
of currency from one account to another. The transfer amount is rounded by the bank's system
and as a result the recipient’s account is credited with 1.001 units. While this may not seem like
much profit, this transaction can be repeated many times.
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64% of mobile banking
applications contained at least one
critical vulnerability. Applications
contained an average of 0.9
high-severity vulnerabilities, which
is less than found for the tested
online banks.

iOS apps remain more secure than
their Android counterparts.

Server-side components of
mobile banking applications
were most likely to harbor critical
vulnerabilities.

Security threats to online banks

Vulnerabilities in web applications create large reputational and financial risks for banks and their
clients. Security gaps can cause very tangible impacts, such as in the 33% of applications vulner-
able to fraud. In 27% of applications, an attacker could access sensitive client information, such as
account balances or loan payment schedules.

13% 33%

I Fraudulent Transactions, Theft of Funds
Unauthorized Access to Cardholder Data
I Full Control of Server, Arbitrary Files Reading

Theft of User Session Identifiers,
Ability to Perform Actions as the User

§ DoS Attacks on User Accounts

20% {
27%

Potential impact of attacks on online banks

4. VULNERABILITIES AND THREATS IN MOBILE BANKING SYSTEMS

0
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Severity of vulnerabilities found

40% 60%
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100%
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Most severe vulnerability found (% of mobile banking applications)

For all mobile banking applications, we analyzed two versions: one for Android, the other for iOS.
In some cases, the i0OS application did not contain vulnerabilities found in the equivalent Android
application.
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Vulnerabilities by category

All server portions of mobile banking applications contained critical vulnerabilities. Each contained
vulnerabilities related to insufficient authorization and authentication (including two-factor).

Notably, off-the-shelf mobile applications did not contain any vulnerabilities related to configu-

ration flaws.
Protection Flaws
E 1.6
: o E 38
On average, iOS applications £
i o >|  Application Code Flaws
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than other systems. Configuration Flawis
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— 08
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Average number of vulnerabilities of various categories (mobile banking applications)

Protection Flaws

Application Code Flaws

Code Vulnerabilities

Configuration Flaws
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Average number of vulnerabilities on mobile bank server side

As stated above, flaws in protection mechanisms occur at the code level, but since these flaws
originate with design errors instead of programming errors, they are considered separately.

Such vulnerabilties as Insufficient Protection from Data Interception and Insecure Data Transfer
affected only in-house mobile banking applications.

Vulnerabilities related to insecure data storage and/or insecure data transfer were often detected
in client mobile applications, just as in 2015. These two types of vulnerabilities can be of either
high or medium severity depending on the exploitation context.
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Insecure Data Storage
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Top 10 vulnerabilities on the client side of mobile banking systems

Insufficient Authorization
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Top 10 vulnerabilities on the server side of mobile applications

100%

Lack of certificate pinning (which validates server identity) allows attackers to intercept and mod-
ify transmitted data. With one bank, this vulnerability could be used for compromising one-time
passwords, while in another case, an attacker could intercept the user’s credentials and access the

The most acute security issue for the server side of mobile applications is insufficient authorization.
This vulnerability allows an attacker to gain access to sensitive information stored on the server.

Two-factor authentication flaws

Knowledge (user name and password)
Possession (smartphone to which the one-time password is sent).

30% of i0S and Android mobile applications contained flaws in two-factor authentication. The
two-factor model was the same in all the applications tested, consisting of:
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For user convenience, some application developers limit the functionality of a mobile bank, while
simplifying the authentication process.

In one mobile application, a combination of "mobile phone number + date of birth" was used as
the user ID. This information is not secret and can be obtained by attackers from public sources
such as social networks. Even worse, one’s date of birth and phone number cannot be changed if
compromised, unlike a traditional user name and password. In this case, two-factor authentication
is degraded to one-factor authentication, and its security depends only on a one-time password,
which does not provide adequate protection under the following conditions:

+ The phone receiving the one-time password is lost or stolen.

+ The attacker knows the victim and has physical access (even for a few minutes) to the phone.

+ The one-time password is not tied to a specific operation. Attackers with access to the ap-
plication, or with control over the base station to which a legitimate user is connected, can
generate multiple one-time passwords for future use by modifying the time on the user’s
smartphone.

Insufficient protection from brute-force attacks

To access a mobile banking app, it is often enough to enter a four-digit code. If there is no limit
on the number of login attempts, attackers can quickly try all 10,000 possible combinations using
special software.

In one application, an attacker could infer the validity of an entered user name based on the server
response time: the response would be faster or slower depending on whether the user name was
valid.

In another vulnerability related to insufficient protection from brute-force attacks, the server re-
sponse indicated only whether the entered PIN code matches the code stored on the server. The
server did not return a new session ID; instead, the client application used an ID stored on the
device. So the client application determined whether the user entered the correct PIN code based
only on the server response, even though server responses can be easily faked.

Insecure data transfer

Mobile apps most often use the secure HTTPS protocol for server communication. But in some
cases, apps had issues with client-side implementation of functionality for establishing an encrypt-
ed connection. For example, one app allowed the server to use an untrusted self-signed certificate.
In a man-in-the-middle attack, it would be possible for an intruder to spoof the server’s certificate
and intercept (or modify) data during transmission, including authentication data. It would not be
necessary to install certificates on the victim device; all an attacker would need is to control the
data transmission channel.

Insufficient authorization

In one of the mobile apps we analyzed, an unfortunate error was made during development: any
attacker who obtained (or stole) a smartphone, even without the user name or password of the
client of a mobile bank, could still obtain access to minimal app functionality, including access to
information about bank cards, payments, and auto-pay settings.

On the screen for entering the PIN code, the attacker could simply press the Back button, and then
be taken to the user name/password authentication screen for the mobile bank. But the current
user remained logged in, with information available as described above.

Security threats to mobile banking applications

32% of the tested mobile banking applications allowed attackers to decrypt, intercept, and brute-
force credentials, or bypass the authentication process entirely. Due to this, attackers could log in
to the mobile application as a legitimate user and perform transactions.
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Two thirds of vulnerabilities found
in automated banking systems
were critical; the remaining ones
were classified as being of medium
severity.

Attackers with access to the application, or with control over the base station to which a legitimate
user is connected, can generate multiple one-time passwords for future use by modifying the
time on the user’s smartphone. Attackers can forge transactions and use an intercepted one-time
code for transactions of up to €5,000 (depending on bank limits) by using Cross-Site Scripting or
an MITM attack.

12% 16%

Fraudulent Transactions, Money Theft

Getting Total Control of Server,
Arbitrary File Reading

4

Credentials Disclosure or Interception,
User Impersonation

Unintentional Disclosure of Sensitive
Information

Application Crash, Denial of Service
% Phishing

Potential impact of attacks on mobile banking applications

Attacks on mobile bank applications in 2016 could cause serious harm to both banks and their
clients, since most attacks involved:

+ Fraud
+ Obtaining control over the server side of the banking application
+ Impersonation of a legitimate user

5. VULNERABILITIES AND THREATS IN AUTOMATED BANKING
SYSTEMS

Automated banking systems are a special class of financial applications supporting banking oper-
ations as a whole: cash management and customer service (such as opening accounts and issuing
loans), foreign exchange and money market operations, securities transactions, and more.

33%

67%
I High Medium
Severity of vulnerabilities found

In 2016, the following security flaws were among the more typical critical vulnerabilities in these
systems:

+ Insufficient Authorization
+ Insufficient Authentication
+ XML External Entity
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When testing one automated banking system, our security experts gained administrative access
to the bank's server, meaning that a potential attacker could conduct fraudulent transactions and
remain unnoticed. The possibilities for such fraudulent transactions are practically limitless: attack-
ers could create new accounts and set their balance, or create counterfeit payment orders to other
institutions. Most likely, this attack would be detected only when the amount being transferred
out exceeds the balance of the bank’s correspondent account.

For example, Bangladesh bank suffered major losses in early 2016 from attacks on their automated
banking systems, totaling over USD $81 million.?

In our analysis of 2016 incidents, we note that targeted attacks against banks were often aimed
at changing the recipient of payment orders. This attack vector is difficult to implement, since
automated banking systems are closed off to outsiders, but can have catastrophic consequences.

CONCLUSIONS

The security level of financial applications remains low, as shown by our research. In our audits of
financial applications in 2016, we found fewer vulnerabilities, but of higher severity, compared to
the prior period.

Poor implementation of protection mechanisms is the cause of the most flagrant security issues
found in online and mobile banking applications. By and large, these vulnerabilities can be avoid-
ed before the first line of code is ever written—proper architecture and careful formulation of
technical requirements should account for the subtleties of implementation of (two-factor) au-
thentication and authorization mechanisms.

Vulnerabilities in source code can be avoided at the development stage. Secure Software
Development Lifecycle (SSDLC) practices and careful testing of protection mechanisms ensure a
more robust and secure code base.

To mitigate risks, we urge banks to assess security at all software stages from development to use
by real clients, with timely action to address vulnerabilities. Experience has proven that the most
effective method to detect web application vulnerabilities is auditing source code with the help
of automated analysis.

2 https://www.wired.com/2016/05/insane-81m-bangladesh-bank-heist-heres-know/
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