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Introduction
Small businesses, banks, and major industrial concerns all depend on web applications. 
When seeking a product or service, we tend to do so by visiting the company's website. 
Thanks to the development of web technologies, government services have improved 
in both availability and quality. Websites are the public face of both business and gov-
ernment, so any issues with a website can damage reputation. For this and other rea-
sons, web application owners are motivated to improve and support their sites. Proper 
attention to cybersecurity is a key part of any such strategy.

To meet a high standard of security, web applications must be regularly tested for vul-
nerabilities. This report provides statistics gathered by Positive Technologies while per-
forming web application security assessments throughout 2018. Data from previous 
years is provided for comparison purposes.

Executive summary
In 19 percent of tested web applications, vulnerabilities allow an attacker to take con-
trol of the application and server OS. If such a server is on the network perimeter, the 
attacker can penetrate the internal corporate network. As shown in our report on vul-
nerabilities in corporate information systems, 75 percent of LAN penetration vectors 
involve weaknesses in web application protection.

In most cases, web application vulnerabilities are caused by coding errors. Configuration 
changes suffice to fix only 17 percent of vulnerabilities, most of which are of low se-
verity. Generally speaking, remediating critical vulnerabilities requires making modifi-
cations to code.

Around half of leaks may lead to disclosure of account credentials, including for 
third-party resources. One example is configuration files (with passwords stored inside) 
that are accessible to all users.

An attacker can obtain personal data from 18 percent of web applications handling 
such data. Almost all tested web applications (91%) store and process personal data.

On average, each web application contained 33 vulnerabilities, of which 6 were of high 
severity. The number of critical vulnerabilities per web application grew by 3 times 
compared to 2017.

Production applications contain fewer vulnerabilities than test applications, but this 
does not necessarily make them more secure. The percentage of production applica-
tions containing at least one high-severity vulnerability was higher than the equivalent 
percentage for test applications. And as practice shows, a successful attack on a web 
application often requires only a single high-severity vulnerability.

Analysis of source code makes assessment more effective. When testers have access 
to source code, the average number of high-severity vulnerabilities found more than 
doubles, according to our statistics.
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Figure 1. Websites by maximum severity of vulnerabilities found

Figure 2. Websites by vulnerability severity
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Trends

Web applications are tending to contain more critical vulnerabilities.

A two-year dip in the percentage of web applications with high-severity vulnerabilities 
has stopped, rising to 67 percent in 2018. The most common vulnerabilities include 
Insufficient Authorization, Arbitrary File Upload, Path Traversal, and SQL Injection.

Unauthorized access continues to be a menace. 

The percentage of web applications with vulnerabilities enabling unauthorized access 
(72%) increased compared to 2017, nearly returning to the levels of 2016 (75%).

Fingerprinting opportunities decreasing for attackers. 

In 2018, only 42 percent of web applications disclosed the versions of software in use. In 
2017, 61 percent of web applications did so. Wide coverage of the topic, as well as the 
relative ease of fixing such vulnerabilities, were likely contributing factors.

More applications are vulnerable to information exposure. 

Access to configuration and debug information, source code, session identifiers, and 
other sensitive information is possible in 79 percent of web applications. This is con-
cerning when compared to past years such as 2016 (60%) and 2017 (70%).
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Figure 4. Average number of vulnerabilities  
per application
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Figure 3. Vulnerabilities  
by severity
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Figure 5. OWASP Top 10−2017 vulnerabilities (percentage of web applications)
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In 2018, our testers found around 70 types of weaknesses in web applications. As al-
ways, Cross-Site Scripting (XSS) vulnerabilities are present in many web applications. 
Four out of five web applications contained configuration errors such as default set-
tings, standard passwords, error reporting, full path disclosure, and other information 
leaks that might have value for potential intruders.

In 2018, there was a fall in the percentage of web applications vulnerable to XML 
External Entities (XXE). Unfortunately, this is more likely to be a statistical fluctuation 
than a lasting trend. In the context of web vulnerabilities overall, XXE is as relevant as 
ever. XXE entered the OWASP Top 10 in 2017, immediately taking fourth place.

Assessment of web application security
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Figure 7. Broken authentication vulnerabilities
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Broken authentication can lead to unauthorized access to web application functiona- 
lity or content.

Data leaks afflicted systems around the world in 2018. Many infamous incidents have 
stemmed from failures in administration and access control. As found in our testing, 
secure storage of sensitive data in web applications is often problematic. Credentials 
are at stake in 46 percent of leaks. Personal data is processed by 91 percent of the web 
applications we tested, with 18 percent of them vulnerable to a leak (19% of all leaks).

In April 2018, reports indicated 
that the site of American eatery 
chain Panera Bread stored per-
sonal data and card information 
for 37 million clients in a publicly 
accessible way
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Figure 6. Sensitive data exposure

Automated analysis of web applications often revealed hard-coded passwords, such 
as for access to databases or third-party APIs. An attacker with access to source code 
could use these credentials for unauthorized access to such systems and their data. In 
addition, a number of the hard-coded passwords found by our experts did not even 
meet minimal strength requirements. Therefore, the passwords could fall victim to a 
brute-force attack. And because they are hard-coded, changing the compromised 
passwords requires making code modifications.

In 2018, media outlets reported 
on fines totaling over $149 million 
against Uber, which failed to stop 
theft of personal data regarding  
50 million passengers and 7 million 
drivers. According to the company's 
official statement, an attacker disco- 
vered credentials for database access 
in source code stored in a company 
repository on GitHub
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One out 
of four 
tested web applications  
allows upload of arbitrary files

Figure 8. Example of a hard-coded password discovered  
in automated testing of a web application

OWASP recommends checking for certain vulnerabilities even though they are not in 
the OWASP Top 10 list for 2017. These include Arbitrary File Upload, a critical vulnerabil-
ity that allows an attacker to upload executable files and run code on a server, poten-
tially leading to full control over the web application and server.

Figure 9. Common vulnerabilities not in the OWASP Top 10–2017 (percentage of applications)

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Improper Control of Interaction Frequency (CWE-799)

Open Redirect (CWE-601)

Server-Side Request Forgery (CWE-918) 

Clickjacking (CWE-451)

Unrestricted Upload of File with Dangerous Type (CWE-434) 

Cross-Site Request Forgery (CWE-352)

9%

5%

23%

40%

21%

37%

High Medium Low

Do not hard-code 
passwords. Choose 
passwords of sufficient 
length and complexity

Filter uploaded files  
by extension based  
on a whitelist. Set a policy 
for restricting access  
to directories that  
contain executable files

Analysis of threats and security levels

Figure 10. Security level (percentage of web applications)
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In 2017, nearly half (48%) of web applications were at risk of unauthorized access. But 
this percentage jumped by half in 2018 (to 72%). In 19 percent of web applications, 
critical vulnerabilities were present that could allow taking control of both the applica-
tion and the server OS. If the server is on the network perimeter, it could be compro-
mised as a springboard to attack internal resources. But attacking the LAN is possible 
even without full control of a web application server. For instance, Server-Side Request 
Forgery (SSRF) enables scanning the LAN and accessing internal resources.

Besides  
data theft, 
unauthorized access to a web 
application may also damage  
the reputation of site owners

Figure 11. Most common threats (percentage of tested web applications)
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The attacker responsible for hacking 
Ticketfly did not stop with stealing 
information for 27 million accounts, 
leaving a message on the main 
page so that any visitor would 
immediately know about  
the site's security breach

As in past years, nearly every web application contains vulnerabilities that allow attacks 
against users. And also as in past years, Cross-Site Scripting (XSS) is at fault in most cas-
es. But this year, the percentage climbed even higher still (from 77.9% in 2017 to 88.5% 
in 2018). Just one such vulnerability can cause serious consequences, as confirmed by 
headline-grabbing data breaches.

Card data for 380,000 visitors of the 
British Airways web application was 
stolen due to injection of malicious 
JavaScript code. In the aftermath  
of the incident, airline shares fell  
by 3.8 percent, while the company 
itself may be on the receiving end  
of a fine of up to GBP 500 million

Figure 12. Vulnerabilities allowing attacks against users
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Vulnerabilities in test  

and production applications

We observed a nearly three-fold increase in the percentage of production applications 
containing high-severity vulnerabilities (25% in 2017 compared to 71% in 2018). In addi-
tion, the average number of vulnerabilities per web application grew for both test and 
production applications.

Figure 13. Applications compared by maximum vulnerability severity
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Figure 14. Average number of vulnerabilities per application
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Comparison of test techniques used

Every year, testing results reinforce our view that white-box analysis is the most effec-
tive method for finding web application issues. When testers have access to source 
code, the number of critical vulnerabilities found per application is much higher than 
with gray-box or black-box methods. In particular, the number of A1 – Injection vulner-
abilities found is three times higher with white-box testing than without.

Figure 15. Testing methods (percentage of applications)
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Figure 17. Number of OWASP Top 10–2017 vulnerabilities per web application
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Figure 16. Average number of detected vulnerabilities per web application
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Conclusions
Based on testing results, we conclude that most web applications are poorly protected. 
The percentage of web applications whose security was "extremely poor" nearly dou-
bled compared to the year prior. The average number of vulnerabilities per application 
in certain vulnerability categories jumped dramatically.

By signing up on a site, users are forced to trust their data to the website owner. But 
18 percent of web applications that handle personal data are at risk of losing control of it.

For effective protection of web applications, we recommend analyzing their state of 
security. White-box testing (with access to source code) makes this analysis much more 
effective, enabling clients to identify and fix vulnerabilities before cyberattackers strike. 
It should also be emphasized that such analysis must be recurring. Only a systematic 
approach can minimize the number of vulnerabilities and enable proper allocation of 
resources.

Our results indicate that high-severity vulnerabilities can be found in both test and pro-
duction applications. Starting analysis at the earliest stages of web application devel-
opment reduces fix-related costs and produces better results.

Fixes for 83 percent of vulnerabilities, including the majority of critical vulnerabilities, 
require that the web application developer make changes to code. Even modest 
rewriting of a web application can be incredibly expensive. To reduce the risk of dis-
ruption to business processes during remediation as new code is being prepared, we 
advise companies to consider solutions such as a web application firewall (WAF). Only 
by employing a comprehensive approach to web application security can companies 
minimize the risk of crippling cyberattacks, save money, and win client trust.
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Client snapshot

Figure 18. Participant portrait
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Materials and methods
This report includes data from comprehensive security assessments of 43 fully 
functional web applications tested in 2018. Results of penetration testing, automated 
scanning, and testing of e-banking systems are not included here; this information 
is reviewed in the relevant reports. The dataset does not include applications whose 
owners did not consent to use of results for research purposes.

The security level of each application was measured using black-, gray-, or white-box 
methods with the assistance of automated tools. Black-box testing means looking at 
an application from the perspective of an external attacker who has no prior or inside 
knowledge of the application. Gray-box testing is similar to black-box testing, except 
that the attacker is defined as a user who has some privileges in the web application. 
White-box scanning refers to testing that makes use of all relevant information about 
the application, including its source code.

Vulnerabilities were classified according to the industry-standard Common Weakness 
Enumeration (CWE) system. Due to the many types and kinds of vulnerabilities that 
exist, for reader convenience we have singled out OWASP Top 10–2017 vulnerabilities 
and analyzed how frequently they occur in the web applications we tested.

The statistics in this report include only code and configuration vulnerabilities. Other 
widespread security weaknesses, such as failure to install software updates, are not 
considered here. Our statistics do not include vulnerabilities related to OWASP Top 10–
2017 category A10 (Insufficient Logging & Monitoring), since logging and monitoring 
practices were out of testing scope. Severity was evaluated based on the Common 
Vulnerability Scoring System (CVSS v3.0), assigning each vulnerability a rating of Low, 
Medium, or High (including critical).
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