Positive Technologies

Positive Technologies yxe 19 net co3faeT MHHOBaLMOHHbIE pelleHUst B cdhepe
nHdopmaunoHHon 6e3onacHocTh. MPooYKTbI U CePBUCHI KOMMaHUU NO3BONSIOT
BbIABNATb, BepunumnpoBaTb U HEMTpanu3oBaTh peasibHble OBU3HEC-PUCKU, KOTOPbIE
MOryT BO3HUKaTb B IT-uHdpacTpykType npesnpuaTuin. Hawy TeXHONOrMm NocTpoeHbl
Ha MHOTOJIeTHEM MCClief0BaTEeIbCKOM OMbITe U 9KCNepTM3e BeAyLMX CNeLnanucToB
no knbepbesonacHoOCTU.

CerofHA y KOMMaHuu ceMb odoucoB Ha TeppuTopun Poccumn (B MockBe,
CaHkT-leTepbypre, HuxHem HoBropope, Camape, HoBocubupcke, Akagemroponke
n Tomcke) n ocouc B KasaxctaHe (Hyp-CynTtaH). B Hawwei komaHge Gonee TbicA4n
COTPYOHUKOB, B TOM yuciie 6onee 250 akcnepToB MMPOBOro ypoBHSA Mo 3awuTte ERP,
SCADA, 6aHKOB U TesIleKOMOB, Be6- U MOBUITbHbIX MPUITOXEHUNA.

PenyTaunsi akcnepToB MMPOBOrO YPOBHS M0 BONPOCaM 3aLUTbl caMbIX pa3HO06pasHbix
YCTPOMNCTB M UHPPaACTPYKTYp NOATBEPXAEHA OBWMNPHBIM CIMCKOM HALUX NapTHEPOB
N KIINEHTOB:

§ B uucne Hawwux knmeHToB B Poccun — 80% yyacTHUKOB penTuHra «3kcnept-400»,
KPYMHENLWNX KOMMaHU CTpaHbl, C HaMKU coTpyaHu4yaeT 6onee 2000 komnaHun B 30
cTpaHax;

B Ham poBepstoT Cisco, Google, Honeywell, Huawei, Microsoft, Oracle, SAP, Schneider
Electric Siemens u gpyrvue KpynHble MUPOBble BEHLOPbI;

I Hac BbICOKO OLeHMBAT MeXAYHapoaHble aHannTM4Yeckne areHTCTBa.
Tak, KOMNaHus TPUXAbl CTAHOBUIIACb «BU3MOHEPOM» B UCCNiefoBaHMmM Gartner
Magic Quadrant no cuctemam sawuTbl Be6-npunoxernuit (WAF).

Mbl 3Haem 06 VIH(bOpMBLl,VIOHHOVI 6e30nacHOCTU NOYTU BCE U C yOooBOJ/IbCTBUEM O E€JINMCA
9TUM C ApyrmMmu:

I yXxe gecsaTb NeT NpoBOAMM COOCTBEHHbIN HAayYHO-NMPaKTUYeCKUn hopym
Positive Hack Days - kpynHeiwee MeponpusaTMe B 061acTu MUHOOPMaLMOHHON
6esonacHocTn B Poccun n CHIT, B paboTe KOTOPOro eXerogHo y4acTBYHOT ThiCAYU
noceTtutenen — akcneptos B UT u B, npegctaButenen busHeca
U rocygapCTBeHHbIX CTPYKTYP, CTYAEHTOB U LWKOJIbHUKOB. B paMkax KoHdepeHLum
NpPoXoaAT COTHM [0KAf0B M MacTep-KJlacCoB N0 caMbIM OCTPbIM TeMaMm UB,
a TakXe npakTuyeckue KOHKYpCbl N0 aHaNAN3y 3aLiUL,EHHOCTM MPOMbILLNEHHbIX
cucTeMm ynpasrieHUsl, 6aHKOBCKUX CEPBUCOB, MOOUIIbHOW CBA3U U Be6-NPUIOXEHNUN;

I aKKyMYJIMUpyeM caMble CBeXWe HOBOCTU MHOYCTPUM Ha HalleM rnopTaJie
SecurityLab.ru;

I paspabaTbiBaeM ob6pasoBaTefibHble MPOrpaMMbl A1 BEAYLUX BY30B CTpaHbl
M NoMoraemMm pacTUTb NePBOKIACCHbIX CMeLUaNUCTOB CO CTYLEHYECKOW CKaMbMU:
yyebHble MaTepuanbl, NOAFOTOBJIEHHbIE 3KCMEpTaMuU KOMMaHUM B paMKax
obpasoBaTenbHoON nporpamMmmsbl Positive Education, ncnonb3syoT B cBOUX Kypcax
yxe 6onee 50 poccUMACKNX BY30B.


http://www.phdays.com/ru/
http://www.securitylab.ru/

MpoAyKTbl, pelueHns u cepBuchbl
Positive Technologies

Bce peweHus Positive Technologies npoekTupytoTcs ¢ yyeToM 60bLIOro onbiTa
3awmTbl BuaHeca B pas3niMyHbIX oTpacnsax. Cneynannctbl KOMNaHUK yyacTBYOT B paboTe
TexHuyeckux komuteToB PoccTaHpgapTa u pabouux rpynn ¢CTIK, LleHTpobaHka, ALLJ,
CUT'P3, GSMA u gpyrnx opraHusauun, okasbiBas 3KCNEPTHYH MOMOLLb

B dbopmupoBaHun TpeboBaHui 6esonacHocTU. Hawm NpogyKTbl MakCMManbHO
COOTBETCTBYIOT POCCUNCKUM U MEXOYHAPOOHbIM CTaHAapTam 6e30nacHOCTH, BKAOYas
ctaHgaptbl PCI DSS n LB PC BP MBBC-2.6-2014, npukasbl ®CTIK N2 17 u 21.

B npooykToeoM nopchene KOMMNaHUun ceroaHA 10 BbICOKOTEXHOJIOMMYHbIX npoaykKToOB,
No3BOJIAO LW UX:

I KOHTPOJMPOBAThH 3aWMULLEHHOCTb UH(PPACTPYKTYPbl U CBOEBPEMEHHO HAaXOAUThL B
Hel ysI3BUMOCTMU;

I BbIABAATb MHUKUAEHTbI UB B nHdpacTpykType nobbix MacwTaboBs, BKJOYas
3aKpbITbl€ MPOMBbILUEHHbIE CUCTEMBI;

0 [OeTekTupoBaTb aTakun BO BHYTPEHHEM U BHELWIHEM TpachKe KOMMNaHuu;
I 3awumuwaTtb Be6—np|/|n0)Keva OT CJIOXHbIX aTak,

B oO6HapyXuBaTb YA3BMMOCTU U OWIMOKM B MPUITOXKEHUSIX, @ TaKXe NogaepXMBaTb
npouecc 6esonacHou paspaboTKu.

Ha 6a3e npoayKTOBOM JIMHENKN CPOPMUPOBAHO HECKOJIbKO PELUEHUN, YUUTbIBALOLLNX
onbIT Positive Technologies no sawuTte 6usHeca B pasnnyHbix cdepax u cneymdunky
POCCUWACKUX U MeXAYHAPO4HbIX CTaHQapTOB 6e30MacHOCTU. B YacTHOCTH, KIIMEHTbI
KOMMaHUN UMEOT BO3MOXHOCTb UCMOJIb30BaTb pelleHns as:

B nocTpoeHus pacnpefefieHHbIXx cucteM kubepbesonacHocTy;

B nocTpoeHus SOC, B TOM yucne B HeboNbLNX UHPACTPYKTypax;
B paHHero BbISABMIEHUS CIOXHbIX Yyrpo3;

B 3awuTbl BEOG-NPUIIOXEHWUN;

I obecneyeHus 6esonacHocTn obbekToB KUW (BkNtoyasi B3auMofaeincTBure ¢ rnaBHbIM
ueHTpom NocCOMKA);

B nocTpoeHusa ueHTpa ocCOIMKA,;

I opraHusauum 6e3onacHoOmn yaaneHHoN paboTbl U KOHTPOJIS yaaNieHHOro gocTtyna.

Takxe KOMMaHUA oKa3blBaeT psig CEPBUCOB M KOHCYJIbTALMOHHbIX YCiyr B o6nacTtu
knbepbesonacHocTu (B YaCTHOCTU, HEMPEPbIBHbIN aHaNIM3 3aLiMILEHHOCTM OU3Heca,
oBHapyXXeHue, pearMpoBaHue 1 pacciiejoBaHne CJI0XKHbIX MHLUMUOEHTOB, MOHUTOPUHT
3aLUULEHHOCTM KOPNOPATUBHbLIX CUCTEM).



NMpopykToBbiN NopTdenb

MaxPatrol 8 - npegHasHayeH g5 06beKTUBHOW OLLEHKN YPOBHS 3aLLULLEHHOCTHM
IT-uHcbpacTpykTypbl KOMNaHun. Cuctema No3BosIsieT CBOEBPEMEHHO 0OHapPYyXUTb
YySA3BUMOCTU MHEOOPMALMOHHOW CUCTEMbI, MPOBECTU KOMIMJIEKCHbIV aHaNM3 CeTEBOr0
o6opypoBaHus, onepaumoHHbix cuctem, CYB/, npuknagHbix u ERP-cuctem,
Be6-NPUIIOXEHUIA, @ TaKXe KOHTPOJIMPOBaTb COOTBETCTBME OCHOBHbLIM CTaHaapTam
nHdopmaunoHHon 6esonacHocTu (ISO 27001, PCI DSS, CIS). MaxPatrol 8 ru6ko
MacwTabupyeTcsa u NOAX0AUT KaK ANst He6ONbLUMX KOMMNAHUI, TaK U A8 KPYMHbIX
TeppuTopuasbHO-pacnpeneneHHbIX NnpegnpuaTun.

MaxPatrol SIEM — cuctema soissnenus WHUMOEHTOB C YHUKaJIbHbIM MOLX0L0M
K obecneyeHunto NpospadyHocTu IT-UHdpacTpyKTypbl U FNyBOKOM 9KCNEPTU30M
B o6HapyXeHUn yrpo3. OH MOCTOSIHHO MOMOJIHAETCA 3HAHUSIMU 3KCMNEPTOB 0 crnocobax
LeTeKTMpoBaHUSA Yrpo3 1 afanTupyeTca K UBMEHEHUAM B 3aLUULLLAEMON CETHU.

PT Industrial Security Incident Manager — nporpammuo-annapathbiii
KoMnnekc rnybokoro aHanmsa TexHosnormyeckoro Tpacgpuka. ObecneynBaeT NomckK
cnef0B HapyLeHU nHcopMaLmoHHon 6esonacHocTu B ceTsix ACY TI1, nomoraeT

Ha paHHeW cTaguu BbIABNATb KubepaTaku, akTUBHOCTb BpefoHOCHoOro I10,
HeaBTOPM30BaHHbIe AEACTBUSA NepcoHana (B TOM YMCe 3/I0YMbILUSIEHHbIE)

n obecrneunBaeT cooTBeTCTBME TpeboBaHUAM 3akoHofaTenbcTBa (187-93, npukasbl
®CTIK N2 31, 239, F'ocCOlMKA) K USMEHEHUSAM B 3aLLMLLAEMON CETU.

PT Appllcatlon Firewall — mexceresoii 3KpaH ypoBHsI Be6-NPUIIOXEHUNA,
npegHasHauvYeHHbIV AN 3aWnTbl Be6-pecypcoB opraHu3aLum oT U3BECTHbIX
M HEM3BECTHbIX aTakK.

PT Application Inspector — peuenune gns soisiBnenns ynzsumocTei
B UCXOAHOM KOJ,e UJIM TOTOBOM NMPUIIOXEHUU, NyTeM KOMBUHaUun ctaTudeckux (SAST),
anHammyeckux (DAST) n uHdpacTpykTypHbix (IAST) MmeTonoB aHanusa.

PT MultiScanner - cucrema 3alMTbl OT BPEAOHOCHbIX NporpaMmM. BeisiBnsieT
yrposbl, 6JI0KUpYeT UX pacnpocTpaHeHne n o6HapyXnBaeT CKpbITOe NPUCYTCTBUE
3710BpefoB, UCNosb3ys HAOOp aHTMBUPYCOB U penyTauuoHHble cnucku Positive
Technologies.

XSpider — npodpeccuoHanbHbIN ckaHep 6e30MacHOCTH, NpefHa3HaYeHHbIN

L7151 MPOBEPKMW CeTU Ha Hanmyue ysa3aBuMocTeil. PerynsipHoe ckaHupoBaHue nossonsieT
3aWMTUTb MHCPOPMALIMOHHYIO CUCTEMY KOMMAHUMU [0 TOrO, KakK 3M10YMbILLSTIEHHUK
06HapyXuT ee cnabble MecTa U NnpoBegeT aTtaky. [1o uToram ckaHmpoBaHusa XSpider
npepocTaBnsieT NOAPOOHbIN OTYET O BbISIBJIEHHbIX HEAOCTaTKax B 3alLUTe, a Takxe
pekoMeHAaunu no nux ycTpaHeHuo.


http://www.ptsecurity.com/ru-ru/products/
http://www.ptsecurity.com/ru-ru/products/mp8/
http://www.ptsecurity.com/ru-ru/products/mpsiem/
http://www.ptsecurity.com/ru-ru/products/isim/
http://www.ptsecurity.com/ru-ru/products/af/
http://www.ptsecurity.com/ru-ru/products/ai/
http://www.ptsecurity.com/ru-ru/products/multiscanner/
http://www.ptsecurity.com/ru-ru/products/xspider/

PT Network Attack Discovery — cucrema rny6okoro aHanusa cetesoro
Tpadhuka (NTA/NDR) ans BbiiBNeHUs aTak Ha nepumMeTpe U BHYTpu ceTu. PT NAD 3Haer,
YTO NMPOUCXOAQMUT B ceTu, OOHapyXMBaeT aKTUBHOCTb 3JI0YMbILUNIEHHUKOB flaxe

B 3alumMdpoBaHHOM Tpaduke n NnoMoraeT B paccnefoBaHUAX.

PT Sandbox - nepegoBasi NecoYHMLa, KOTopasa No3BonseT 3aWUTUTb KOMMAHUIO
OT LiefIeBbIX U MACCOBbIX aTaK C MPUMEHEHMEM COBPEMEHHOro BpegoHocHoro 0. OHa
nopnepXxuBaeTt rmbkyto yaoOHY0 KacToOMU3aL Mo BUPTYalbHbIX Cpef Ajs aHanusa

M obHapyXuBaeT Yrpo3bl He TOJIbKO B dhannax, Ho 1 B Tpaduke.

nTt Be,qOMCTBeHHbIﬁ LLEHTP — cuctema ynpasneHus nHumgeHtamu. OHa
aBTOMAaTU3UPYET NPOLECC pearnpoBaHUs Ha UHLUMOEHTbI U UHPOPMUPYET O HUX
HauunoHanbHbI KOOPAUHALMOHHbIA LLEHTP MO KOMMblOTEepHbIM nHungeHTam (HKLLKW).

MopTtchennb pewieHnn

MocTpoeHue yeHTpa NOCCONKA - komnnekcHoe pewenve gns cospanms
ueHTpa NocCOMNKA u B3anmogencteua ¢ HKLLKW, cosgaHHoOe Ha ocHOBe NpOAYyKTOB
Positive Technologies, ¢ nomMowbto KoTopbix cnyx6a Ub cMoxeT caMoCTOATENBHO
peanu3oBaTtb pyHKUUKM LeHTpa FocCOlMKA, a Takxe ycnyru aKcnepTHOro LeHTpa
6esonacHocTu Positive Technologies (PT ESC).

PT Anti-APT — komnnekchoe pelleHne Ons BbIABNEHUA U NpeaoTBpaLLeHUA
ueneBbix aTak. [o3BosISET MaKCMMasibHO BbICTPO OBGHAPYXUTb NPUCYTCTBUE
3/10yMblLUNIEHHMKA B CETU U BOCCO34aTb NOJIHYHO KapTUHY aTaku Ana AeTanbHoro
paccrefoBaHus.

PT Platform 187 (koMnnekcHoe pelleHune, o6beauHAoLLEE PAL NPOAYKTOB PT) —
nporpaMMHoO-annapaTHbI KOMMJIEKC A4J1 peann3auumn OCHOBHbIX (DYHKLUN
6e30nacHOCTM 3Ha4YMMbIX 06bekToB KW 1 B3anmoaencTBmSA € rNaBHbIM LLeHTPOM
FocCOMKA. MnaTtdopma BktoyaeT B ceba Habop TEXHUYECKUX CPEACTB, KOTOPbIN
nomMoraeT BbINOJIHATL OCHOBHble Tpe6oBaHUA 3aKOHO4aTeNbCTBA, aBTOMaTU3npyeT
npoueccol b B opraHMsauuu n 3HaunTenbHO NoBbllaeT ux 3pdHeKTUBHOCTb.

be3onacHas ypaneHHas pa60Ta — KOMIJIEKCHOE pelleHune, No3BonisatoLLee
obecrneynTb MOHUTOPUHI paboTbl COTPYAHMUKOB Ha yaaneHke u obbefuHsoLee CUCTeMY
rnybokoro aHanu3sa ceteBoro Tpacgpuka PT Network Attack Discovery u cuctemy
BblsiBJIeHUsI MHUMgeHToB MaxPatrol SIEM.


http://www.ptsecurity.com/ru-ru/products/network-attack-discovery/
http://www.ptsecurity.com/ru-ru/products/sandbox/
http://www.ptsecurity.com/ru-ru/products/pt-vedcentr/
http://www.ptsecurity.com/ru-ru/solutions/
http://www.ptsecurity.com/ru-ru/solutions/center-gossopka/
http://www.ptsecurity.com/ru-ru/products/
http://www.ptsecurity.com/ru-ru/products/
https://www.ptsecurity.com/ru-ru/services/esc/
https://www.ptsecurity.com/ru-ru/services/esc/
https://www.ptsecurity.com/ru-ru/solutions/anti-apt/
https://www.ptsecurity.com/ru-ru/products/platform-187/
https://www.ptsecurity.com/ru-ru/solutions/secure-remote-work/
https://www.ptsecurity.com/ru-ru/products/network-attack-discovery/
https://www.ptsecurity.com/ru-ru/products/mpsiem/

KoHTponb ypganeHHoro poctyna B ceTAX ACY TI1 — pewenve,
nossonstouee obecneynTb MOHUTOPUHI paboThbl yaaneHHbIX COTPYLHUKOB
nnogpan4YmMkoB, OCHOBaHHO€E Ha KOMIMJIEKCHOM UCMNOJIb30OBaHUM CPeEOCTB
MHCTPYMEHTAIbHOIO MOHUTOPUHIa ,quZCTBMVI nonbsoBaTeneﬁ, NOoAKJMHYEHHbIX K CETU
ACY TN.

Be3onacHocTb 06beKTOB KUW — cucrema 6esonachoctu sHaunmbix
ob6bekToB KNUWN B cooTBeTCTBUM C TpeboBaHuAMM 3akoHa N2 187-$3, obbeamHAeT B cebe
npoaykTbl Positive Technologies, KoTopblie NO3BONSAIOT BbINO/HATL OCHOBHbIE
3aKkoHofaTesnbHble TpeboBaHMsA MO 3awwmuTe 3HaYnMbIx 06bekToB KUW, npepgoTBpawath
W BbISIBNSATb aTakn U aBToMaTmM3anpoBaTb B3anmogencteune ¢ FocCOIMKA.

PT Unified Appllcatlon Securlty — YHUKasibHOe UHTerpMpoBaHHoOe peLueHune,
OoTBevarllee Ha BCe COBPEMEHHbIe BbI30Bbl K 6€30MacHOCTU NPUIOXEHUI, MOMOraeT
coKpalLaTb pacxofbl U BblMyckaTb 0OHOBNEHHbIE MPUNOXEHUS B CPOK UM BbiCcTpee.

CepBucHbiu noptchenb

PT Expert Security Center (PT ESC) — 9KCMepTHbIN LeHTp 6e30nacHoCTM
Positive Technologies npepocTaBnseT ycnyru no obHapyXeHuto, pearmpoBaHuio

W paccnenoBaHUIO CIOXHbBIX MHUMOEHTOB, @ TakXe Mo MOHUTOPUHTY 3alULW,EHHOCTH
KoprnopaTuBHbIx cucteM. CepBucbl 6esonacHocTu Ha 6a3e npogykToB Positive
Technologies, koTopble npennaraeT PT ESC, gokasanu cBoto 3 (pekTUBHOCTL BO BpeMs
9KCMepTHOro conpoBoXxaeHnsa aumHen Onumnuanbi-2014 B Coun 1 BO BpeMs
YemnuoHaTta Mupa no ¢pyt6ony-2018, B xo4e KOTOPOro KOMMNaHWsa NoMorsia oTpasnTb
38 Tbic. kKubepaTak Ha cepBUChbI TpaHCNOPTHOM aupekumn YM-2018.

HenpepblBHbIM aHaNN3 3aLULLEHHOCTU DU3Heca — ycnyru Positive
Technologies no aHanuay 3awmu,eHHocTy 6M3Heca oT KMbepyrpo3 nomMoratoT
HenpepbIBHO OLEeHMBaTb YA3BMMOCTb KOMMaHUM rnepen 4encTBUAMMU
3/10YMbILUJIEHHUKOB, CBOEBPEMEHHO NpeaoTBpaLL,aTh aTakum U YCTpaHATb NOCAe[CTBUSA.
CnekTp ycnyr Bko4aeT Tpu HanpaBneHus: Pentest 360, amynsauuto APT 1 Red Team vs
Blue Team.

MUccnepoBaHue yrpos U ya3BMMOCTEeN annapaTHbIX pelueHnn —
yCnyru aKcnepTHoM KoMaHabl Positive Technologies nomoryT ycTpaHuTb pucku
MHOpMaLMNOHHOW 6e30MacHOCTH, CBAA3aHHbIE C YA3BUMOCTAMMU annapaTHbIX
nnatopm.

~POSITIVE TECHNOLOGIES



https://www.ptsecurity.com/ru-ru/solutions/ics-secure-remote-access/
https://www.ptsecurity.com/ru-ru/solutions/bezopasnost-kii/
https://www.ptsecurity.com/ru-ru/solutions/application-security/
https://www.ptsecurity.com/ru-ru/services/
https://www.ptsecurity.com/ru-ru/services/esc/
https://www.ptsecurity.com/ru-ru/services/security-services/
https://www.ptsecurity.com/ru-ru/services/hardware-vulnerabilities-analysis/
https://www.ptsecurity.com/ru-ru/

