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15 JIET OIbITA SKCIMNEPTU3A
Obecne4ynBaem 6e3onacHOCTb B MacluTabax Haxoaoum ysassumocTu
Coun-2014, YHuBepcuapbl-2013 B KasaHu, B MPOMBbILLUIEHHOCTU U TENIeKoMax

3NEeKTPOHHLIX BbIOOPOB

v ayauToB

oOHapyxeHun OOHapyxeHun nccriegoBaHnn
oOHapy>XeHnn ysa3BUMOCTEN ysa3BUMOCTEN BGesonacHoCTH
YyS13BUMOCTEN HyrneBoro gHs HyrneBoro gHs BeO

HyneBoro gH4 B ACY TI1 B TENEKOM



ADC/LB Antispam/Antivirus DLP

NG FW/UTM

TS Gateway

Web Filter/Proxy
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"O0bblyHaa” cuctema Vb ¢ Toukn ceTeBUKOB
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Remote Code Exec . 0> Commanding Evasion

' RFI/LFI/SSI Clickjacking ~ XSS
BotsTam%esrﬁr%g WebSpam Pollution SlowDOS

ATaKu Ha NPUNOXKEHUNA L7 DDos

Physical

PT Application Firewall ShellShock XXE  SQLInjection  Path Traversal
BEAST
. POODLE
SSL Stripping OpenSSL Heartbleed
UDP Flood
L3/L4 DoS
‘ Smurf
gggE%ﬁNEOQEIQTE Data Link ceTEBble aTa Kll(':'MP Flood

«BoTt ecnn 6bl rybbl HMKaHopa MBaHOBMYA Aa NPUCTABUTb K HOCY
NBaHa Ky3bN\|/1L|a ) H. B. [o2onb, "}eHumbba”
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Check Point Software Technologies
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CereBoe YCTPOICTBO
Check Point Software Technologies
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) + PT AF BbiaBnAeT aTaky Ha Beb-canT n bnokupyet

ee / ysegomnsaeTt Check Point 06 nCTOUYHMKe aTaKku

+ Check Point 6n10KMpyeT 3anpocsbl oT
3/10YMbILIJIEHHUKA K OCTaNIbHbIM pecypcam

+ MoXeT UCnosb3oBaTbCA U ANA 3aLMTbl OT aTakK
~An Ha Beb-npunosxkeHmsa nog GOST SSL/TLS



CueHapuun ncnonb3oBaHusa: AV

AV Engine or
PT Multiscanner

ICAP
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PT Application Firewall

Check Point Firewall
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CueHapuun ncnonb3oBaHUS:

ej % [9 o Web cepsep

PT Application Firewall

Check Point Firewall

[pyrne cepsepsbl



CueHapumn ncnonb3oBaHua: Application-layer AntiDDoS w

AntiDDoS Service o Web cepBep

Block attackers 9

(4
. el B
Attackers list I

PT Application Firewall E

Check Point Firewall

[pyrne cepsepsl



PT Application Firewall
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MawunHHOe oby4yeHune

» [ocTtyn no mogenun 6ernbix CNNCKOB
+ 3awuTa OT HEM3BECTHbIX YSA3BUMOCTEMN
* OnpeneneHne CKpbITbIX

NonbITOK B3rioMa

MuHnmym False Positive

* BcTpoeHHbIN ckaHep ans noucka

yA3BMMOCTEN

* HCTpyMeHTbI 4na hopMupoBaHus
Koppensaunn

* Bwusapa onga ucknroyeHun npsamo
Ha aswbopae

BupTtyanbHble
obHOBRNeHusA

[apaHTMpoBaHHas 3aluTa
OT YSI3BMMOCTEMN
NpeanbHO ansa

yxxe paboTtaroLmnx canTos
Hanbonee npaBunbHbIN
noaxon Kk b

NoBepeHYecknn aHanus
U MOMCK aHOMarnumn

OnpepeneHne 6otoB

3awwmTa ot DDOS atak 7-ro ypoBHs
KoHTpornb aHOManbLHON akTUBHOCTHU
(crawlers, scrapping, scanning, etc)
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