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Almost every enterprise uses tens to thousands of various applications to help run 

their businesses. With new ones being developed almost daily, your biggest security 

challenge is understanding how vulnerabilities, within these applications, can be used 

against your organization. Unfortunately, many companies are falling short of meeting 

this challenge, failing to adequately protect their growing number of applications. 

In fact, a recent study conducted by Positive Technologies showed 86% of systems 

(tested) were exposed to vulnerabilities that could allow an attacker to gain full 

control of critical resources.  

So why are organizations failing so badly when it comes to application security? 

The problem, in part, is that most existing application security tools are difficult to use 

and only solve part of the puzzle.

Traditional SAST, DAST and IAST are Inadequate

Application security testing (AST) is commonly divided into static and dynamic 

analysis. Performed while an application is running from the outside in, much like 

a black-box, Dynamic AST (DAST) is the most simple and widespread method of 

vulnerability testing. Static AST (SAST), on the other hand, analyzes source code from 

the inside out.

While both traditional methods are useful in finding weaknesses, they each have 

fatal flaws:

 ª DAST requires applications be deployed and therefore cannot 
be used when writing code, which can take a long time and 
add considerable expense for large applications. Further, DAST 
cannot detect certain attack vectors, since it can only analyze 
about 30% of the actual application code

 ª SAST inspects applications at the source code level and therefore 
cannot detect vulnerabilities that are only present when an 
application is running. SAST results are often plagued with 
programming errors (not actual vulnerabilities) which create a 
high rate of false positives

A NEW APPROACH TO APPLICATION SECURITY TESTING

HIGHLIGHTS

 ª See precisely how 
hackers can utilize each 
vulnerability to attack 
your network, web, 
mobile, ERP and client-
server applications with 
automatically generated 
exploits

 ª Test applications under 
development and in use.  
A unique combination 
of SAST, DAST and IAST 
means you don’t have to 
wait days or weeks to fix 
vulnerabilities - simply 
point Application Inspector 
at the folder containing the 
code to be tested

 ª Save time by focusing on 
real vulnerabilities not 
coding errors, by drastically 
reducing the number of 
false positives

 ª Protect applications in 
PHP, Java, .NET, SAP ABAP, 
HTML/JavaScript and SQL 
and detect all application 
vulnerability types such as 
SQL Injection (SQLi), Cross-
Site Scripting (XSS) and 
XML External Entity (XXE)

COVER THE FULL SSDLTEST ALL APPS
WITH ONE TOOL

GET FEWER FALSE POSITIVES INNOVATIVELY COMBINE SAST,
DAST AND IAST

GENERATE EXPLOITS 
AUTOMATICALLY
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These shortcomings and others have led to a hybrid testing approach called 

Interactive AST (IAST).  Unfortunately, simply combining SAST and DAST together, 

as this method suggests, does not eliminate the above-mentioned problems and 

therefore IAST suffers from the same inadequacies as the others do separately.

But what if you could combine the benefits of traditional static and dynamic analysis 

without having to accept their shortcomings? You can. 

A Smarter Approach

Positive Technologies Application Inspector™ uniquely combines static analysis 

with dynamic testing that utilizes symbolic calculations and interactive tracing, on 

part of an application, in a virtual sandbox. This allows the processing of dynamic 

dependencies, opening functions and classes specific to certain libraries and 

frameworks, and modeling data in a pattern that follows the application logic. 

You can choose to analyze just part of the code or the fully compiled-and-deployed 

application. Letting you check for vulnerabilities during the development phase, as 

part of the QA process, just prior to deployment, after the application is installed, or 

at any stage during its use. Application Inspector gives you deep coverage and fail-

safe source code analysis along with the simplicity offered by black box scanners, 

but without the painfully high number of false positives that plague other leading 

AST tools. 

Figure 1: Application Inspector: 
Product diagram.
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See How You’re Being Exploited
With its unique automatic exploit generation technology, Application Inspector 
provides your security team with an easy-to-understand vulnerability risk profile 
that in one click lets you see  exactly how vulnerabilities found in your network, 

web, mobile, ERP and client server applications can be used to attack your business.

Figure 2: Automated Exploit Generation: Check whether 
or not a detected vulnerability (e.g. Cross-Site Scripting 
(XSS)) can be exploited.

Figure 3: Detailed Reports: Get detailed and easy to 
understand results about each vulnerability found.



About Positive Technologies
Positive Technologies is a leading provider of vulnerability assessment, compliance management 
and threat analysis solutions to more than 1,000 global enterprise clients. Our solutions work 
seamlessly across your entire business: securing applications in development; assessing your 
network and application vulnerabilities; assuring compliance with regulatory requirements; 
and blocking real-time attacks. Our commitment to clients and research has earned Positive 
Technologies a reputation as one of the foremost authorities on SCADA, Banking, Telecom, Web 
Application and ERP security, and distinction as the #1 fastest growing Security and Vulnerability 
Management firm in 2012, as shown in an IDC report*. To learn more about Positive Technologies 
please visit www.ptsecurity.com.

*Source: IDC Worldwide Security and Vulnerability Management 2013-2017 Forecast and 2012 Vendor Shares, doc #242465, 
August 2013. Based on year-over-year revenue growth in 2012 for vendors with revenues of $20M+.

© 2014 Positive Technologies. Positive Technologies and the Positive Technologies logo are 
trademarks or registered trademarks of Positive Technologies. All other trademarks mentioned 
herein are the property of their respective owners.
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Get the Experience of our Experts
Application Inspector is backed by the knowledge of 200 security experts who 

audit thousands of unique network, web, mobile, ERP and ICS/SCADA applications 

and discover more than 150 0-day vulnerabilities each year. The result is a single, 

user- friendly solution which enables you to quickly find and fill application security 

holes.

Uncover even the most hidden vulnerabilities across all your applications. Quickly 

patch existing security holes. See precisely how vulnerabilities can be used to 

attack your business. And significantly accelerate your incident response and 

remediation times – all while drastically reducing your costs associated with 

compliance. 

Now that’s a smarter approach to application security. 

Key Features: 

 ª Application-specific flaw 
discovery: Application 
Inspector can easily be 
taught to understand the 
business logic behind your 
applications, enabling it to 
detect weaknesses that are 
specific to the way each 
application operates

 ª Built-in knowledge base 
of legacy and third-party 
components: Application 
Inspector examines third 
party elements (including 
open source code) against 
its CVE-compatible 
vulnerability knowledge 
base

 ª Backdoor detection: 
Understanding the 
dataflow enables 
Application Inspector to 
detect backdoors that 
might have been inserted 
by hackers or contractors 
to change the business 
logic or operational 
processes of an application

 ª Symptom alerts: 
Application Inspector can 
be configured to look for 
the symptoms associated 
with vulnerabilities, 
providing early warning 
against even well-hidden 
weaknesses

 ª Actionable SSDL Support: 
Application Inspector 
delivers information about 
faulty code in a clear 
format with exploits and 
lowers your costs for secure 
development and testing, 
since it can be integrated 
with build servers, source 
code repositories and 
bug tracking systems 
and merged into existing 
QA and development 
processes


