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1. INTRODUCTION
Web application security is becoming more essential by the day. Almost any
organization, whether public or private, has its own website. New online services
are introduced regularly. Personal data of clients and employees, and business and
financial information of the organization, are stored in electronic form.
Unfortunately, developers of corporate information systems do not always adhere
to security requirements. Research conducted by Positive Technologies revealed
that many web applications contain high-severity vulnerabilities which may cause
signigficant financial or reputational damage.
For cybercriminals, attacks against web applications are usually a first step on the path to
accessing the networks of large organizations. Vulnerable web applications can enable
wide spread DDoS attacks. Providers’ special services and traffic protection devices can
cope with the simplest attacks and mass DDoS attacks on a network level, but if an
attacker emulates an authorized user’s actions and exploits specially crafted queries to a
website, even a small amount of traffic can result in complete site shutdown.
This research study, conducted by Posiitive Technologies, reviews and analyzes the
most widespread web application vulnerabilitiesfound during our a series of tests
carried out in 2013.
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2. RESEARCH METHODOLOGY
This publication provides an overview of the web application vulnerability statistics
gathered in the course of penetration testing, security audits and other work carried
out by Positive Technologies in 2013.
In total, the experts at Positive Technologies examined around 500 unique web
applications using various techniques from instrument to source-code analysis. To
obtain an objective estimation, we chose 61 applications, from the 500 examined,
and performed an in-depth analysis on each one of these. These 61 sites contained
953 vulnerabilities of various severity levels. The security level of each application
was estimated using tests conducted by automated tools and also manually using a
combination of black-, gray- and white-box methods:
+ Black-box analysis estimates an application’s security level from the perspective of an
external attacker, with no “inside” knowledge of the application
+ Gray-box testing is similar to black-box, except an attacker is considered a user with
some system privileges, like an employee
+ White-box scanning requires the tester to have all relevant information about the
application, including its source code, and usually provides a truer security picture

The vulnerabilities found were classified according to the corresponding threats in the
Web Application Security Consortium Threat Classification (WASC TC v. 2 [1]), with the
exception of Improper Input Handling and Improper Output Handling, since these
threats are implemented by exploiting a number of other vulnerabilities.
The severity level of these vulnerabilities was calculated according to the Common
Vulnerability Scoring System (CVSS v. 2 [2]). Based on the CVSS score obtained, our
experts assigned vulnerabilities with severity levels high, medium or low.
The vulnerability statistics included in this reportare only for external web applications
that are accessable over the Internet.Other widespread information security
weaknesses such as using old versions of software or results obtained in the course of
instrument scanning and penetration testing are not considered in this report.
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3. SUMMARY
This section summarizes the most important conclusions from our statistical analysis.
1. All web applications analyzed were found to have vulnerabilities. Highseverity vulnerabilities were detected in 62% of systems, a large increase
from 2012 (45%). Medium-severity vulnerabilities were detected in 95% of
the systems.
2. In 2013, the most widespread weakness was Cross-Site Scripting, which
affected 78% of applications. Brute Force vulnerability placed second
with 69% of the analyzed systems affected. The Top 10 also included
SQL Injection and XML External Entity (XXE) Injection, with critical
vulnerabilities found in 43% and 20% of systems, respectively.
3. The sector most threatened by high-severity vulnerabilities was mass media
with critical vulnerabilities detectedin 80% of web applications.
4. Of applications aritten in PHP, 76% were found to contain critical
vulnerabilities. This was a higher rate than other programming languages
both in terms of the percentage of vulnerable systems and the number of
vulnerabilities per system.
5. In 2013, the most popular web server was Apache and the most vulnerable
web servers were Apache Tomcat and Microsoft IIS. Critical vulnerabilities
were identified in 75% of web applications for Tomcat users and 71% of web
applications for MS IIS users.
6. Half of analyzed E-banking systems had critical vulnerabilities and no
E-banking system studied complied with all PCI DSS requirements.
7. White-box testing allowed specialists to reveal 10 times more high
severity vulnerabilities and approximately twice as many medium- and
low-severity vulnerabilities compared to black- and gray-box testing.
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4. PARTICIPANT PORTRAIT
This study includes companies from a wide arrange of industries including
Information Technology, telecom, manufacturing, government, financial services and
mass media. Companies in the banking sector made up the majority of systmes (57%)
tested followed by government agencies with 21% of the tested systems.
As expected, banks and financial services companies pay a lot of attention to web
application security analysis, sincetheir infrastructure includes critical financial
applications and the fact that they also must comply with specific security regulations
(e.g. PCI DSS).

Information Technology
Telecom
Manufacturing
Government organizations
Banks
Mass Media

Figure 1. PercentagePercentage of systems by industry

The web resources analyzed were written in various programming languages with the
use of different technologies. Among the systems studies, PHP (39%), Java (37%) and
ASP.NET (20%) were the most common. The category “Other” included less popular
development languages such as Perl and Ruby.

PHP
Java
ASP.NET
Other

Figure 2. PercentagePercentge of systems by programming langauge

Additionally, all of the web applications studied can be subdivided into five groups
based on the web server used. The majority of sites were based on Apache (39%)
and Nginx (37%). Nginx was usually used at a front-end level. The least common web
servers were Jboss, Oracle Application Server and custom software, which are put in
the “Other” category due to their small number.
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Other

Figure 3. PercentagePercentage of systems by web server

As in 2012, commercial content management systems (CMS) were rarely used. As a
result, there were no statistical investigations on the security level of web sites that
depend on a CMS.

5. Vulnerability Statistics
This section includes analysis regarding the frequency of which various vulnerabilities
were found and their associated severity levels, based on the threats described in
WASC TC v.2.

5.1. The most common vulnerabilities
According to our research, a majority of systems (62%) contained high-severity
vulnerabilities with nearly all systems (95%) having medium-severity vulnerabilities.

High severity

Medium severity

Low severity

Figure 4. Percentage of vulnerable sites by vulnerability severity
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High severity
Low severity

And while the
number of web
applications with
low-severity
vulnerabilities
dropped, the
general state of
security for web
applications
worsened.

Medium severity

Figure 5. Percentage of vulnerable sites by maximum vulnerability severity

Compared to results from previous years , the percentage of systems with mediumand high-severity vulnerabilities increased significantly. And while the number of web
applications with low-severity vulnerabilities dropped, the general state of security for
web applications worsened.

High
Medium
Low

Figure 6. Websites by vulnerability severity

According to this, the most common vulnerability found was Cross-Site Scripting
(XSS), with 78% of the resources exposed.Flaws that allow attackers to bruteforce user
credentials and passwords placed second, with of 69% of systems. While almost two
thirds (63%) of the web resources had vulnerabilities related to insufficient protection of
user sessions (credential/session prediction). By contrast, In 2012 Fingerprinting was the
most common vulnerability found in 73% of the resources tested. This year, it came in
fourth wih 49% of systems.
The Top 10 also included SQL Injection, a high-severity vulnerability detected in 43% of
the web resources studied. Despite falling in this year’s rankings, it was actually prevelant
in about 10% more systems in 2013 as compared to 2012.
New to the Top 10 was XXE (XML External Entities) Injection, which was observed in 20%
of applications. The rise of XXE to the Top 10 is likely do to new attacking techniques such
as XML Out-Of-Band Data Retrieval - developed by the experts at Positive Technologies
and recognized as one of the best techniques for attacking web applications in 2013.
Note that Top 10 vulnerabilities include authorization flaws (24%). Even if a vulnerability is
assigned a medium severity level, it may have damaging consequences depending on
the business logic of an application(e.g., unauthorized transactions in E-banking systems,
online purchases).
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A majority (69%) of the
vulnerabilities found allow
hackers to attack the
server components of web
applications.

Figure 7. The most common vulnerabilities (website, %)

A majority (69%) of the vulnerabilities found allow hackers to attack the server
components of web applications. Cross-Site Scripting and Cross-Site Request Forgery
are the most common examples.

Server
Client

Figure 8. PercentagePercentage of vulnerabilities by attack targets

A large majority (89%) of vulnerabilities were found in a program’s code. While only
11% resulted from web application misconfigurations.

Configuration vulnerabilities
Code vulnerabilities

Figure 9. Percentage of vulnerabilities by source

Page 9

VULNERABILITY STATISTICS - WEB APPLICATIONS

PHP
Java
ASP.NET.

5.2. Vulnerabilities typical in web app development tools
This section includes statistics on vulnerabilities that are common in the most popular
web application development tools including PHP, Java and ASP.NET. For sites written
in PHP, 76% were detected to contain critical vulnerabilities. While web resources
written in Java and ASP.NET were not as vulnerable, 70% of JAVA based application and
55% ASP.NET ones contained critical vulnerabilities. Applications written in all the three
languages were found to have vulnerabilities of at least a medium severity level.

High

Medium

Low

Figure 10. Percentage of systems with vulnerabilities of various severity levels (by
programming language)

High
Medium

Figure 11. Percentage of systems by maximum vulnerability severity

Statistics showing the average number of vulnerabilities per system also prove that
web applications written in PHP are more vulnerable. On average, every PHP based
application was found to have 12 critical vulnerabilities, while Java and ASP.NET
applications contained less than two critical vulnerabilitieseach.
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High

Medium

Low

Figure 12. Average number of vulnerabilities per system by programming language

Table 1 includes statistics on the frequency of common vulnerabilities among
resources written in different programming languages.
Table 1. Most common vulnerabilities (by programming language)

Cross-Site Scripting was the most common vulnerability of all the programming
languages. Of the applications written in PHP, Java and ASP.NET, 90%, 80% and 73%,
respectively, were exposed to it.
The critical vulnerability SQL Injection was found in 62% of sites written in PHP. One in
four systems is exposed to SQL Injection if its applications are written in Java and 27%
if written in ASP.NET.This flaw is typical in PHP applications since early versions of the
programming language could not create parameterized SQL queries. Therefore, a lot of
PHP training materials exist that have examples of insecure database queries.
In contrast, it is rare to XXE Injection vulnerabilities in PHP basded applications. The
percentage of PHP sites with this flaw is only 14% as compared to 30% of Java and 36%
of ASP.NET sites. These figures result from the fact that XXE Injection is easily fixed in
PHP, but it usually requires code modifications to fix in other languages.
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Figure 13. Percentage of sites written in different programming languages with the
most common vulnerabilities (part 1)

Figure 14. Percentage of the sites written in different programming languages with
the most common vulnerabilities (part 2)

Overall, based on these results, it can be determined PHP is the least secure of the
software development languages tested.
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5.3. Vulnerabilities typical of different web servers
As in 2012, most web sites with critical vulnerabilities ran on Apache Tomcat (75%)
servers, followed by Microsoft IIS (71%) and Nginx (57%).

Other

Figure 15. Web applications with high-severity vulnerabilities (by web server type)

Some vulnerabilities classified according to WASC TC v. 2 are the result of improper
administration of web application. Vulnerability statistics for web servers most
frequently used in the systems studied in 2013 (Apache, Nginx and Microsoft IIS) are
provided below. The web applications that ran on Apache Tomcat did not contain
administration flaws — all the flaws detected in these systems were caused by
code errors (Java). However, it does not necessarily mean that administration flaws
are uncommon on this web server, as the test group studied only contained 4 such
systems.
The most common flaws and percentage of vulnerable sites operated on Apache, IIS
and Nginx web servers are provided in the table below. All the vulnerabilities in this
table are a medium severity level.
Table 2. Rating of administration vulnerabilities for different web server types

Disclosure of sensitive data (information leakage) is the most common problem
associated with administration flaws. Of the information resources studied, 45% are
exposed to it. This vulnerability is often found in web resources based on Nginx.
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According to the results, web
applications remain among
the most vulnerable parts of a
corporate network.

Figure 16 compares vulnerable resources based on different web servers for every
administration flaw tested.

5.4. Statistics by various industries
This research considers web applications used by companies in various industries
including Information Technology, telecommunications, manufacturing, government,
financial services and mass media. However, since only two applications were
studied for each manufacturing and telecom, those results have been omitted from
the following statistics. Still, it is worth noting that both web applications used in
the manufacturing industry and in the telecom sector were found to have critical
vulnerabilities.
According to the results, web applications remain among the most vulnerable parts of
a corporate network. Of the systems tested, 55% were found to use web applications
with SQL Injection and Unrestricted File Upload vulnerabilities. Additional information,
on these results can be found in “Vulnerability Statistics for Corporate Information
Systems (2013)” , another study completed by Positive Technologies.
Of the industries examined in detail, Mass Media has the highest rate of applications
with critical vulnerabilities with 80%. Information Technology is close behind with 75%
of their web applications having high-severity vulnerabilities.
The least vulnerable (33%) web applications belong to government agencies.
However, these results are not a fair representation of the government sector as a
whole, since testing was mostly confined to a few very large-scale projects where
security awareness was very high..On the whole, the security of government
web resources is likely far worse than the results found, since it is uncommon for
government agencies to analyze the security of their web applications, do in large part
to bureaucracy and red tape.
In all industries, it would be helpful to implement intrusion prevention tools (e.g. web
application firewall) as a countermeasure. This tool does not take the place of timely
vulnerability detection and elimination, but it can mitigate risks of successful attacks
against web applications.
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Information
Technology

Government
organizations

Banks

Mass Media

Figure 17. Percentage of sites with high-severity vulnerabilities

High

Information
Technology

Medium

Government
organizations

Low

Banks

Mass Media

Figure 18. Percentage of sites exposed to vulnerabilities of a specific severity level
for each industry considered

The security level of applications in the Information Technology sector is is getting
worse — in 2013, there were 30% more applications containing critical vulnerabilities,
than in the previous year. Looking deeper, this study found that within IT, each
application contains on average 41 critical and 21 medium-severity vulnerabilities;
which is much worse than the Mass Media sector, with 9 critical and 9 mediumseverity flaws respectively. However, it is worth noting that white-box testing (see
section 4.6) was performed more often in the IT sector, than any other analyzed, do to
the availability of application source code and that this may have contributed to the
higher numbers.
High

Information
Technology

Medium

Government
organizations

Low

Banks

Mass Media

Figure 19. Ratio of the average number of vulnerabilities per system for the relevant
industries
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In 2013, the most common critical vulnerabilities were SQL Injection, XXE Injection and
OS Commanding. All are more common in web applications used by IT organizations.
In total, SQL Injection was found in web applications of all the industries included in
this study.

The research results show
that the majority of systems
in almost all the industries
tested are exposed to highseverity vulnerabilities.

Information
Technology

Government organizations

Banks

Mass Media

Figure 20. Percentage of vulnerable sites of different industries

The research results show that the majority of systems in almost all the industries
tested are exposed to high-severity vulnerabilities. In addition, some governemt
and banking systems were found to use applications that only had low-severity
vulnerabilities.

Mass Media

Banks
High
Medium
Government organizations

Low

Information Technology

Figure 21. Percentage of web applications by maximum vulnerability severity

Therefore, the government resources appeared the most secure among all the
web applications studied. However, as mentioned previously, the fact that all the
government systems analyzed were part of large-scale projects, in which security was
closely monitored, and therefore could skew the results.
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5.5. Vulnerabilities typical in E-banking systems
There were eight E-banking systems included among the web applications studied
in 2013. This section only considers the most widely spread vulnerabilities in online
banking systems as of 2013 according to the WASC classification, as well as compliance
with section 6.5 of Payment Card Industry Data Security Standard v.3 (PCI DSS). Please
note that PCI DSS is used for assessment because it aggregates the best information
security practices, contains detailed technical requirements for web application
security and is widely implemented in the banking sector, even though many of the
systems tested may may not process card data or be governed by the scope of the
standard. Nevertheless, noncompliance of E-banking systems with PCI DSS provides a
good picture of the systmes overall security level.
In 2013, the most common flaws of E-banking systems were Cross-Site Scripting and
Application Fingerprinting, each of which was found in 75% of the systems studied.
Several vulnerabilities including XXE and Brute Force are tied for second place,
showing up in 50% of the applcaitons.
Critical vulnerabilities were detected in half of the E-banking systems, which is
less than most other industries. However, just because there may be fewer highseverity vulnerabilities it does not mean these systems are safe. By exploiting several
medium-severity vulnerabilities, an attacker can trigger serious security threats such as
unauthorized transactions.

Figure 22. Most common vulnerabilities of E-banking systems (the percentage of
vulnerable systems)

The E-banking systems were also assessed for compliance with section 6.5 of PCI
DSS v.3. The following table provides the requirements of the standard that govern
elimination of specific web application vulnerabilities.
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Of the systems tested, 63% were exposed to injection flaws with XXE Injection the
being the most common. Requirements 6.5.5 and 6.5.7 posed the biggest compliance
challenge, as 75% of the E-banking systems were vulnerable to Cross-Site Scriptingand
exposed to data leakage do to improper error handling. No E-banking system studied
complied with all PCI DSS requirements.

Figure 23. Percent of E-banking systems noncompliant with section 6.5 of PCI DSS v.3

5.6. Test technique comparative analysis
In 2013, the experts at Positive Technologies carried out a comparative analysis of
black-, gray- and white-box testing techniques. The black- and gray-box methods
found that the web applications in 60% of the sites analyzed contained critical
vulnerabilities. In contrast, using white-box testing, this figure jumped to 75%. As
expected, white-box analysis also generated higher numbers of medium- and lowseverity vulnerabilities as well.

Page 18

VULNERABILITY STATISTICS - WEB APPLICATIONS
High

Medium

Black/gray box

Low

White box

Figure 24. Percentage of the systems with different severity vulnerabilities by
test technique

Comparing the average number of vulnerabilities found per system shows that
white-box testing detects almost 10 times more vulnerabilities of high severity and
about twice as many vulnerabilities of medium- and low-severity levels as black- and
gray-box techniques.
High

Black/gray box

Medium

Low

White box

Figure 25. Ratio of different severity vulnerabilities by different test methods

Comparing the average number of different vulnerabilities per system shows that
additional source code analysis enhances the detection of flaws like SQL Injection and
Cross-Site Scripting.
Black/gray box

White box

Figure 26. Ratio of certain vulnerabilities detected by different test methods

Therefore, if a web application’s source code is availbale for analysis, white-box teting
is highly preferred. Since gray- and black-box techniques are limited on what they will
find, an auditor may fail to detect existing vulnerabilities using only these methods,
leaving your applications exposed to attack.
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6. CONCLUSION
This research demonstrates that the security of web applications remains very
low, and in fact appears to have grown worse since 2012. The number of sites
with critical vulnerabilities increaed by 14 percentage points to 59%, while the
percentage of sites with vulnerabilities of medium severity increased to 97%. These
figures are more like data from 2011. Lastly, the level of web application security has
declined for almost all of the industries studied.
White-box testing allows auditors to detect more vulnerabilities than gray- and
black-box techniques, but organizations use it much less often; only used for 13% of
the web resources tested.
Intrusion detection and prevention tools like web application firewalls (WAF) are still
rarely used. Among the systems studied in 2013, , only one used a WAF, compared to
some 30% of systems in 2012.
On an encouraging note, the study shows that the percentage of systems found
to be compromised (having malicious code) when tested has declined in recent
years. No such systems were found in 2013 as compared to 10% of all systems in
2011. However, although the presense of Malware appeared less, if the detected
vulnerabilities are not fixed quickly then hacking many of the web applications
tested simply becomes a matter of time, based on how interested a hacker may be.
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